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THE "PQRSCHUNGSAMT 11 


!<= Attachsd is an Armed Forces Security Agency translation of 
Ixve of the replies to certain ouestions submitted to former members 
of the "Fcrsehungsamt » . the cryptologic organisation established by 
Hermann Gdring, largely to strengthen his own position, Originally 
negotatione were conducted with Messrs, Kuebler and TJenzel but in the 
end they declined to do the job and suggested Dr, Bruno Krbger, 
formerly in the Cryp- analytic Division, assisted by Dr, Kurfczbach, 
formerly in the Foreign Affairs Branch of Division V, and 
Ofaerregierungsrat Huppertsberg, former advisor on vdreless and cable 
communications <> So far as known the last named has not yet contribut- 
ed. 


2, The original list of 24 questions submitted is reproduced in 
lieu of a table of contents. It vd.ll not be repeated in subsecuent 
parts. In each case the member of the teas who was supposed to answer 
is indicated, after the nuestion,* The team declined to answer 
quest5.on 23 which requested an estimate of their forresr colleagues, 

3° Dr 0 Krdger has chosen to deal with questions regarding 
cryptologic matters in a comprehensive, separate paper which will 
be issued - in parts - under the short title DF-240* (see DF 240=4 
for tentative table of contents) , 

4. Prior to the receipt of this material the only paper available 
by a former member of the Forschungsamt was a short o m by Schubert 
(DF-215), Other information had to be gleaned from various interroga- 
tion reports and statements by men who were not members of the organiza- 
fcion (e,go DF 116— U and 116— AL), The papers now being prepared will 
give a far batter picture of this much debated organization - at least 
of its cryptologic work. 


Translated: R.l'.P, 


35 copies 


July 1951 

Distribtuion: Normal 


26 pages 


Declassified by D. Janosek, NS A/CSS 
Deputy Associate Director for Policy ajid Records 
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Questions submitted 

(The member of the team who was supposed to answer is indicated at. the 
right of each question: Kr = Kr&ger, Ku * Kurtzbach, H « Huppertsberg) „ 

Answered by 

lo Organization of the Forschungsamt » with a description of 

the duties of the various divisions and subdivisions. Km. 

2o Organization of the Cryptanalytic Division, with duties 

of the various subdivisions . Kr* 

3c Hanes of persons know to you, their activity ins ids and 

outside the FA. Present address? Kr, Ku. H. 

4c In which division and section where you active? when? Kr* Ku. H„ 

5« What did you work on? Systems? Results? Kr„ 

* 6. Describe systems known to you; explain methods; what 

tricks do you knov; which aid decryption? Weak points 

and how to find them? Er<, 

* 7o Message heading, beginning and ending, Ku. H. 

8. Who used the various systems? When? Kr. 

** 9. Call signs, frequencies; how often changed? When? Ku. H. 

* 10 o What aids contributed to decryption? Kr c 

11. What printed foms were used? How? Kr. 

/ 

* 12. What devices were available? Purpose? Description,, Kr. 

13. To what extent were Hollerith machines used? How? Kr. 

* 14. Typical course of solution: FT, Cod© Table, Code; 

superencipherment s . * ' Kr. H 

15 o What ware the VN»s? Preparation? Distribution? How 
many copies? What did they contain besides decrypted 
text? Might any still be found? " ? 

16. A co-worker said that the Russian diplomatic systems 
(5~digii and 5~letter) had been solved in another 
country which he did not name, although the FA gave 
up work on these because no progress could be mad®. 

Did you ever hear of this? What- country solved tbs 

system? Do you know any details? Kx* 0 

17o Did the FA work on traffic of Russian bands and agents? 

To what extent and with what result? Kr. 

**i8. What were the W-Stellsn? Equipment? Assignments? 

Was there regular collaboration with them? H. 

19 o What card files were there? How arranged? 

What 'was the archive? To what extent were these two 
institutions satisfactory? Kr.* ? 

3 


TOP SECRET 


TOP SECRET 


Answered ter 


20 o Special devices for intercepting radiograms? High 
speed transmitters? For unscrambling voice trans- 
missions? Other purposes? H 

21. What do you know of any special Russian equipment? Kr„ 

22« -hat is known regarding a possible central 
cryptanalytic -unit in Russia? Capacity and 
strength? &r„ 

23. -’©re your co-workers zealous or lax? Why? 

Relations vdth the Armed Farces? W'ith the 

Party? In your om organization? - <- 

24 o How were the relations of FA with other 


cryptologic units? Kr« Ku® 

25 e What were the relations between FA and the 

Gestapo? SD? Afcwehr? Kr» Ku. 

26o Did the FA have courses for new personnel? 

Character? Kr« Ku® 

27. How was personnel recruited? Security measures? 

Were there dismissals for security reasons? Kr® 

28 0 Did the FA take part in meetings of Army* Navy 

and Air on security matters? Kr» 

Voluntary — A Critical Evaluation Xu® 


* These questions are to be treated together in a separate paper: 
"Characteristics* Analysis and Security of Cryptographic Systems" 
to be issued as DF-240® 

**• Answers not yet received® 
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Question 1: Organization of the FA and description of the duties of the 
various divisions and sub-divis ions <, 

Question 2s Organization of the eryptanalytic cdvision with duties of the 
various sub-divisions { branches t sections ) „ 

Organization of the FA 

Introductory remarks s 

The fact that the FA was developed in 1933 out of nothing had the 
inevitable result that its organizational form developed slowly and 
gropingly at first and that it took years of successful and unsuccessful 
experimentation to give it its final fora* This did not come until 1939 0 
Shortly after that the war began and brought with it a tremendous increase 
in personnel; during the second half of the war the consequences of air 
raids bacam more and more serious and led t© ever rears extensive shifts 
of location Both these factors affected the organization and from .1944 
on the increasing loss of personnel to the field forces was felto 

nevertheless it my be said that from start to finish the basis? 
framework of the organisation did not chaiigBo This concerns the division 
into? 

Administration 

Technology 

Interception 

Decryption 

Evaluation and Archives 

In. what follows* the organization will be described in the main in the form 
existing at the outbreak of the war„ 
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Director of the Agency (Aat&Leiter) 

The director of the agency determined, as is usual, his own field of 
activity. The first director, KapltSn z„ S, SCHIMPEF, as a communications 
expert, took a definite interest in interception, cryptanalysis and 
particularly evaluation. The second director. Prince Chris tof von 
HESSKM, limited his activity to representing the agency with respect to 
higher outside authority and was concerned internally only with administra** 
tive and personnel matters. 

Office Is (Hauptabteilung I) 

Th© chief was the regular deputy of the director and was in eharg© 
of records covering all matters of organisation. His office consisted of 
a personal deputy and two (female) secretaries. Directly subordinate to 
hire was ths 

Division 1 (Abie Hung 1): Security, 

It dealt with all general natters of personnel, technology and 
administration or organization which related to the security and 
secrecy of the agency. At th® same time it was & sort of expanded 
office of the chief of Office I and had other minor duties, e«g, 
courier service., In the final years, when under pressure from fcno 
RSHA (Main Security Agency) the checking of political reliability was 
stressed more strongly (see bastion 2 ?), th® personal files of 
those considered for employment passed through Division 1, Until, 
that tim® its activity in this direction was limited to handling 
very rare cases where there was suspicion of treason and to c<m~ 
Banding the guards at the gates and on night patrol in th® agency. 
Division 1 was not very popular in th® rest of the agency. 

Office II; 

Personnel and Administration, 

The Chief handled personnel matters of the officials who made up 
only about 2# of the total personnel, 
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Division 2s 

Personnel matters. 

Dealt with ell personnel questions of employees and workmen. 

Division 3s 

Administrations 

This was broken down, as usual, into 
finance 

administration of real estate 
administration of other property* 

Office III. (Its organization will be given in a special report*) 

Office IV e (This is the answer to Question 2*) 

Cryptanalysis* 

Office I? had as its main assignment the decryption of enciphered 
diplomatic messages of all foreign nations; it was also charged vdfch 
preparing cryptographic systems for the communications of the various 
offices of tbs FA with one another 0 Finally it was responsible for 
liaison and written communication with other agencies insofar as the 
field of cryptanalysis ms concerned* 

The entire range of eryptanalytie work in this Office ms divided 
among tha four Divisions 6, ?, 8 and 9, while the Off is® reserved to 
itself essentially tha coordination and supervision of the different sub- 
divisions and personnel policy* 

The work was divided among the above mentioned Divisions as follows s 

Division 6s 

Cryptologic Research and Analysis; 

Training of Replacements., 

Division 7s 

Work on the English and Spanish speaking countries, 

including the Hear and. Far East. 

Division 8s 

?fork on the Romance languages (omitting Spanish and 

Portuguese) « 

Division 9s 

Work on Slavic and Scandinavian Countries. 
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In more detail s the organization of these Divisions was as fellows? 

Division 6 with special responsibility for cryptologic research 
occupied itself primarily with the analysis of resnciphered systems and 
cipher machines insofar as difficult systems were involved which could not 
b® dealt with in the other three geographic Divisions fcgr the expert for 
the country concerned* Selection of the systems to be worked on was made 
in agreement with the Office and the Division concerned with the particular 
country,, 

Sine© all the enciphered traffic went from the main sorting (Division 5) 
to the several Divisions 7 S 8 S 9 according to th© originators, to be sorted 
in the section for the country according to systems and then worked on, a 
eard file was dept in Division 6 containing a special card for each crypto- 
graphic system* This card listed the follo?/5ng data* 

Country and link ( Originator and Addressee) 

• Designation of the system 

Outward characteristics of the system 
Type of indicator groups 

Analysis of th® system with detailed description 
Volume of traffic 

Data on when the system was first and last observed 
State of solution,, 

Fes* the sometimes very extensive statistics and statistical labor in 
connection with the analysis of difficult systems Division 6 had special 
Hollerith equipment so that in addition to the ©valuators and experts 
relatively few assistants ware required for making counts and the like* 

Furthermore Division 6 originated and checked cryptographic systems for 
eozammieation between the several offices of th® agency * The cryptographic 
material required for these systems was produced and distributed regularly o 

Finally the Division was responsible for the uniform training of 
re placements for the entire Of fie© „ For this purpose a training course 
lasting several months was given each year* 
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Division 6 was divided into the following Branches and Sections s 

Branch A 
(Gruppe A) 


Section 1 : Analysis of cipher machines 
(Ref or at l) 

Section 2 : Devising and checking own 
cryptographic systems* 

Section 3 : Training of replacements ana preparation 
of training literature* 

Branch B 


Section 1 : Analysis of reenciphered hand systems* 

Section 2 : Hollerith equipment for statistical work 
on cipher material* 

•Of course this was no hard and fast division; instead the employ** 
meat of personnel in the various fields, in particular in Section 1 of 
Branches A and 3, depended on the requirements for breaking the systems 
worked on* In special cases individual workers from other Divisions were 
employed in Division 6 on specific problems so long as needed* 

The other three Divisions ?, 8, and 9 of Office I? had the assignment 
of sorting the incoming enciphered traffic# distributing it according to 
country and system# solving the systems insofar as they were basic systems 
or easily solved encipherments, translating the decrypted messages and 
issuing the same as promptly as possible* 

These three Divisions were organised as follows s 
Division 7: 


Worked on English, Spanish and Portuguese speaking countries 
also th® Near and Par Easto 

Branch As English speaking countries and Near and Far East * 
Section Is England, British Empire U„S 0 A<> 

Section 2s Japan, China, Manchuria* 

Section 3s Turkey, Iran, Irak, Saudi-Arabia, etc* 
Branch Bs Spanish and Portuguese speaking countries a 

Section 1; Spain and Latin America (emitting Brasil.)* 
Section 2s Portugal and Colonies, Brasil* 

9 


TOP SECRET 


TOP SECRET 


Division 8: 

Worked on Central European Countries* in particular Romanes 
languages,. 


Branch A; 

Section X; 

France « 


Section 2: 

French Colonies, Belgium and Colonie; 


Section 3s 

Holland and Colonies, Switzerland, 



Luxembourg, Abyssinia 

Division 9? 



Work 

on the Slavic and Scandinavian Countries! 

International Codes* 

Branch A? 

Section 1: 

USSR* 


Section 2: 

Czechoslovakia , Yugoslavia, Bulgaria 
Oreess, Albania* 

Branch Bs 

Section Is 

Scandinavian and Baltic Countries * 


Section 2s 

Poland, Hungary * 

Branch C: 

Section Is 

International Codes, Austria Q 


Section 2s 

Economic traffic, shipping codes* 


[End of Question 2'J 

Office ?s 

Evaluation 

Offj.ca ¥ had the as simmer! of evaluating and filing in the Archive 
all ass sages intercepted by technical means and decrypted, insofar as they 
were enciphered o It had to check the intelligence and archive value of the 
traffic supplied it by Office XXI and the Research Control Center 
( F orschungsleitstelle ) either directly or through Office IV. This material 
was mostly 3a a raw state „ Office ? had to supplement its evaluation of 
these messages by its own evaluation of newspapers and magazines, and by 
using reference works and professional literature, and was supposed in 
©aeh individual case to consult its topical archive and personality card 
fiI®o Xt was also to see to it that this topical archive and the 
personality file were kept up to date as far as possible (see Question 19)* 
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Within the scop© of this assignment it was necessary to organize th® 
work so that all intelligence material would be forwarded in the quickest 
possible way from the Sorting to Office 7 which then distributed it chiefly 
by tube to the individual Evaluation Divisions* Blanches and Sections o 
Office 7 had the further duty of reproducing its intelligence 
evaluations * known as n 7ertrauliche Kachrichten 1 ®* and forwarding these 
to the political* ecomsaie and military offices designated by String ® 

To fulfill these assignments th® evaluation unit was subdivided from 
the very beginning into the subject areas; 

Foreign affairs 
Economic affairs 

Security of the Stats and internal affairs „ 

Prefixed organizationally to these subject areas were: 

C©ntral Information Bureau 
Topical Archive 
Personality file 
Sorting 

Distribution of reports 
Th© Chief* Office 7s 

Exercised professional, supervision over the entire office „ He gave 

the directives for the evaluation* which - when formulated by the heads 

of the several divisions - constituted an extensive document » He served 

as umpire between th© three subject areas in their very frequent conflicts 

over competence o He exercised professional supervision over the heads of 

the liaison offices (tbs division heads and the heads of the liaison offices 

war© subordinate to the director in the personnel set up). The FA had 

liaison offices with 

The AA (Foreign Office) 
ill© HWiM (Ministry of Economics) 

Th© dW (High Command of the Armed Forces) and Counter Intelligence (Abwahr) 
The Prop, Min® (Ministry of Propaganda) 

Th© RSHA (Main Security Agency) 
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Thgy were responsible for the circulation of the 7N«s v&thin the 
aboy© named agencies according to the assigned distribution and for 
their return to the FA; more important was their mission to ascertain 
the actual intelligence needs of the subscribers* to pick up information 
or inquiries from the subscribers* pass these to the correct unit of the 
FA and to gather information which would facilitate the work of evalua- 
tion® For instance* if economic negotiations between Germany and Sweden 
vmr® impending and if these negotiations were to take place in Germany* 
then it was important to find, this out two or three weeks in advance — 
not as usual at the very last moment - so as to provide intercept facilities 
and 'so eoUect collateral information in the evaluation section® 

Also subordinate to the Chief of Office ¥ was the head of the "PA~ 
school" which had been established during the war after sons 2*000 new 
people had been engaged during mobilisation® The school consisted merely 
of its head and one employe®; along with these fr>vo the heads of divisions* 
branches* and sections of V 8 to a slight extent also of If, functioned as 
instructors® Its purpose was primarily to acquaint the new intercept 
people with the actual requirements of the evaluation divisions these 
people were sent there for courses lasting several weeks® The results 
of these courses were very satisfactory; the value of the intercept work 
increased in that less that was unimportant was copied and many things 
which were important for the evaluation division were no longer dis- 
regarded® The psychological results were also favorable; the intercept 
people had more of a feeling of being s si important member of the 
organisation as a whole® 

Cte of the most important taste of the Chief of Office 7 was the 
" distribution list" (see Question 15) o Pro forma he was responsible for 
gggEE distribution of every 7N. In practice it was only possible for him 
to reserve to himself the so-called "big" distributions and he allowed the 
competent division heads to handle all the rest* some 95 percent® However 
they were obliged to lay their decisions before him in all cases of doubt® 
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Division 10 — Archive Division 

This division, called "Archive Division" for short, was a catch 
all for all fields of the evaluation work which because of their over- 
riding character could not be taken car© of in any on© of the three 
divisions making the actual evaluations Q 

In the "7-sorting" which belonged to Division 10 and ms manned 
around the clock all the tubes came together © All the intercept 
results foil in here as if into a big funnel to bo forwarded at 
once in the appropriate channels o Her© the results of decryption 
from Office came in* as did all newspapers $ magazines, etc© 

The "personality file" and the "topical archive" will be treated 
in detail in the answer to Question 19 o 

The "Central Information Bureau" ms made up of a number of 
specially trained specialists whos© ambition it was to leave no 
question unanswered, no matter how unusual it might be g Fcr this 
purpose they had at their disposal the enormous personality file 
and the very extensive topical archives^ a special, library of soim 
A,C00 volumes, a large collection of atlases and. maps, and finally 
the possibility of enlisting the aid of all the public libraries in 
the capital and, through the liaison officers, of various ministries* 
Finally ^ Division 10 was charged with sending the VIPs to the 
subscribers, with checking their return and their delivery for 
destruction in collaboration with Division 

The maximum personnel strength of - the division was approximately 

250* 

Division 11 — Foreign Affairs© 

Its task was to evaluate Ow ad file in the archives all intelligence 

material on internal, external, cultural and military affairs of all, 

foreign countries, political, cultural, and military relations of 

foreign countries with Germany, German foreign policy 0 
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It was set up purely by countries (for details so© further on). 

Its principal subscribers were* 

The Office of the German Chancellor, 

The Foreign Gffic©, 

Ministry of Propagandas 
Hi^h CoBffiand of the Armed Forces 0 
Its maximum strength was approximately 120 

Division 12 **— Economic af fairs 

Its assignment ms to work ever all massages regarding 
Economics and economic policies of foreign countries. 

Armament industry of foreign countries. 

Trade relations of foreign states with on® another and with Germany g 

German economics and economic policies, trade polices and armament 
industry. 

During the wars war on merchant shipping. 

It was organised by countries and topics, BfeadLsma strength was sons 
150 officials and employees. 

Principal subscribers 2 

Ministry of Economics, 

Military and civilian offices of the armament industry. 

Division 13 —• Security of the Stats and German internal affairs. 

Its assignment was the surveillance of individuals and organiza- 
tions hostile to the state, for practical purposes therefore hostile 
to the National Socialist Party, Counter Espionage, and keeping tabs 
on foreign propaganda relating to Germany, 

The organization was purely by topic. Maximum strength ran to 
approximately 90, 

Principal subscribers; 

Main Security Agency 
Counterintelligence 

Ministry of rropaganoa, 
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Organisation of 
Office ¥ — Evaluation 

Since the designations by letters and digits were changed rather often 
and the same letters and digits corresponded at different times to different 
parts of the work, only subject designations are given below. 

Chief f Office V. 

An expert for evaluation 

An expert for archive and card files 

Liaison office - Foreign Office 

" " « Ministry of Economics 

n " - High Command ©f the Armed Forces 

" ” » Ministry of Propaganda 

*' " - Main Security Agency 

FA“Sehool 

Division 10 - Archive etc a 
Division Chief 
A branch head as deputy « 

Central Information Bureau 
Personality file 
Archive sorting 
V-sorting 
Library 

# depository and distribution 
Division 11 — Foreign Affairs. 

Division Chief 

Expert, Head of the archives and (Ansats)**’ 

Branch: Anglo S&sran Countries and South America 
Sections North and South America 
Sections Great Britain and Cocanorovealth. 

^Translator 9 s not®? Significance not"too clear; 7-sorting = 'swt™made ’ "SToffice 7. 

N UMposilory » ? if? or message? 

** translator 9 ® note; Meaning of Ansatz = intercept control. 
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Branch; Central , Western and Southern Bur ope j Hear and Middle East, 
Section; France, Belgium, Holland, Switzerland ^and Colonies* 
Section; Italy, Austria, Hungary* 

Section; Spain, Portugal. 

Section; Rumania, Yugoslavia, Bulgaria, Greece., Syria, 

Palestine, Egypt, Arab States* 

Branch: Northern and Eastern Europe, USSR, Far East 

Section: Poland, Baltic States, Denmark, Sweden, Normay, Finland* 
Section: USSR, Japan, China, Thailand* 

Division 12 - Economic affairs » 

Division Chief 

Expert for Division archives and (Ansatz) . 

Branch; Europe * 

Section: France, Belgium, Holland, Switzerland* 

Section: Italy, Austria, Hungary* 

Section: Spain, Portugal* 

Sections Rumania, Yugoslavia, Bulgaria, Greece, Syria, 

Palestine, Egypt, Arab States* 

Branch: Kon-European countries and Eastern Europe. 

Section: North America* 

Section: South America. 

Section: Great Britain and Commonwealth * 

Section: USSR, Poland, Baltic States* 

Section: Denmark, Sweden, Norway, Finland* 

Section: Japan, China, Far East* 

Branch: Subject Areas o 

Sections German, economic and trad® policy* 

Section: Armament industry. 

Section: Coal * 
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Division 13 - 
Division 
Branchs 


Branchs 


Section; Power. 

Sections Steel and Iron. 

Section; Non-ferrous metals. 

Section; Oils and fats. 

Sections Communications . 

Sections Shipping. 

Security of the State and German internal affairs. 
Chief 

Security of the State and Defense. 

Sections Communist arid Leftist Organisations. 
Sections Reactionary Organizations . 

Sections Ctearches, Fra© Masons, Jews. 

S actions Espionage o 
Propaganda 

Sections Propaganda 

Sections Military intelligence 

Sections Foreign journalists in Germary. 


The organization of Office ?| and the Research Control Office 
(Forschungsleitstelle) will be treated separately. 
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Question Number 3s Names of persons known to you and their activity 
within the Forschungsaot ® 

Minisierialdirigent Georg SCHRCEDBR 
Chief of Office IF 

At presents Holsainden,, FQrstenberger Str® 4a 0 

Cfcerregierungsrat Dr. Martin PAETZEL 
Chief of Division 6 

At present: Berlin-Zehlendorf, A© Hegewinkel 112 

Oberregierungsrat WAECHTER 
Chief of Division 7 

Captured by the Russians in Berlin in 1945s, since 1948 in a 
"Silence Camp” (Schwoigelager) ® 

Oberregierungerat SCHULZ 
Chief of Division 8 
Died May 1945 

Cberregierungsrat Maximilian hENZEL 
Chief of Division 9 

At present: HirschzeH Nr® 50 b/ Kaufbeuron® 

Regiorungsrat Bruno KR0GER 
Head of Branch 6 A 
Hirschssll Nr® 41 b/ Kaufbeuren 

Regiorungsrat v® STOBENRAUCH 
Head of Branch 7 A 
Kaigrated to Chile 

Regiorungsrat Dr® MATTHIE3 
Head of Branch ? B 

Last address known to me: Hildesheim 
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Regierungsrat Dr® HAUMER 
Head of Branch 8 A 

Arrested 1945 in Berlin by the Russians; according to the statement of 
another prisoner he was in the concentration camp Neuengamme until it 
was dissolved in 1947; said to have been transferred to the concentra~= 
tion camp Buchenwald; cannot be traced furthers 

Regierungsrat ENGELKE 
Head of Branch 8 B 

Precise address not known,, at present in the Ruhr district o 

Regierungsrat Bruno LEHR 
Head of Branch 9 A 

At present; Mannheim-Proudenheia, Rebenstr * 151 s 

Unfortunately I do not have at mgr disposal a precise list of names and 
no addresses for the relatively large circle of cryptanalysts aside from the 
complete list above of the administrative heads*,, In particular I am without 
names and addresses of those in the intercept and evaluation works 

In ease of need, for instance if need should arise to set up a working 
group in one or the other special fields, there would be a possibility of ay 
getting a look at existing address lists which are estimated to include 90 to 
95 percent of the experts and assistants in all fields » It is true, I could 
only get a look at this material, on t,h® assumption that I could give 
a satisfactory explanation of ny desire to do so 0 
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Question Number 4s In vtfiich division and in which section were you 
employed? '.Then? [By KrBger] 

Ihe division (Abteilung) for the decipherment of cryptograms of 
foreign countries in the diplomatic field, called Abteilnng TV ,, had the 
o, asi& of a division down to February 1940 and comprised the branches 
(2£H£E^) A * 0 and D, which in turn were divided into separate 
sections for the several countries ( Lgndorreferate ) „ 

From iipril 1936 until February 1940 I was active in Gruppe I? 3 as fo ll ow: 
1936 as worker (SacM>garbeiter) : solution of French diplomatic telegrams with 
the aid of codes which were already partly solved? 

193? - 3.938 as specialist (Referent) ; solution of new French diplomatic codes 
and new French colonial codes? 

1939 - February 1940 as section head ( Ref era tel* Iter) : analysis of encipher- 
msnfcs of French colonial systems; solution of encipherments of Belgian 
diplomatic codes and Belgian colonial systems <> 

After the reorganization, the Crypt analytic Division I? had the rank 
of an Office (Hauptabteilung) and embraced the four Divisions 6, 7, 8 and 9, 

The national sections of the old branches ( Gruppen) A - D wore assigned anew 
to divisions 7-9, sdiiie Division 6 was a new creation and was to concern 
itself primarily with the analysis of super-encipherments „ 1 was appointed 
branch head (Gruppenleiter) and was active here until the capitulation. 

In 1941 I was made Government Councillor (Regjerungsrat'l . |fy field of 
endeavor embraced: 

1 0 Analysis of super-enciphered hand systems and cipher machines of 
all countries; 

2, Devising and testing own cryptographic systems; production of 
cryptographic material for own systems; 

3° Training the rising generation in cryptanalysis by special 
courses; maintaining a card file of cryptographic systems of 
al- countries, procuring all Literature in this special 
field o 

It must be stated that due to war conditions, the duties listed under 3) 
were not carried out to the fullest extent, 
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Question Number 5s ’’.'hat did you work on? Systems? Results? [By Kroger] 

The following listing c an* of course* give only a survey of the 
systems worked on and the results achieved and can only take into account 
the more important tasks* since any compilation covering work extending 
over about ten years will necessarily contain gaps when made from msaory.^ 

It is to be assumed that these gaps involve less extensive assignments 
and those which did not stand out above the average « 

Not included are such tasks as the production of cryptographic 
material for our own use within the Forschungsamt, i®e® for teleprinters 
of the Siemens Type SMF 52 AB and C or the hand systems * in. particular 
double transposition* used as emergency systems® 

The experience gathered will be given in detail in the treafcis© 
"Characteristics* Analysis and Security of Cryptographic Systems"® 

The following listing of the systems worked on and the results 
achieved is to be taken in the light of these preliminary remarks® 

The work included; 

lo Various French 4“ digit diplomatic codes* non-alphabetic [2-part], 
with numerous variants for frequent groups® These codes* which were always 
replaced by new ones at greater or lesser intervals of tin®* were in general 
used only for specific special fields and specific links* so that 5 to 10 
of these codes were alisays in use side by side® These codes were read 
currently in full® In the case of new codes the solution of the first 
encrypted texts appeared in from two to six weeks* according to the 
amount of traffic received and, its content® Messages of a purely political 
nature wars decrypted quicker than reports on commercial agreements* 
shipping reports* etc® 

2® Two French 5=ietter codes with vocabulary in alphabetic order 
[1-part] for colonial traffic® Completely solved® 

3® French 4-letter code ’with vocabulary in alphabetic order used in 
traffic with the Far East® Complete solution with only 40 telegrams was 
possible vdthin two weeks® 
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4o various xrench encipherments of 5 —digit codes in colonial traffic.. 
Analysis showed encipherment by substitution tables differing for each link 
Solution was not attempted because traffic was scant „ 

5o French encipherment system for colonial traffic consisting of 
encipherment with the text of a given book® Some messages in the same 
key made possible the decipherment of a few lines in this booko Since it 
was not possible to identify and procure the book* further work was stopped 
because t»hs content of the traffic was relatively unimportant® 

6 0 French enciphered diplomatic system., 4~pLace code with 2-place 
substitution table and simultaneous transposition of elements of the 
groups of code text in three different phases ® System was completely 
analyzed and watched for years® Since no more than 3-5 telegrams with 
the same substitution table and phase were received, it was impossible 
to attempt solution® 

?o Belgian 4-letter cede, vocabulary in alphabetic order® Coda 
completely solved® Generally used with 2-digit substitution tables t?hich 
changed more or less frequently® At first the substitution tables were 
always solved and the telegrams were reed currently® Later* with a more 
frequent change of substitution tables, solution of these tables was 
limited due to the dearth of traffic® 

8® French 4-digit code for diplomatic traffic® Only used with a 
superenexpherment number equal xn length to a book page vdiish changed 
daily® Traffic for one day sometimes yielded as many as 25 messages in 
the same key® Attempts at solution were unavailing because the encipher- 
ment number was not applied as additive and therefor® differencing within 
the columns was fruitless® Cryptographic material seised after the 
occupation o®. Paris* including the monthly encipherment pads belonging 
to this system - with on® page for each day of the month, confirmed our 
analysis® The remaining material belonging to this system was not captured® 
9® French 5-digit code enciphered by a transposition system with key 
numbers® Used by the DsOaull© Government® Analysis was possible on the 
basis of compromised texts® A partial solution of the compromised texts 
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showed that an unknown basic cod® was Involved* In view of the meager 
amount of traffic available work was discontinued* 

10* Swiss substitution systems ( Spalten-und S pr ingedsaren ) * 
completely solved* 

11* Swiss digit codes with groups of varying length (>■ and 4-plaee), 
always with one code in German and a second in French* Size about 2,000 
groups* Enciphered with 100 different page substitution tables, which 
likewise had groups of different lengths* Line values were not enciphered* 
In the course of years the codes and substitution tables were replaced 
several times* Completely solved* 

12* Swiss Enigma Type K» Solved first as a p olyaiphabet ic substitu- 
tion ( Spaltanc&sar) . thanks to a considerable number of messages in the same 
key* After the wheels were rewired, a reconstruction of the wirings was 
achieved repeatedly on the basis of compromised texts* Read currently in 
full until, about the beginning of 1944 when the new indicator system, 
combined with the change of wheel order from message to message, made it 
necessary to break into each individual message or into every second 
message* From then on the work was discontinued because it took too much 
tin©* 

13* Japanese cipher machine* Encipherment is based on the matrix 

principle, but the alphabet is divided between two matrices, namely a 

large matrix with 20 consonants and a little matrix vdth six vowels* 

Mildly irregular stepping* In the machine several matrices, arranged 

one and after another, became effective on which are set up a yearly key, 

a semiannual key, a 10-day key and a daily key* Ch the basis of solutions 

for single days, facilitated by the generally stereotyped message beginnings, 

it was possible to reconstruct the keys and to devise a paper gadget by the 

aid of vhich all mss sages of the year could be read* However the technical 

construction of the machine did not become known* It was possible to read 

the messages currently without any great expenditure of tin©* 

* Translators~note: '~For a doscription of 'theie^ypos"of polyalphabetic*’" 

substitution reference is mad© to the forth” 
coming publication DF-240, IA? and IA8. 
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Later things became more difficult inasmuch as the typical massage 
beginnings and frequently recurring concepts were replaced by 3™piac® 
code groups which were inserted in the Kana text.. Nevertheless the 
messages were still reach 

Finally structural innovations were mad© in the machine. Studies 
of the text then gave no clues for a possible solution. 

14. Japanese transposition systems with grills and key numbers. 
Analysis was relatively easy on the basis of messages in the same key 
and of similar length with identical or similar message beginnings. In 
favorable cases individual messages could be solved to quite an extant. 

Work on the system had to be discontinued because the time expended was 
too great for the results obtained. 

15. Several Spanish 4-digit codes enciphered with encipherment 
tables differing for each link, the encipherment numbers of these tables 
were added (mod 10) to the code text. 

On minor links 10 different t ahles were used, each with 100 4-digit 
groups. Table 1 was used for all messages viiose number had a 1 in the digit 
position, i.e. message numbers 1, 11, 21, etc.j table 2 for all message 
numbers with a 2 in the digit position, etc. An indicator group was 
associated to each telegram number from 00 to 99 and this indicator group 
stood in one of the first 5-positions of the cipher text, according to 
the link, and at the same time designated ill© appropriate substitution 
table o 

On major links 50 different encipherment tables were used, each with 
120 4-digit groups. Table 1 was for telegram numbers 1 and 51, table 2 
for numbers 2 and 52, etc. Her® again the telegram numbers were always 

t 

replaced by an indicator group. 

Several links could be solved successfully on th@ basis of adequate 
traffic. Thus it was learned that various links with different encipherment 
tables could be reduced to the same basic code, so that already existing 
difference catalogues could be used again successfully. 
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16 o The second major Spanish system for diplomatic traffic revealed 
as a peculiarity indicator groups* in which were contained the group 
count of the proceeding telegram in the same direction on the same link* 

An analytic study was planned hut could not be carried out 0 The study was 
to have been carried out first with the idea of seeing whether instead of 
encipherment tables a book was being used with a serial encipherment number 
which consisted of a key^book from which running keys to re selected over 
and over again® 

17 o Study of Hungarian telegraphic traffic showed that encipherment 
numbers of limited length were employed® As a rule the length of the 

encipherment number was accommodated to the length of the telegram More 

* 

rarely a shorter encipherment number isas used several times to encipher a 
longer telegram. Observation of the traffic over a fairly long period 
showed that the encipherment numbers were changed so frequently that there 
was no prospect of obtaining enough material in the same key to make 
possible solution first of the encipherment numbers and later of the code, 

18 0 The Russian radio [ 2=ohannel] cipher machine with a channel for 
plain text and a channel for cipher text could be studied after the 
Technical Division had constructed a receiving device which at fete same 
time removed the scrambling. The five elements of the radio alphabet 
[bands] ware enciphered singly throu^i five wheels which move evenly. 

The wheels could be set up new each day corresponding to the daily keyj 
but the period was constant and invariable. It was possible to solve 
this completely, 

19o From th© Russian radio 9~channel cipher machine we had only one 
piece of text available for all cables^ idiieh had been unscrambled manually^ 
but it was too short to permit of any analysis. However the repetitions 
within the texts of each channel and between the texts of the different 
channels were such that solution mst be regarded as possible if cosplete 
traffic for one day were available. 
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20o The Finnish B&gelin machine (1936 modsl) e Using various 
matched plain-nsipher texts it was possible to reconstruct the machine 
setting for several days., In this connection It was learned that, 
because of the inadequate security of this early model of the Hagelin 
machine, the machine setting was changed several times v&thin one message 
by the cipher clerk who turned the wheels by hand so that consecutive 
test with the same setting ran to 200 - 300 letters at most 0 These 
text lengths could not be solved in purely analytic fashion., 

21o Messages enciphered with the American Hagelin machine could 
be recognized by the double Letters in the indicator group which served 
for the production of the massage key by using the machine itself „ 17 ® 

did not break into fee system because the pre-requisites were not 
discovered during our constant observation, i<,e 0 neither messages in 
the same key turned up nor was the requisite minimum length attained in 
individual messages o 

22r> The Dut&h 4 “digit on®-part cod®, ?£iieh could likewise be used 
as latter cods, was read in fulls The later us® of encipherment numbers of 
limited length as additive did not alter the situation 0 
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DP 2a Part II 


5 3/51/TOPS EC /AFSA-14 


The Forschungsacit. 

lo Attached is an Armed Forces Security Agency translation of 
further answers to questions submitted to former members of the 
Forsehungsamto (For list of Questions see Part I 0 ) 

2 0 Part I contained answers s presumably by Dr« KrSger, to 
questions 1 - 5° Part II contains supplemental answers by 
Dro Huppertsberg (questions l s 3 and 4) and by Dro Kurtzbach 
(question 3)<> Answers to other questions will follow a 


Translated? R.W=P 0 35 copies 

July 1951 29 pages 

Distribution? normal 
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DF 241, Fart IX 

Question 1: Organization of the Agency® [HUP PERTS BERG] 

(Office VL, Divisions 14 and 15, and Office II* Division 5) 

The Agency comprised si:: Offices vjhose heads were subordinate to the 
director of the Agency t , 

Office VI had the task of dealing with all technical matters and with 
carrying on the technical operations of the agency® The Chief of the Office 
employed the subordinate Di ision3 14 and 15 for these purposes® 

The Chief of Office VJ. was responsible to the Director for carrying out 
assignments and received from him his basic directives® He assigned the 
tasks imposed on him to the. subordinate Divisions according to the printed 
plan for the distribution cf assignments and reported to the Director on the 
results® 

It wa3 the duty of Division 14.? 

To determine technical needs in collaboration vdth the other Divisions 
of the Agency^ 

To clarify technical possibilities by studying scientific and technical 
literature 9 by cooperating with scientific and technical institutions and 
with other authorities - in particular with the German Post Office Department 
the authorities of the Armed Forces and with industry! 

To clarify and identify new communication procedures tend to develop 
apparatus and installations for intercepting and solving such procedures! 

To fix directives for technical developments and to coordinate these 
developments with other authorities to avoid duplication of effort j 

To negotiate with the German Post Office Department regarding the 
technical, admissibility of the devices and installations to be developed* 
and to secure the approval of the German Post Office Department! 

To conduct practical experiments for the development of apparatus and 
installations! 
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To prepara models in its own experimental work shops and to test these 
devices; 

To prepare technical specifications for the commercial production of 
apparatus; 

To negotiate with the plenipotentiary of the Signal Corps (General 
Fellgiebel) for the assignment of priorities in industrial production; 

To negotiate with the Director General of Air Force Ordnance under the 
Air Ministry and High Command of the Air Force for the procurement of raw 
material for industrial production; 

To let production contracts to industry, and to exercise technical and 
time supervision over industrial production; 

To make technical tests and to accept finished apparatus and installations 
erected; 

To prepare technical operating instructions for apparatus and installations; 

To Instruct the operating personnel in the use of the instruments,. 

It was the duty of Division 15 ? 

To set up and maintain all technical installations in the Agency building, 
in particular installations for the communication of the Agency with its 
subordinate offices and with those using its material; 

To handle technical procurement, accounting* administration and shipment 
of technical material; 

To supply, maintain and operate motor vehicles » 

(ihe technical installations of the A* B, C and D-Station3 were to a 
large extent property of the German Post Office Department, they were 
erected by the personnel of the Post Office Department and, according to 
postal regulations, were only to be serviced and maintained fcy officials 
of the Post Office Department e 
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Lika the other divisions of the Agency, Divisions 14 and 15 were 


subdivided into? 

Branches (ecg® 34A, 14B these into 

Sections (e*g 0 14A1, 14A2 .), these into 


T'crk areas (e 0 g 6 14 Ala, 14Alb etc* 

which were guided by technical-professional points of view a 

Supplement 1 shows the break-down of Office 71, Technical Matters, 
as it existed in essence during its final years* This supplement has been 
prepared from memory and may depart slightly from the printed Table of 
Organization of the Agency which in many respects was only an ideal which 
could not be fully realized because of lack of personnel and because of often 
changing vicissitudes * 

Special mention must, be made of Section 14 B 3 which in the printed 
T/O was still designated as "Microphone and Listening Technique"* 

In the field of microphone and listening technique from 1937 to 1939 
only a single technician (Mr* Dix) was active who made sensativity experi 
merits with roierophonas in the offices of the Agency in Berlin* «7hen the 
first practical experiment was made by installing a microphone in the Agency 
building in order to watch personnel in an effort to guard against espionage, 
the microphone was discovered and because of the dissatisfaction of the 
personnel the Director ordered further work in this field discontinued and 
Mr* Dix left the Agency and want to an industrial job* 

Sine© this left a section free in the T/o, a new section was set up 
which was concerned with questions of impedance matching and amplifier 
engineering of a general nature for the other sections of Division 14° 

This change probably never appeared in the officii Table of Organization* 
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Duties of Office H ; 

Office II handled the assignment of tasks to the several Git-Stations 
and the sorting of material coining in from service stations B* C, D and E* 
as well as the distribution of this material to the appropriate units of 
the Agency o Office H employed for the fulfillment of these tasks its 
Divisions 4 and 5° 

Division 4s Handled intercept control (Ansatz)j assignment of tasks 
to the service stations and checking their results » 

Division 5 : Handled the sorting and distribution of raw material 
coming to the Agency o 

Division 5 (Sorting) 

The author of this paper no longer recalls the precise organization of 
Division 5 into branches and sections because this changed considerably during 
the later years* however * the working methods of Division 5 are shown in 
essence by the touting of Traffic in Supplement 2„ 

The material intercepted by the out-stations was forwarded to Division 5 
in various ways* namely? 

a) From stations outside Berlin by railway express In locked metal 
cases to the various Berlin stations where the cases were picked up 
by the motor service „ 

b) By the agency* 1 s own teleprinter connections (cipher teleprinters) 
if the material was urgent 0 

c) From Berlin stations through the agency 1 s own tube connections 0 
The material itself might consist of? 

1) Manuscript texts from A~Stations<, (This material* as sole 
exception went from the outside direct to Office V and did not 

. come in contact with Division 5} 

2) Typewritten texts* which had been prepared from radio intercepts 
at the B and C-Stations j 
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3) Teleprinter messages* which were sent ahead of the material 
under 2) in urgent cases; 

4) Teleprinter texts (page printer or tape printer)* which had 
been intercepted at the Dotations; 

5) Photographic copies from the F-Stations; 

6) Spools of steel vdre from A~Stations outside Berlin* magnetophone 
tapes and record disks from C --Stations* whenever languages were 
involved for Tiiich there was no interpreter at that particular 
station or when an exact recording vjas necessry for archive 
purposes; 

7) Operational reports of the stations to the Intercept Control 
Division (U) regarding assignments carried out or not carried 
out; 

8) Technical reports regarding instruments and installations,. 

The material under headings 1 to 6 might consist of either plain 

text or cipher text 0 

It was the duty of the sorting personnel of Division 5 to receipt 
for all incoming material* to log it as received* to stamp the distribution 
solely according to the ty p e of material, not according to content , and to 
distribute it accordingly <, 

Distribution 'was by the following schemes 

All plain text on paper to the Sorting of Office V„ 

All cipher text on paper to Office 

Spools of steel wire from A-Stations to Station A3 in Berlin 


which prepared a paper text which was then sent to Office V 
if in clear and to Office 1? if enciphered „ 

Magnetophone rolls and disk records from Citations to the 
U— Station (translation station) of Division 5 which prepared 
German plain text which then went to Office 
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O'/ire and magnetophone tape was electrically erased after processing 
and was sent to the supply unit in Division 15 for reuse* If 
original texts v/ere to be kept in the archive > then disk record- 
ings were cut from the wire or tape and these recordings went to 
the Archive in Office V*) 

Operational reports to Division A* Intercept Control; 

Technical reports on operations via Division U$ Intercept Control* 
to Division 15o 

i 

Moreover a certain portion of the Immaterial v;as sent as so-called raw 
material to the IMJnii of Division 5 and was there reproduced by typewriter 
or by photography before it ms sent to Office IV or V* The reproduced 
materia! was sent directly from Division 5 by tube to other agencies (in 
particular CKW/Chi and CKW/Abwehr) on the basis of agreements between the 
FA and such other agencies* The original then went to Sorting V or IV <, 
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DF 241, Part II 

Question 3: Personalities,. [HUPPERTSHERG] 

VI o STABEN07: Oberreglerungsrat „ Chief of the Office „ 

Assignment of tasks to Divisions 14 and 15, which belong to Office VI j 
Coordination of the technical duties of the Agency with the assignments 
of the other Divisions; 

Setting up personnel and material budget for technical natters; 
Conducting negotiations on technical matters of a basic character 
with other authorities s in particular the Ministry of Posts; 
Reporting to the Director on the work of Divisions 14 and 15 » 

STABEN0J was by training a graduate engineer in the field of 
machine construction and was not acquainted rath the field of 
communications <> From 1933 on he was active in the Agency as 
Branch Head for the Evaluation of Material and later occupied 
the position of Chief of Office VI merely because of his 
seniority; consequently he was not professionally suitable 
for this position and played an unfortunate role as intermediary 
between the Director and the Chiefs of Divisions 14 and 15 o 
His character was in the main good, but he was weak and 
vacillating in his dealings with personnel » 

At present living in Eutin in Holstein where he has his own 
mechanical workshop for die stamping o 

14 Pro HUPPERTSBERG . Oberreg&erungsrat . Chief of Division 14* 

Professional guidance of Division 14 including: technical planning, 
envelopment, industrial production, testing and acceptance; 

For his training and activity in detail see Question 4° 
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14 A. 


14A1 and 14A3 


14A2 


STREB. 

Indoctrinated employee, Hoad of Branch 14A* 

Graduate engineer in electro-technology; 

Studied scientific and t echnical literature and prepared 
abstracts for the other groups of the Divisions 
Directed the technical library, the preparation of tech- 
nical translations aid work on patents; 

Directed the experimental workshops which prepared models 
for the other units of the Division; 

Directed the construction and drafting unit; general 
technical-economic planning in connection with the 
letting of contracts (procurement of raw material). 
Basically STREB was equal to his tasks because they 
required no special knowledge of conriunications. 

His character was irreproachable, conscientious, 
sometimes took things a bit easy. 

After the war STREB took over his father 1 ' s motor 
repair shop in Qffenburg, 3aden» 

STREB, se© above Q These sections were headed by Mr, STREB, 
due to lack of personnel, 

KREUZER, technical employee. 

Head of the section; 

KREUZER was an engineer in electro-technology and 
eoKEiunicaticns who had finished the Technical 
" Mittii-lschale ” [approximately equal to a ”BS K 3; 

In charge of the mechanical and electrical experimental 
shops of Division 14 | 

Vfes responsible for the work of the construction and 
drafting unit; 

J ^ 
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Production of all technical specifications and plans 
for devices to be produced industrially? 

In charge of negotiations and correspondence with the 
production industry and responsible for technical 
supervision and the keeping of deadlines * 

KREUZER came from industry and was acquainted vdth all 
necessary aspects of production, in particular with 
standardization,, A capable specialist with initiative 
and energy who per formed his tasks well • Frank and 
honest, very industrious? he constantly inspired his 
personnel and was an example to them,-, 

Now living in the East Sector of Berlin and working in 
a cable factory as a testing engineers 
VOGEL, technical employee. Acting Head of Branch 14B* 

His official position was Head of Section 14B1* 

VOGEL was a graduate Engineer in the field of communica- 
tions and had worked after graduation in the field of 
telephony with Siemens and Halsko, Berlin, where he 
gained a good knowledge of the workings of automatic 
telephone svdtchboards* 

For his activities see under 14B1» 

VOGEL was an expert in his field and worked with diligence 
and energy to carry out his tasks* He was young and not 
fully matured and was too easily influenced by his friend 
OEENp Chief of Division 15, who used him to further his 
own ends* 

Present address not known, probably in Saxony in the East Zone 
VOGEL, see 14B, Section Hoad - Hire Telephony* 

Duties of the sections Development and testing of telephone 
installations and instruments of every kind and of supple- 
mental devices for magnetic recording* 

Worked on technical problems of the A-Stations* 
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14B2 


14B3 


HEi5PEL # technical employee. Section Head - T.'ire Teleprinters* 
HEMPEL ms a graduate engineer in communications who com- 
pleted his university training and then marked with several 
smaller firms building telephones and radios * He had 
fairly good knowledge and adjusted himself to his field 
quite wello 

Duties of the sections Development and testing of wire 
teleprinter installations and devices of every kind, in 
particular of special teleprinters for the work of 
Branch 14C2, and of teleprinter exchanges 5 handling 
technical problems of the Dotations * 

HEMPEL was industrious, conscientious, and dependable, 
professionally he was good in matters of detail but 
somewhat lacking in initiative and required the 
personal assistance of the division chief* 

Present address not known* After the war HEMPEL returned 
to his home in the Sudetenland but then either fled or 
was exiled* 

There is a rumor that he is somewhere in the OS Zone, 
possibly in Munich or Stuttgart* 

MAHLER, technical employee. Section Head - Wire Technique* 
MAHLER was a communications engineer, graduate of a technical 
Mittelschulo * who had also attended the technical 
Hochschule for several# semesters* 

He came from the sound film industry and thoroughly understood 
amplifier technique, including the adjustment of instruments 
and tone recordings, along with appropriate remote control* 
Activity of the sections Development and testing of 
amplifiers, in particular with automatic volume control 
and audio filter s$ 
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Impedance matching of amplifiers in apparatus of all kinds; 
Combining instruments into groups vdth the necessary remote 
constrolso 

MAHLER was industrious* ambitious* and of faultless character 
Present address unknown* 

His home was Essen* 

TRiIbenbaCH* Regierungsrat y Branch Head ~ Radio Technology 0 

I! 

THUHENBACH was a graduate engineer who completed his 
university training specializing in high-frequency and had 
worked after graduation in the laboratory and in operations 
of the German Broadcasting Company » He was thoroughly 
grounded in high-frequency technique, audio-frequency 
amplification and recording, and was able to increase his 
knowledge significantly during the course of his activity 
in the Agency * He was ouite equal to his task of guiding 
the Radio Technology Brandi and fructifying ito 
Activity of the Branch "Radio Technology’s For details 
sea the subordinate sections c 

ff 

TRUBENBACH was very dilligent and ambitious, frank, honest 
and upright, and on the whole a clever fellow » Thanks to 
his mental ability and his well rounded personality he was 
perfectly able to head Branch 14C successfully <, 

In September 1945 TrOeeNBACH was taken from his dwelling in 
Berlin - Wilms rsdorf in the US Sector of the city at night 
by men who claimed to be police officials and taken 
ostensibly for a "brief questioning" to the "Kommandantura " . 
There has been no trace of him since. Inquiries by his 
wife at German and U»S» offices in Berlin were absolutely 
without result » 
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I4C1 


14C2 


Dr, BAU KEISTER, technical employee. Head of Section 14C1 •» 
Broadcast Technology » 

Dro BAUUEI3TER after completing his university training in 
physics worked on the development of laboratory equipment 
for instruction purposes vdth several small firms,, During 
his years in the Agency he had become acquainted with all 
problems of broadcast technology and for that reason, as 
well as because h© was highly regarded as an expert, he 
was well fitted to head the section,, 

Activity of the Section: "Broadcast Technology": Planning 
and development of ultra-modern installations for receiv- 
ing and recording radio broadcasts and radio telephone 
systems of all kinds, together with the appropriate 
special supplements! devices for receiving single side- 
band systems and for speech decipherment; 

Vlork on the technical requirements of the C-Stations „ 

Ur 8 BAUMElSTiiR had a very good general training in physics 
which enabled him to attack in a thorough and comprehensive 
manner the problems which arose and he had great experimental 
skill in the practical solution of problems 
His character was beyond reproach, a frank and honest nature, 
adjustable, very diligent and conscientious „ 

Present activity: repair man and salesman in a radio shop,, 

JUNG, technical employee. Head of Section 14C2 - Radio 
Telegrapho 

Activity of the Section: Planning and erecting modern 
installations for receiving and sending radio telegrams 
in all systems, in particulars 
High— speed Morse, up to 500 words per minute; 

Hellschre iber (letter picture system); 

Multichannel systems on cw channel, keying vdth impulse 
sequence; 
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Systems with double current carrier keying! 

Multichannel audio-channel systems. 

Radio teleprinter systems of all kinds with start- 
stop and synchronizing signals; 

Automatic coding and decoding systems for radio 
telegraphy (teleprinter?)-, 

JUNG had excellent general training in physics and much 
skill in experimentation,, Ambitious and v,dth great 
initiative in attacking the problems put to him he was 
very well suited for the guidance of this section,. 
Character beyond reproach* 

Present address unknown, it is possible that he returned 
to his home in the Saar* 

GRASHOF , Technical employee who had completed the Technical 
Mlttelschule ® 

Head of the Section - Radar and D/P Technology® 

GRASHOF had a good knowledge of communications , in particular 
in the high-frequency field, radio navigation and wave 
propagation® He was taken over by the agency from the 
German Experimental Institute for Aviation in Adlershof 
near Berlin and was able to increase his knowledge 
materially® 

Activity of Section 1/-.C 3 s Study of wave propagation in 
connection with frequency, time of year and day, and 
the radiation pattern of antennas? application of this 
knowledge to the practical use of radio instruments of 
all kinds! 

Planning and development of directional antennas, in 
particular rhombic antennas for short and ultra-short 
wavei development and testing of direction finders of 
all kinds, particularly Adcock direction finders 
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with single channel r,f, amplification and panoramic 
sight screens? selection of suitable sites for D/F 
and radio installationsj 

Procurement of D/F evaluation instruments and special 
cartographic material for evaluation, 

V/ith some professional instructions from his superiors 
GRASHOF was able to conduct his section with success? 

He was industrious, had good will, character generally 
satisfactory, had spells when he was very reserved? 
was very sensitive to admonitions , 

Present address? a small village in "flirt temberg, U. S„ 
Zone? presumably unemployed,, 

ODEN, Regierungsrat , Chief of Division 15 
Activities? Professional direction of Division 15? 
Technical operations, communications, motor vehicle 
service, technical administration » For details se® 
activities of the Sections, 

ODEN was a graduate engineer who had completed his 
technical university training in communications., 

After graduating he worked for Siemens and Halske 
in the field of teleprinter technique with start- 
step printers ( Springschreiber ) and of 
teleprinter exchanges and had a good acquaintance with 
this special field. He also had practical experience 
in communications work. He headed Branch 14B (wire 
Communications) for several years in the Agency and did 
not become head of Division 15 until the final year of 
the war. He employed his communications personnel to good 
purpose and the communications service of the Agency 
functioned excellently under his guidance till the very 
end. He was very industrious, very conscientious in his 
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work* and a veritable Puritan in his zeal; he was 
always 110 percent efficient. For this reason and 
because he was basically cynical he was inclined to 
criticize sharply all superiors and co-workers regard- 
ing whose character he was in doubt; although his work 
was perfect, he ms personally unpopular except with a 
few of his immediate disciples. 

Present address not known. 

BlBmm, technical employe®, head of branch 15 A. 

Activity of the Branchs Construction and maintenance 
of all technical installations of the Agency insofar 
as they were not property of the Post Office Department. 

elite was a graduate engineer who had completed his 

university training in communications and then built 

automatic telephone exchanges at Siemens and Halske<> 

He had moderately good acquaintance with the work in 

this field and during his time with the Agency 

successfully acquainted himself with all current 

problems of high tension and coiEmunications technique* 

He constantly developed the technical operations of the 

Agency and of the later alternate locations and kept 

everything in working order to the satisfaction of all 

concerned® 

?! 

BIAJMM was sometimes a bit easy going but basically well 
Intent ioned . 

Character beyond reproach. 

Present address unknown, it may be Munich or his 
native Sonthof en/AllgSu . 

20 


TOP SECRET 


TOP SECRET 


15A1 


15A2 


15 B 


15B1 


ZENiaSRj, technical employee. Head of Section 15Alo 

Activity of the section: Planning and errection of 
high-voltage installations (light and power, 
elevators, carriers, emergency current), low 
voltage installations (signals, vault and room 
security systems), tube installations) and heating 
plants § 

Maintenance and repair of the above „ 

ZESffiER was an engineer in electro-technology who had 
completed the technical Mittelschule , Professional 
acquaintance with the field was average and he 
required the support of his superiors in carrying out 
his tasks « 

Industrious, character beyond reproach „ 

ZENDER is supposed to have spent four years in prison camp 3 
in the East Zone and to be living at present in Berlin, vfesto 

ODEN, sees Chief 15« 

This section was directed personally by the Chief of the 
Division due to lack of personnels 

ODEN 

This branch was directed personally by the Chief of the 
Division due to lack of personnel, 

GRUNERT, Technical Regiarungsin 3 Pektor«, 

Section Head 15B1 ( Communications Operation), 

GRUNERT originally was a heating engineer in the Navy and 
had no knowledge of communications. He worked willingly, 
however, and directed the employment of operating personnel, 
largely women, with patience and skill. In the course 
of time he acquired the absolutely necessary technical 
knowledge* 
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Activity of the section; Carrying on communications, 
teleprinter and radio work of the Agency with its 
out -stations and its subscribers <> 

Present address not known, probably interned in the East* 

ZEN HER, see above, served simultaneously as Head of 15A1 
due to lack of personnels 

Activity of the section: Trouble shooting for all installations 
of the Agency building, insofar as these were not property 
of the Post Office Department, and rendering technical 
first aid, particularly to the night shifts, 

(Name not recalled) , The head of the motor pool was a former 
top sergeant of the Array Motor Vehicle Service who was 
later recalled to active military service. The position 
of fLaed of the Section was never again filled officially, 
but the duties were performed by the senior chauffeur of 
the moment o 

BRUCHMANN, Major of Police, retired. Head of Branch 15C, 

V.'ith subordinate personnel from the administrative 
service. Activity: procurement of technical material, 
supervision of industrial production, accounts and 
auditing, industrial production, accounting and testing 
of products, stock accounting of all technical devices, 

BRUCHMANN was an old mature administrator with much 
practical experience who performed his task calmly but 
surely. 

Present address: Berlin. '.«st„ 
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DP 241, Part II 

Question 4s In which division and section where you active? .lien? 

[ HUPPmSB.ua] 

Dr<. HUPPIRTSHERG, Oberregierungsrat , Chief of Division 14„ 

Born in 1906 o 

Attended Real gymnasium and Cberre a lschule „ Abitur 192? 0 
iliile in school ne was already active as a radio amateur, was recorded 
in 1928 as a member of the American Radio Relay League, "dst Hartford, 
Cornu, and carried on radio telegraph and voice communication with all 
continents using his own instruments!, 


1927 - 1928 

Practical work at the Rhelnisch-Vfcstf&l ische 

ElektrizitStswerk, Essen. 

1928 - 1931 

Studied at the University of Boms general 

physics, theoretical physics, technical 

physics, mathematics, chemistry, philosophy. 

Doctoral dissertation in the field of radiation, 

rating "very good”. 

Oral examination (Prof. Konen and Grebe), rating 

"very good” (l6„12o31) 0 

29.7.1932 

Doctor of Philosophy 

1.1. - 30.9.32 

Scientific work in his own laboratory on wave 

propagation and related topices. 

Ctet 32 to Sept 33 

Prussian meteorologic service, Essen. 

Head of the weather radio service and advisor on 

flight security service} 
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1,1*34 to 5»5<»36 


5»5o36 


TUI about 37 


Scientific investigation of wave propogat ion 
in relation to weather; 

Training of radio operational personnel. 

Technical expert in the Ministry of Defense* 
Berlins 

Development of modern radio apparatus of all 
kinds for the Armed Forces* in particular 
highly sensafcive medium* short* and ultra- 
short wave receivers* D/F sets and remote 
control devices. 

Testing of developmental models from industry 
(Tslefunken and Lorenz); 

Expert on all questions of wave propagation and 
measurement of field intensity; 

Measurement of antenna systems* in particular 
directional beam; 

Direction of the signal communication experimental 
installation of the Ministry of Defense in 
Kuramersdorf near Zossen, 

franoierred to the Air Ministry because no ooening 
in the T/0 of the Army, 

Section Head in the FA for all radio activity of the 
Agency o 

Duties the same as in the Ministry of Defense plus 
planning of modern receiver installations with the 
necessary systems for forwarding results to the 
Agency in pwt -> no 
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To about mid-1938 

Mid-1938 

Iol0o38 
About 1940 


Branch Head for Communications of the Agency* 
Activity approximately the same as that of the 
Chief of Division 15 after reorganization* 

Branch Head of planning and development of all 
communications , installations and devices of the 
Agency* 

Appointed Rogierungsrat 

Chief of Division 14 in the new organization* 
Planning, development, testing, see T/0 of 
Division 14 in Supplement 1 0 
Activity? Guidance and supervision of the personnel 
of the Division, some 90 persons* 

Activity of Division 14? Scientific and technical 
clarification of new communication procedures and 
deciding which procedures were of use to the Agency 
Development of new devices as well as measuring and 
testing devices of other authorities and of 
industrial firms; 

Collaboration in and coordination of development 
with the development sections of scientific 
institutes, eoiranarcial firms and of Army, Havy, 
and Air Force, also Post Office Department; 
Construction of models in own experimental work 
shops; 

Preparation of specifications for serial construction 
of devices by industry; 

Negotiations and correspondence with industry 
regarding possibilities of manufacture, deliveiy 
dates, procurement of raw materials; 

Planning modern fixed and mobile radio receiver 
installations with directional antennas, highly 
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ldol944 

8®5®1945 

Pest Wars 


gsnsative receivers, D/F sets, as wsll as 
with modern supplemental devices for multi- 
channel telegraphy and telephony for the 
teleprinter traffic of the agency using cipher 
teleprinters for forwarding of material by radio 
channels to the receiving center in Berlin and 
for recording written and voice traffic® 
Identification of unknown new communications 
methods of every kind by the application of 
pilot carrier frequencies in single side band 
systems, separation of the individual channels 
in systems with synchronised signal sequence 5 
Constant training of scientific and technical 
personnel of Division 14| 

Personal and social needs of the personnel; 

Protecting inventors and dealing with patents; 
Conducting technical correspondence of the Agency 
regarding practical use of instruments in 
practical collaboration with the Armed Forces 
and the Post Office Department® 

Appointment as Ctoerregierunasrat „ 

End of activity when the work of all German agencies 
was ordered discontinued by the Allies® 

Approximately on® years interpreter and translator 
for all technical matters to the British Military 
Government of Braunschweig; 

Approximately two years: manager of a medium size 
£im producing electro-medical devices, in particular 
ultra-short-wave therapy devises and supersonic 
frequency generators for physicians and hospitals® 
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DF 241, Part II 


Quest ion 3s Names of per' sons known to you, their activity inside and outside 
the FJL Present address? 

Forschungsarot Personalities « [Dr<> K0RTZ3ACH] 

[Names of OfficoChiefs are underscored twice - 
of Division' Chiefs are underscored once o ] 


Forschungsamt; 

SCHAPPER, Gottfried, Director 

Hamburg-Blankensee , Gosslarstr= 23 <> 

Office It 

ROSEBHAHN. - (East Zone?) 

Office IIs 

3ERG®EN, Bruno 

SchSppens tedt , Kapellenstr<. 8 

eempe 

KUMSEMJLLER 

Dro SCHUMANN 
Bonn 

Office Ills 
(breuer) 

*,2»!:S;2**23S 

( FLEISCHMANN) 

HENKE 
Office IT* 

SCHRADER 

Kolzminden, Ftlrstenbergstr » 4 
PASTZSL 

Berlin=Zehlendorf 

l/EHZEL, 

His'schsell bei Kaufbourcm 
KR&ER 

ff f? T? 

mm 

j? tt « 


TOP SECRET 


TOP SECRET 


Office ?s 

SJSJgggX, Walther 

Stuckenborstel bei Bremen 
Dr. ME;g (10) 

THIELE-FREDERSDORF (11) 

Miinchsn, Mannheimerstro 5 
Dr, FOBS (11) 

Stuttgart, Wunnensteinerstr. 23 
Dr, v. ROM (11) 

’.Ties sea 

Dr, ECKHARD (11) 

Stuttgart, Schmbstr, 126 
Dr, GERSTMSYER (ll) 

D&sseldorf, Beethovenstr. 11 
STSPPAT (11) 

MCSnchen 
BRETZLER (ll) 

Sternberg 

Dr. KLINS3J0UER (ll) 

Stuttgart 
Dr. SCHULZ (ll) 

STICKLING (11) 

Bonn 

Dr. HUSSMANN (ll) 

Baden-Baden ? 

Walter HEKT3CHBL (12) 

Deggsndorf? Lower Bavaria, 
BRIESCHKE (12) 

Dr. HILLIG-ARDT (12) 

LANGENRICHER (12) 

REHTSCHLER (.13) 

Hamburg. 
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Office Vis 

STAB MOW. Fritz 
Eutin? 

Dr 0 hupfertzberg 

Braunschweig - Sfld 9 Retemeyerstro 2 

Research Control Centers 
POPP - 

MQnchen 

These statements can be amplified if necessary* 
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DF 241, Part III 


54/51/TOPSEC/AFSA-14 


THE "POtSCHUNGSAMT" 


1. Attached is an Armed Forces Security Agency translation of further 
answers to questions submitted to former members of the Forschungsamt. 

(See Part I for questions.) 

2. Part III contains Huppertsberg® s answer to questions 7, 9 and 14 
combined (purely from a T/A viewpoint), Kr5ger s s answers to questions 

8, 11, 12, 13 and Kurtzbach" s answer to question 15 o It should be noted 
that Dr. ErSger's answers to questions 6, 7, 10 and 14 will be found in a 
long treatise to be issued as DF~240. 

3. Answers to other questions will follow. 


Translated: R.W.P. 35 copies; 

August 1951 52 pages 

Distribution: Normal 


TOP SECRET 


TOP SECRET 


DF-241, Part III 


THE "FCRSCHUNGSAMT” 

Question 7: Message beading, beginning and ending 0 

Question 9s Call signs, frequencies; how often changed? Whan? 

Question 14: Typical course of solution: FT, Code Table, Code; 
superencipherments o 

Questions 7s 9 and 14 overlap to such an extent that they may well 
bo answered collectively in order to give some insight into the entire 
fieldo Furthermore considerable acquaintance with tha entire effort of 
and with the cooperation between all divisions of the Agency is necessary 
to get a picture of the practical solution of this problem 0 

The task as a whole was so tremendously difficult because throughout 
the world, or even just in Europe and the Near East — which virtually 
belongs to Europe, there was a very great number of radio links belong- 
ing to individual state authorities; army, navy and air fleet units of 
the various countries; numerous diplomatic special services; espionage 
and sabotage organizations of the Allies; governments in exile and their 
partisan organizations; religious and purely private organizations, as 
well as arms smugglers and swindlers,. 

Only the big international links for public communication were 
included in the Bern List (CCIT) with call signs and frequencies and only 
these retained their call signs and frequencies - at least for considerable 
periods - and publicly announced intended change So These links used 
international Q and Z signals to which were added numerous other 
procedure signs, e„go ga «= go ahead; rasg = message; nil etc a 

For internal lines some countries made considerable use of special 
national letter groups in service messagsso 
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Th® ease thing held true of the armed services of the various 
countries , which in many cases , e„g<, in Germany, handled their traffic 
so that it was possible to recognize the country and possibly the branch 
of the armed forces by the characteristic manner of developing traffic* 
but so that procedure signs and operational traffic were avoided as far 
as possible in order to veil traffic connections to a great extent 0 

Gall signs and frequencies in these cases were always changed daily* 
sometimes even oftener, or when new situations suddenly arose 0 

A complete survey of enemy traffic links v;as almost always assured 
on the basis of known geographic conditions of transmission by using 
D/P, by exact knowledge of the manner in which the several services 
developed traffic, by observing peculiarities due to the transmitters 
used, and not least of all by an exact acquaintance with the "fist" of 
the operator o However, this was only possible if at the receiving 
instrument the same personnel always received the sacs traffic, took 
exact notes on all peculiarities and transmitted these to the central 
control station and if this in turn arranged all these observed 
characteristics according to the services concerned and forward them as 
quickly as possible to all the B~3 tat ions 0 

For this reason intercept control and evaluation had to have a 
central organization in Division 4o 

The individual fields, which were more or less complete in themselves 
were designated in the Agency as "complexes" <. That this may be better 
understood, a few random examples may be givens 

Complex Economic Traffic of the British Empire j 

Complex Traffic of Yugoslav Government in Exile, direction southeast 

Complex British Secret Service * Balkans, - Wear East - Egypt, 

Wets 3 and 4, 

Complex Greek - Armenian arms smuggling? 

Complex UoS„ Wavy - Mediterranean etc*. etc 0 
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It is estimated that there were soma 800 such complexes* but by no 
means could all of them be regularly intercepted because of dearth of 
personnel and equipment* some were not monitored because they were not 
considered of vital interest 0 

It was the task of the search ranging at the B-8tation to record 
precisely all stations belonging to a complex on survey charts* to enter 
call signs* frequencies * frequency and time of change* location* 
abbreviations used* form of the messages (e 0 go 4=i®tter groups or 6-digit 
groups)* type of message heading* type of confirmation of receipt* traffic 
density* technical peculiarities of the transmitter* personal peculiarities 
of the operator* propagation conditions in connection with the time of day 
and season* etc Q and to report these data in operations reports to Division 4o 
From the operations reports thus gathered Division 4 compiled the so- 
called ”radio operations books” #iieh were arranged by complexes and gave 
all these details for each complex* These were issued to all Br Stations 
and to the working sections of the Agency* 

Division 4 determined* upon instructions from Office V* which complexes 
or which links should be worked on by which B-Station and which complexes 
would be turned over to other agencies (e 0 go Armed Forces Radio Defense 
(CKW/Abw)* Ar md Forces Cryptologic Agency (CEW/Ghl) * Army* Kavy* Air Force* 
Police) for monitoring and processing* 

At the B-Station the head passed the assignments to the area heads 
appointed by him* they handled the complex assigned* using their* operators 
and their own initiative 0 The area head kept his crew together in order as 
far as possible to have the same operators copy the same enemy stations so 
as to remain r, in personal contact” with the operator at the sending s tat ion o 
The area head was then able to supplement the radio operations books as 
time went on on the basis of the traffic* 

It is essential that a heading stamp bo used on each intercepted, message 
in which the operator enters 2 
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Call sign of the sending station? 

Call sign of the receiving station? 

Frequency? 

Date and clock time of interception? 

Complex number and 

Name of the B-operator 

because these data were important for the subsequent processing and possibly 
for the choice of the k©y c 

In Division 5 (Sorting) all incoming traffic was entered in the Massage 
Number Control List insofar as the message heading bore a serial message 
number assigned by the sender® In this way it was possible to tell how 
many of the messages dispatched had been received and whether the messages 
had gone through normal channels or taken a circuit uous rout© 0 

The massage headings were different in practically all the complexes a 
In almost all the complexes they contained? 

Day and clock time of filing? 

Number of words or letters? 

Priority notation* 

For many complexes they also contained? 

From whom to whom? 

Routing instructions? 

Notation of delays? 

Hints as to the typo of encipherment, 

With many complexes these last notations were enciphered within the massage 
itself and therefore could not bs used for sorfcingo 

Therefore the message heading was not merely of decisive importance for 
sorting but, at least in some cases, gave a knowledge of the sender and 
receiver and possibly hints as to the importance or urgency of processing 
and forwarding the message® For sorting, i,,e® for the distribution of the 
material, the most important factor was the stamp of the B-operator which 
showed the complex, while the question whether the message should go to 

6 


TOP SECRET 


TOP SECRET 


Office V or Office IV was decided by the fact that the message was in clear 
or was enciphered,. 

The message text was of no importance or interest for the work of 
Division 5 (Sorting) <, According to instructions to the personnel it was 
not to be read and because of the quantity of traffic received it could 
hardly be read due to lack of time,, 

Thus the message beginning and message ending were of no practical 
significance for the activity of Division 5 0 
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Question Number 8: Who used the different systems? When? For what purpose 

The following compilation of the cryptographic systems used by the 
several countries can make no claim to being even approximately complete 
and comprehensive because these statements are based solely on my recol — 
lection of natters which, in part, extend bac). ©war a considerable period of 
time o No written notes are available and it was not possible to confer with 
the several experts dealing with individual countries.. As a rule no attempt 
has been made to fix the time of use because any statements on this point 
would necessarily be too uncertain and general to be of value.. The data 
included cover only the period between 1935 and 1945 and only diplomatic 
sys terns o 


Abysinniag 

Egypt* 

Belgium: 


China* 


4 - letter code in the French language.. 

5 - digit code with 81 different substitution table encipher- 
ments » 

4 *» letter one part code with the group structure 

k v k v « 10,000 groups 

50 5 20 5 

Used at first as plain code, later enciphered with changing 
2-letter substitution tables c The change of substitution 
tables occurred at gradually diminishing time intervals., 

Since the basic code had no variants and had been almost 
completely broken, it was usually possible to solve the 
substitution tables with a small volume of traffic o 

Also a special colonial system niiich was not worked on» 

A multiplicity of letter systems, generally 3-letter and 
generally with easily solved encipherments which could 
usually be reduced to one another « The traffic was 
monitored for only a short time and was not worked on. 
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Finland* 


France : 


Simple transposition with the most varied matrix forms, 
Hagelin Cipher Machine Model 360 
The low degree of security of this model was known* 
Consequently the cylinder of the machine was sot by hand 
at short intervals determined by the indicator group so 
that its period was interrupted a number of times* 

Solution of such messages was possible only in 
exceptional cases, e„g* when compromised texts were 
available* 

Three to six and even more 4-digit two part codes were 
always in use simultaneously and they showed numerous 
variants for frequent words* Particular codes were 
preferred for special topics and special links* There 
was also a 4 -letter code for consular traffic* Codes 
were replaced frequently 0 

In addition, for massages of a secret nature a special 
4-digit code was used in connection with an extremely 
large number of 2-digit substitution tables and in connection 
with a simple transposition in three different phases* Below 
the groups are designated by the digits 1234 while the pairs 
of the substitution tables are tied by lines: 



Although the traffic was monitored for years each substitution 
table in a particular phase was used only 5 times at most* 
Inasmuch as the basic code was not known no reduction was 
possible* 

Shortly before the war a new system appeared: a 4 ~digit 
code with a daily changing re encipherment by substitution 
table* Solution was not possible* 
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Do Gaulle Government: 


Great Britain t 


Commonwealth States: 


Italy: 


Japan: 


In addition many colonial systems were used: 

A 5=letter one-part code in all the colonies , 

A 4-letter one part code in Indo~China® 

<Sie or several 5=digit codes with many 
different ( 5— place? ) additive numbers , which 
varied according to the linko Not worked on* 

Key book and various other systems „ Not 
worked on, 

A 5~digit cods confined with simple transposition® 
Not solved® 

A 5”digit code enciphered with a 40,000 digit 
additive® Starting points were designated by 
indicator groups® 

Frequent change of additive. 

Also a number of good and less-good systems 
which I do not recall® 

As a rule had only the less-good systems of the 
mother country available® 

4 -digit codes enciphered with rather long additives 
which, however, were used more than once® 

Codes and additives changed at rather long 
intervals but as a rule only the code or the additive 
was changed at one time. Solution caused no 
difficulty® 

Japanese cipher machine which is described in another 
place® 

Simple transposition® 

Transposition with grille® Solution simple 

until 1941, then progressively more difficult® 
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Netherlands: 4- digit one-part code; same code also used as 4-letter code. 

At first used unenciphered, later with an additive of limited 
length . Always easily solved* 

Poland: 4-digit code enciphered with additive. Additive arranged in 

tables and taken out with various phases. Could be solved 
because the additive rarely changed. 

# 

Switzerland: Ten random substitution alphabets ( Springcfisars) which are 
used in regularly occurring sequence to encipher 5 letters 
of plain text, i.e. one group of secret text in each case. 

The starting alphabet is indicated by indicator letters. 

10 random substitution alphabets ( Springcflsars) Thich 
are used in arbitrary sequence to encipher 4 letters of plain 
text. As fifth element of the cipher group appears in each 
case the proper indicator letter of the Springcfisar which 
occupies progressively the first to the fifth position of the 
cipher group. 

A code with 3- and 4-digit groups. A small code. 

1-part. Che code each in German and French. The 1- and 2- 
digit page numbers are enciphered with 100 different page 
substitution tables. In this encipherment l=digit page numbers 
may be replaced by 2-digit numbers and vice versa. Codes and 
substitution tables were replaced several times. 

Enigma Cipher Machine Type K . The use of indicator groups 
in the course of the years was as follows: 

a) 4-place indicator group in clear corresponding to the 
window setting; 

b) For each day of the week a fixed message key, which 
no longer appears as indicator group; 

c) Indicator groups enciphered on the Enigma after the 
German fashion. 

* Translator’s note: For an explanation of this term see DF-240, I A 7° 
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At first the wheel sequence was constant for relatively 
long periods* A change was announced in a telegram enciphered 
on the Enigma* Later the wheel order changed weekly follovdlng 
a secret list* Finally the wheel order changed from message to 
sassage corresponding to the message number on each link, hence 
the same wheel order for the same message number in both 
directions on a link* 

^letter codes with transposition within the group and 
encipherment tables* 

* 

In commercial traffic ( Interes senverkehr ) s 
(fee ^letter code each for French, German and English* 

Each group has three meanings: 

1) word, 2) verb, 3 ) spelling group* Each of these types of 
meaning is arranged in alphabetic order* Special enciphering 
regulations, switch groups; punctuation marks, etc* on a 
special page* 

In commercial traffic: One 4-letter code each for French, 
English and German with 3 meanings to each group but the meanings 
are not arranged alphabetically* 

A 4-letter code with variants and a large number of switch 
groups which were used to a large extent to avoid parallel passages* 

Spain: Several 4-digit codes which were enciphered by different additives 

according to the link* For minor links there were ten different 
additive numbers consisting of 100 4~digit groups each* In place 
of message numbers 100 4ptace indicators were used standing in 
the first to seventh position in the cipher text* 

* fotsressenyerkehr, probably means traffic sent on behalf of commerc ial 

interest 
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Czechoslovakia: 


Rungary: 


When the unit digit of the message number is the 
same the encipherment number is also the same* On 
major links there were 50 different additive numbers 
comprising 120 4~digit groups each* 

Instead of message numbers there were again 100 
4-place indicator groups* The same encipherment table 
was used for message numbers 01/51, 02/52, 03/53 etc 0 
could be solved* 

Another system, which was not worked on, where the 
indicator group always repeated the group count of 
the previous telegram* 

Plaintext is enciphered with Trltheim tables* The order 
of the columns is determined by striking the keys 
wildly in totally random order, only two copies are 
prepared* These sheets are laid face down in the same 
order on pasteboard backing of the same size and are 
given identical indicator groups on the back* 

When a specified number of sheets has been 
prepared, they are serai to the pasteboard backing 
around the edge and the ends of the thread are sealed 
on the pasteboard* This assures that the cipher text 
will not be accessible until the top most sheet ha3 been 
torn off so that it is certain that the key text has 
not become knom to any third person before it is used 
by the encipherer or decipherer* There tbs also a 
strict regulation to destroy the cipher material immediately 
after encipherment or decipherment* 

5~-digit code in connection with a large number of additive 
numbers* As a rule an additive number corresponding to the 
message length is picked out and used only once. In rare 
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Turkey: 


Vatican: 


United States: 


cases the same additive is repeated within a telegram* 

Could not be solved,. 

Several 4-digit codes which were generally used with 
various 4-digit additives,. As a rule the same additive 
number and the same basic code are used in the same month 
of each quarter year. Easily solved* 

3=letter codes with encipherment of tables* Later also 
with transposition [within the group}* 

5-letter 2-part code* 

5-letter code with systematic group structure kvkvk; 
only ten consonants in the first and third position; the 
remaining ten consonants serve as substitute letters* 
Enciphered with various one and two place substitution 
tables* Encipherment in various rhythms so that the 
first, third, and fifth element is enciphered singly* 

Each substitution table is desigiated by several indicator 
groups* When the substitution table changes within tha 
telegram the new indicator group was at first enciphered 
with the preceeding substitution table* Later the indicators 
appeared only in clear which mad® solution more difficult* 
Several changes of cods and substitution tables* 

Hagelin Cipher Machine* Message setting is transmit- 
ted by enciphering the letters of the indicator group* 

Strip system with rows of 30 elements, generally 
enciphered by half rows of 15 elements* Generally 50 
strips and a new strip sequence daily* Later the width 
of the rows varied* 

Various other systems not analyzed* 
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Balkan States: 


South American 


Usually used easy encipherments which I do 
not recall c Were read currently without great 
difficulty o 

States* X do not remember the individual systea® in the 

several atateso All could be read* Mostly 5” place 
codes <> Either n c& enciphered or with the simple 
encipherment 0 In the smaller states sometimes only 
simple substitut ions,. 
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Question Number 11: VJhat printed forms were available? How used? 

For statistical study and evaluation of the cryptographic material to 
be worked on there were about a do sen different forms always available , 

Along with these printed forms normal cross-section paper with squares of 
5,6, and 10 ran was used for cipher tasks, Moreover special forms were 
printed for various letter codes and other special tasks. 

In Appendix 11, sheets 1 - 11, are shown the forms constantly in 
stock j they were used as folltsws: 

Form 11, sheet 1, for dinome counts (chain counts, displacement counts, 
group counts, scorings etc.), where the only things noted on the form are 
the indices for pages and lines- or the score marks for frequency counts; 
also for minor number cotuits running to three or more places, in which case 
the third, and the following numerical values are first entered in the cells, 
followed by a slash and the page or line index in the case of numerical 
values, or followed directly without a slash in the case of letters. 

Moreover this form could be used advantageously for dinome substitution 
tables. 

Form 11, sheet 2, was printed on both sides of double sheets so that 
when laid out flat 12 squares could be seen at the same time. The single 
square was used for dinome frequencies, 10 squares on the double sheet for 
trinoma frequencies. Moreover the form could be used for a trincme sub- 
stitution table, insofar as the tabular form was not preferred. 

Form 11, sheet 3, was likewise printed on both sides of double sheets. 

It served primarily in book form for working on codes with 3 or 4 digits or 

with groups of different length, where the page numbers were entered at the 

head of the form. At the right of the line numbers stood the indices, whereby 

the telegrams as a rule were given consecutive numbers and their lines were 

designated by the letters a to z, to z" in case there were more than 26 

lines, etc. At the left of the line numbers interpretations were entered 
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In pencil,. As soon as it was certain that any other interpretation was out 
of the question, these interpretations were entered in ink. After meanings 
were entered in ink the indices were omitted. 

Form 11, sheet 4, likewise printed on both sides of double sheets, 
was used in much the same way as form 11, sheet 3, but preferably for 
alphabetic [one-part] 4" or 5 -digit codes, since in general these require 
less space for statistical purposes. 

Form 11, sheet 5 (printed on both sides of double sheets), could be 
used like form 11, sheet 4. It was preferred for the second copy of codes 
and for the production of difference catalogues. 

Form 11, sheet 6, parts 1 and 2, was printed on one side of double 
sheets for letter counts covering from 2 to 5 letters, e.g, studies of 
indicator groups, studies of the structure of code groups, counts of short 
letter texts, etc. Moreover it is very wall suited for setting up digraphie 
substitution tables. 

Form U, sheet 7, printed as 4-pages on a double sheet and also 
produced with only two columns instead of the four shown here, may be 
used for statistical counts of substitutions (C&saren, SpalteneSsaren) 
or chain counts and for counts of two or more letters, possibly entering 
in the heading of the different columns two or more letters representing 
page values. 

Form 11, sheets 8 and 9, are primarily used for counts of letter codes 
where the group structure 3hows an alternation of vowel and consonant and 
runs to several places. The two forms differ through the fact that sheet 
8 contains only the 5 vowels a o i o u with 20 consonants (omitting j), 
while sheet 9 has y as the 6th vowel and j as additional consonant. By 
entering headings of from one to three letters it is possible to make 
statistical studies of code groups running up to five places. 

Form 11, sheet 10, is similar to sheets 8 and 9 in structure and use. 

It is used by preference whenever it is desired to arrange the groups in 
the sequence ba bo bi bo bu, ca ce ci co cu etc. instead of in the 
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sequence ab ac ad af etc. (e.g. for code groups in the decode order) 
or for similar reasons. 

.form 11, sheet 11, Parts 1 and 2, contains like form 11, sheet 6, 
all two letter combinations but, due to the arrangement on 4 pages 
instead of two, affords more room for statistical purposes. It can be 
used for studies of all kinds, in particular for studies of the structure 
of code groups. 
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Appendix to #11, Sheet 1 
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Back of sheet has the sans ruling but 
is numbered 50^ to 99 


Appendix to # 11$ Sheet 3 
Front 


00 

25 

01 

26 

02 

27 

03 

28 

04 

29 

05 

30 

06 


07 

32 

08 

33 

09 

% 

10 

35 

11 

36 

12 

37 

13 

38 

34 

39 

15 

IQ 

16 

41 

17 

42 

18 

43 

19 

44 

20 

45 

21 

46 

22 

47 

23 

48 

24 • I 

49 
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Appendix to # 11, Sheet 6 

Left half ■» columns A-K; (abbreviated) 

Right half w columns N-E 
26 lebter alphabet 
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Appendix to # 11, Sheet 8, 


a 

© 

1 

O 

u 

b 

b 

b 

b 

b 

C 

c 

c 

C 

C 

a 

a 

a 

d 

a 

f 

_ f 

f 

r 

.f 

g 

s 

g 

g 

g 

h 

h 

h 

fa 

h 

k 

k 

k 

k 

k 

1 

1 

1 

1 

1 __ 

m 

m 

ffi 

m 

m 

n 

n 

n 

n 

n 

. p 

p 

p 

p 

p 

q 


q 

q 

a j 

T 

r 

r 

r 

r 

© 

s 

a 

8 

B 

~ 

t 

t 

t 

t 
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V 

¥ 

V 

V 

w 

¥ 

¥ 

¥ 

w 

X 


X 

X 

X 

y 

y 

y 

y~ 

y 

2 

& 

2 

2 

2 

(j omitted; y 
Two such blocl 

s consonant) 

:s to a sheet. 
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a 

e 

i 

o 

u 

y 

b 

b 

b 

b 

b 

b . . 

0 

C3 

0 __ 

0 

c 

0 

d 

a 

a 

a 

d 

a 

T 

T 

~T~ 

f — - 

T~ 

f i 

g 

g _ 

e 

g 

£ _ 

; 

h 

h 

h 

h 

h 

h 

j 

5 __ 

j . 

.1 

.1 

j , 

k 

k 

k 

k 

k ..... . _ 

k . 

1 

1 

1 

1 

1 

1 

Jtt 

m 

m 

m 

m 

m 

n 

n 

n 

n 

n 

n 

p J 

p 

p 

p 

p 

p { 

q 

q - , 

q 

q 

q 

q 

r 

r 

r 

r 

r 

r 

a 

8 

8 

8 

8 

s 

t 

t 

t 

t 

t 

t 

V 

y 

V 

V 

V 

¥ 

w 

w 

w 

¥ 

w 

¥ 

X 

X 

X 

X 

X 

X 
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2 

2 

2 

: % 

2 

(y ** vowel. 
Two such bit 

j included) 
^cks to a sh< 

>et. 
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Appendix to # 11, Sheet 10. 


ba 

I pa 

be 

p@ 

bi 

pi 

DO 

po 

bu 

pu 

ea 

qa 

c© 

q® 

~~ 5T 

qT~ - " ‘“j 

CO 

qo 

0U 

qu 

<3a 

ra 

da 

r© 

di 

ri 

do 

ro 

6u 

ru 

fa 

sa 

Te 

se 

ft ' ' 

si 

f© 

a© 

fa 

su 

ga 

ta 

&© 

'""te “ ~ 

- si_ - 

ti 

m j 

to 

- . -JOS 

tu 

ha 

m 

lifi_ 

ve 

hi 

vl 

ho 

¥© 

hu 

vu 

ka 

wa 

ke 

we 

_ tci 

Vi 

ko 

MO 

ku 

wu 

la 

xa 

i© 

X© 

H 

xi 

io 

X© 

lu 

XU 

ma 

ya 

m© 

y© 

mi 

¥i 

mo 

yo 

mu 

yu 

na 

&a 

ne - . 

&© 

ni 

si 

n© 


. n u 

su 
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Appendix to # 11, Sheet 11 „ 
(Fag® 1) 


1 * 


bq . 

Og 

SX ! 

aa 

hr 

dh 

sy i 

ab 

bs 

di 

5® 

ac 

bt 

aJ 

T 

aa 

bu 

dk 

e nr 

a© 

bv 

ai 

rw~ 

JLL_ - 

bw 

dm 

FC : 

ag 

bs 

dn 

?a — ~ : 

ah 

by . 

do 


ai 

Jm, 

dp 

k 

a.1 

Sz 

dq 

! 

ak 

©a 

dr 

rh 

al 

©b 

a© 

FI 

am 

0© 

at 

fJ i 

an 

ed 

dU 

re ; 

ao 

0© 

dy 

PI 

ap 

©f 

dw 

tm 

aq 

08 


fn 

ar 

eh 

dy 

ro" 

as 

ei 

d£ 

E*P 

at 

Pi 

rn 

fq 

BU 

ok 

©a 

Tr 

] av 

el 

©b 

Ps 

aw 

©m 

©c 

|T i 

1 ax 

©n 

®d 


1 ay 

©o 

©e 

re ; 


cp 

ef 

rw 

§1 1 

00 

®g 

rx 

ba 

©r 

eh 

Fy 

bb 

@s 

©I 

Tg 

be 

©t 



rtr 

bd 

©u 

®k 


be 


el 

lE 

bf. 

/ 

©w 

am 

5© 

bg 

/ , 

©3C 

@n 

5i_ 

bh 

sy • 

©0 

5© 

M 


ep 

5f . . . 

. b.j 



ns 

©q 

58 

tok 

1 da 

ar 

5b 

bl 

idb” 

©s 

5i . 

bm 

| de 

et 

53 _ 

bn 

1 dd 

eu 

e* 

bo 

do 

' 

gl 

bp 

ldf~ 

aw 

g® 


Page 2 is ruled the same and comprise® 
Page 3 " " " " " 

Page H " " " 


gn 

H 

tn 


to ms 
to tra 

to ss (plus 1 blank) 
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Question Number 12: What devices were available for cryptanalysis? 

Purpose? Description? 

in the Forschungsamt the crypt analytic office had only Hollerith machines 
available as technical aids, the extent and use of this equipment has been 
described elsewhere, Ch the other hand in OKW there was a special device, the 
so-called "parallel passage seeker", which may be worth describing. 

The cipher text to be studied was punched on two tapes, the first 
element being omitted from the second tape. These two tapes had the ends 
joined so that two endless tapes resulted which were introduced into the 
device , The second tape was so set with relation to the first that to the 
first element of the cipher text the 2nd, 3rd, 4th, etco were equated 
successively. The displacement of the two tapes could also be with skips 
when desired so that to the first element of the first tape the 6th, 11th, 
16th, 21st element or the Uth, 21st, 31st, or the 41st, 81st, 121st 
element of the second would be equated if, let us say, the parallel passages 
of a 5=place code were to be discovered or if the study could be made section- 
ally with text sections of definite lengths as was necessary with the American 
strip system in order to get together texts belonging to the same row levels. 
The length of the cipher text to be studied could then be set at will 
to a m&jdfflum of 120 (?) elements. By simultaneous scanning of the two 
strips in the length set the device could determine the number of agreeing 
elements at each setting of the strips with respect to one another. The 
results was recorded by the device for the different settings of the two 
cipher texts in the form of a curve o From the hei^it of the curve the number 
of coinciding elements could be read off. The study could embrace all five 
punched positions simultaneously, so that the cipher text as such was 
investigated, or only one specific punch row so that the impulses, of which 
the 5 hole alphabet was composed, could be studied individually, 

27 


TOP SECRET 


TOP SECRET 


The parallel passage seeker could therefore be used as follows; 

1) io pick out actual parallel passages, in which case the 
rainiHum length of the parallel passages to be recorded by the 
machine could be fixed according to the system* 

2) For counting the number of coinciding single elements in 
sections of text of a specified, settable length* 

3) For determining periods of the cipher text or of specific punch 
levels* 

In these last two tasks lay the principle significance of the device 
because studies of this kind could not be carried out satisfactorily 
either by a count of the cipher text nor by transfer to Hollerith cards* 

For instance, if a plain text were made the subject of a study by this 
machine in a length of 100 elements each, then in all positions of the two 
tapes with respect to one another a certain constant percentage of coincid- 
ing letters should be expected* But if a cipher text of 200 letters has the 
first 100 letters enciphered by a different alphabet than is used for the second 
100 letters, naturally the expected number of coinciding letters is highest 
where the investigation deals with portions of cipher text enciphered with 
the sana substitution alphabet, and lowest when the sections of text 
studied were enciphered with different alphabets* 

For instance, if ten alphabets ( Springc&saren ) are used in systematic 
sequence at an interval of 5, then the curve produced by the device will 
have to show quite definite peaks at an interval of 50, if the stuc^ covers 
a sufficient width of text for all displacement stages* Ch the other hand 
if 10 alphabets are used in systematic sequence for encipherment, the curve 
must show definately recognisable peaks at an interval of 10, 

A study of the individual punch levels may prove profitable for instance 
when checking cipher text produced by machines using the 5 unit system and 
it is a question of determining certain regularities in the several punch 
levels* 
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Since the parallel passage seeker can work automatically after the tapes 
are inserted and set and since the results are easily read from the plotted 
curves this device represents a supplement to the mechanical equipment of 
a cryptanalytic unit which is all the more important because the work it 
performs can otherwise be accomplished only with great labor and expenditure 
of time* 

Since I am not in a position to describe the technical construction of 
the device* I must limit iqyself to describing the tasks which could be per- 
formed by the machine* 




29 


TOP SECRET 


TOP SECRET 


Question Number 13s To what extent were Hollerith machines used? How? 

With the founding of the Analytic Division 6 at the Forschungsamt 
the question arose, how the extensive statistical tasks generally necessary 
in the study and analysis of reenciphered systems could best be handled 0 
If previously in the other divisions, which were primarily concerned with 
linguistic decryptions, reenciphered systems - which call for considerable 
expenditure of labor — had not been worked on because not enough personnel 
was available , this question became even more urgent in the Analytic Division 
since only such systems were turned over to it fcy the other divisions as 
called for a great expenditure of labor or where the work did not appear* to 
premise results® 

So a study undertaken very quickly to see to what extent Hollerith 
machines could be employed for statistical work in cryptanalysis® The result 
proved so fevorable that we could proceed immediately to the question of the 
amount of machinery necessary to satisfy the demands of the division.. 

Then the following machines were put into use: 

3 completely automatic key punches* 

1 verifier 

2 sorters, one of them high-speed 

1 reproducer 

1 alphabetic tabulator 

1 tabulator and accounting machine Type Dll* 

It turned out later that, with long range planning, this set of machines 
was adequate to handle^ all jobs that came up* 

As a rule the procedure in analytic studies was that in the case of 
completely unknown systems a card was punched for each cryptogram of the 
material under study which showed the date, link, group count, telegram 
number, indicator groups, as many groups as possible at the beginning of 
the cipher text and the last two car three cipher groups® With such cards 
it was possible to make all the studies of indicator groups and their 
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structure, frequency and type of the individual elements at individual 
positions in the message, the structure of the groups, repetitions in the 
message beginnings, similar beginnings, etc. and also to bring together 
messages of like length, messages going in the same direction or on the 
same link, etc. According to the results of this first investigation it 
could then be determined whether and in what fashion the cipher telegrams 
could be transferred at full length to cards and to what extent and in 
what manner the text of these cards would be recorded on other cards by the 
use of the reproducer. 

Especially advantageous and time saving was the use of Hollerith 

machines in solving reeneipherments by additive where the additive sequence 

was limited but nevertheless extensive, e.g. in the case of Great Britain, 

Prance, Spain, Italy and other countries. Using Hollerith machines it was 

possible first to pick out messages in the same key by means of genuine 

parallel passages, insofar as this could not be done earlier by recognizing 

the significance of the indicator groups. Then the B=ll machine could derive 

all least differences between the text groups which had thus been lined up 

in vertical columns and could record these least differences on new cards 

using a punch wired up in parallel, a job which the machine - on the 

basis of the wiring which was several times improved upon - was able to 

perform in a period of about one second for each difference, in spite of 

the elimination of the major and minor difference. These minor 

differences were tabulated in columns and then the reduction of the 

column to a relative basic code was undertaken. After the reduction of 

the first columns a multi-stage difference catalogue (e.g. stage 1: 

differences between frequent cod® groups, stage 2: differences between 

frequent and less frequent code groups, stage 3* differences between rare 

code groups) could be prepared from the reduced text groups as the final 

job of the Hollerith machine. With the aid of these, reductions were 

possible even when the depths were slight. 
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A second type of system., which could hardly have been solved in a 
reasonable time because of the amount of labor involved, was the American 
strip system as used in the American Air Force and in American diplomacy . 
Here it was possible to get together material in the same key on the basis 
of long repetition or of digraphs and trigraphs by using Hollerith machines, 
after which the work of linguistic solution could be attempted* 

Another job in which Hollerith machines could give valuable aid is 
with texts enciphered by machine where it is possible to copy out the 
cipher text in the various least periods of the machine, corresponding to 
the individual parts which proxies the complete period of the cipher machine, 
in order to 3tudy the resulting columns, corresponding to the periods, and 
to determine as far as possible the plus or minus value for each position 
of the least period and thus to solve the cipher machine as such* Hollerith 
machines are less suitable for determining the least periods of unknown 
machines * 

Finally the use of Hollerith machines is advantageous for watching 
systems already analyzed, when it is a question of determining whether 
specific presuppositions, under which decryption i3 possible, have been 
satisfied, e.g. s 

Messages of a definite minimum length. 

Two massages in the same key. 

Messages of the same length. 

Attainment of a specified amount of traffic for each indicator 
group, for each day, or in all, etc* 

In this case there was prepared for each enciphered message in the system 
under study a card with the requisite data and these cards were studied at 
definite time intervals according to accepted principles* 

Furthermore Hollerith machines could be used to advantage for the 
production of cryptographic materials of all kinds* For instance, 3=digit 
substitution tables were prepared for encipherment and for decipherment 
in a very short time in a purely mechanical way* For this purpose 2 sets 
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of cards punched with the numbers 000 to 999 were used* Ons set was shuffled 
by machine or by hand and the numbers were transferred by use of the 
reproducers to the cards of the second sorted 3et. Then the substitution 
tables could be produced on the tabulator . In similar fashion encipherment 
numbers of every kind can be produced in relatively short order. 

It is hardly necessary to state that in addition to these special jobs 
all other statistical studies of major extent, e multiplace displacements 
[•brute force" techniques] for discovering repetitions in systems not yet 
analyzed, position counts [uniliteral, digraphic counts] etc. can be performed 
by Holieriwth machines. Ch the contrary it is enough to mention the types 
which were not done by Hollerith, namely: 

Counts of structurally similar parallel passages, such as occur when 
sliding components are involved, and counts of simple code text. 

The first of these was not done by machine because no way was found of 
performing the work more easily than by hand; the second was not done by 
machine because purely practical considerations led us to regard the 
ordinary letter count as more advantageous. 
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Question 15s What were the VN»s? Preparation? Distribution? 

How many copies? "hat did they contain besides 
decrypted text? Might any still be found? Lturtzbachj 

The VH's 

The VN r, g (confidential reports) were the evaluated actual secret 
material of the Forschungsamt o For treating individual messages or 
compilations of messages as a VN it was necessary that either 
(decrypted) or 2= (telephone monitored) material, be worked over therein,. 

The VN" s were numbered serially a They were stamped "Top Secret!",, 

They also bore a reference to the paragraphs dealing with treason and the 
proper handling of the Ws 0 The paper of those copies which left the 
building was light brown* that of the copies remaining in the building was 
yellow „ Brown and yellow VN"s and the master copies from which they were re~> 
prodded were passed only against receipt both inside and outside the agency 
Other offices or persons who received the VN' j e had to return them after a 
specified time <> These returns and the copies which had become superfluous 
in the FA were destroyed in a shredding machine after careful checking of 
the serial numbers and the number of pages,. 

Aside from the brown and yellow Ws there were the "Secret Reports" 
reproduced on white paper in which less important sources were dealt withe 
They had their own serial numbers.. 

ik 

Basically the Director decided whether the VJT's should be issued 
on bpotjsi or white* in border line and doubtful cases the decision was made by 
the Chief of Office V 0 

The care with vbich the VN"s was handled by all members of the FA and 
by recipients in other offices was such that in the eleven years during which 

5 Translator 11 s note* Qa page 12 of DF 241* Part 1 it is stated that in genial 

the Chief of the Divisio n mad® this decision while the 
Chief of Office V although theoretically responsible for 
all VN" s s merely determined the distribution of the most 
Important reports and ruled on doubtful eases 0 
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the agency existed only very few of the millions of single copies on "brown” 
or "yellow" were lost and these were not very important ones. In each case 
there followed an unsuccessful investigation which led to a warning to members 
of the FA and to serious representations in the case of outside offices 0 
In the matter of preparation there were three kinds of VN ? ss 

1. Reproduction of intercept results either in whole or in part. 

2. Resumes of the content of several sources. 

3. A mixture of 1 and 2. 

Below are some examples which correspond precisely to the form of the VN‘ s 
although the content has been composed for the purposes 


VN Nr. 246378 


"Top Secret^" 


Date of interception 
Visit of CIANO in Berlin planned 


Foreign Ministry in Rome on (date of the radiogram) gave the Italian 
Ambassador in Berlin, ATTGLICO, the following instructions? 

"Call on the German Minister for Foreign Affairs tomorrow and inquire 
whether my visit in Berlin in the second ... (FA? illegible. Probably 
"half of the month") would be agreeable. Tell him that I intend to meet 
early next month with SUN.. . (FAs probably the Spanish Foreign 
Minister SUNER) and that I deem it important to establish a . . . (FAs 
illegible; probably "common") line of action. 

/a/ CIANO" (E) (“decrypted message) 
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TO Nr. 674538 

"Top Secret 
FRAHCOIS=POKCET s 


Cate 


"Paris reaction to Hitler's speech very bad." 

On (date; if important also the clock time) 

The French Ambassador FRANCOIS-PONCET, who has been in Paris (FAs Cf„ VNo 

Nr. 674266 of ...) since (date)* contacts the Councillor of Legation 

COULONERE, in Berlins 

F.Po s "Good evening, my friend! Anything new?" 

C.s "WsH„».I suppose you have read yesterday's speech" <> 

F.PoS "Yes, .. .unfortunately I have just been to see Do (FAs DAlADIER? ) 

What can one say? It is always the same thing. 

C.s "Of course. But the remarks on developments down there. .that.." 

F.P.: Interrupts: "Yes, Yes. ,/fhis passage (FAs probably the following 

passage regarding the Spanish Civil Wars.....) has been noted 
here. But the total impression here was very bad." 

The Ambassador then inquired about the health of Attache Y 
who was ill and at the end remarked: "I think I shall be back in 
Berlin on the 25iho" 

(Z) (“intercepted phone call) 


**•***• 

TO Nr 536279 

"Top Secret!" 

Date 

On Italian-Abysinnian Tension 
London counts on the beginning of hostilities soon. 

The Turkish Ambassador in Washington, ERTEGUN, reports on (date) 
to the Foreign Ministry in Ankara, that in the United States the latest 
speeches of the Duce and the sharpened tone of the Italian press have 
been folloived with increasing criticism. The report goes on to say: 
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"As I learned today from . „ . (FA; illegible, probably "confidential") 
source, reports from London are at hand in the State Department, according 
to which people there regal'd the beginning of hostilities. . . » (FAs illegible! 
probably "as immediately impending") . Also in League of Nations circles..® 

(FAs remainder illegible)?". 

Probably connected with this is a message which the British Ambassador 
in Berlin, Sir Eric PHIPPS, received on (date) from an unknown party in the 
Foreign Offices 

Qi "Tour report of yesterday (FA: not yet available here) aroused much 
interest here. Meanwhile, howerrer, other things have been coming to a head. 
vie must count any day on ... you understand!" 

Ph.s "Ye s.o and what then?" 

U. s Probably the measures provided for in such cases (FAs Sanctions of 
the League of Nations?) will be decided upon." 

Ph.s "This probably will not stop those people (FAs in Rome?)." 

K (E+Z) 

Supplementing the lbregoing examples it may be said: 

1. It was a primary rule for the evaluation units that the reproduction 
of messages should be absolutely objective and without any attempt at coloring. 
Any change and any addition, no matter how unimportant or indisputable, had 
to be plainly marked as such. Heads of the section, branch and division in 
the evaluation unit checked every master sheet carefully in this respect! if 
there was the slightest deviation from this rule the master sheet was returned 
to the compiler for alteration or rewriting. This was rarely necessary because 
this basic rule became part and parcel of every worker. 

2. In the evaluation units one special rule regarding the handling of 
Z-mes sages always elicited a smiles The word "telephone" was never to be 
employed; instead the form of composition was to give the effect of a 
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conversation overheard and copiedo That this was not possible when the one 
partner was in London and the other in Athens mad© no difference * and so 
this "fig leaf camouflage" was never abolished® 

Naturally it is impossible to give examples of the "syntheses"* as 
a second form of treatment was called* from memory and without appropriate 
topical archive material® These actual "evaluations" were often very 
long ; it was not unusual for them to run 100 pages and more® They were 
usually composed in such form that at the beginning an abstract was given 
ramSisg to a few pages* after wh ich detailed documentary evidence was 
introduced® Employed for the purpose were E* Z* P (plain text radiogram)* 

D (land line telegrams)* P (press) mid R (broadcast) sources® There were 
periodic and specific sny theses® 

These syntheses were intended to combine in abstract all sources available 
in the FA on a given topic and for a definite period of time* in other words 
to produce the mosaic picture* often mad© up of tiny 3 tones, which is usual 
in intelligence work. Below are soma typical topless 
"Echo of the Speech by HITLER (RIBEENTROP etc®)'* 

"On the Sudeten Crisis®" 

"Cta the Due® 1 ' s Visit" 

"Cta the Munich Negotiations" 

"On tha Situation in the Market for k1or>=ferrous Metals" 

"Cta Communist Propaganda in France"® 

"On the Status of English Coal Exports" 

"On the Economic Situation in Russia®" 

"Cta the Relations between USA and Argentina®" 
and above all 

"Cta Anglc-Saxon-Sov let Relations®" 
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At the end of such VN^s was a notation of the types of source employed; 
e 0 go (K(£+Z+F+D*P4-R) meaning "combined from decrypted material* intercepted 
telephone conversations, plain text radio, plain text land line messages, 
press and radio broadcasts *" 

In general the following rules were in effect for these syntheses; 

a) Every word must be backed up by the sources* 

b) Evaluation, deductions, to say nothing of prognoses, had to be held 
to a minimum (previous consultation with the head of the branch or 
division); furthermore it was necessary to show clearly how and why 
the compiler arrived at precisely this conclusion During the early 
years of the FA evaluating syntheses were not written at alio The 
agency intended as a matter of principle to supply only objective 
and reliable bases for the use of others in arriving at an opinion, 
that is material for the use of the various ministries or other 
central offices with political, economic and other responsibilities 
and administrative powers o Moreover that is all it m.s supposed to 
do, according to the wish of skeptical recipients of the Ws Q 

But when after some years there was no longer any doubt as to the 
value of the products of FA evaluation or as to the reliability of 
this method, many subscribers, primarily economic agencies, let it 
be known that they were interested in the opinion of the FA itself <> 
Then there was a certain loosening up* 

To the very end, however, there was no doubt that neither HITLER nor 
ETBBEMFROP desired so much as a suggestion of "instruction" 0 Of the many 
Ws, two or three a day and many more in times of crisis, *hich were 
supplied to the Chancellery, attention of SCHAUB, HITLER read barely one 
percent according to reports from SCHAUB* s office o Even before the war, 
about the time of the conference in Munich, a remark by HITLER was reported 
back to the FA® "that he no longer wanted to see the pessimistic FA reports; 
they only mad© him unsure* " The evaluation unit ms all the more perturbed 
since at the time in question only literal, factual reports had been supplied 
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which * in compliances with regulations* had been provided with no comments o 

Syntheses were prepared in the FA either at the request of a ministry 
or other agency or on its own initiative* This last case afforded the only 
tiny possibility of trying to influence to a mild degree the agencies handling 
political and economic affairs* For instance in the last month before the 
war began Division 11 on its own initiative compiled at intervals of only 
two or three weeks syntheses of all reports which could be interpreted in 
any way to indicate that the DSA would this time enter a war on the side of 
Germany e 3 opponents very much earlier than in World War I, 

Genesis of a TO 

Taking as a basis our example on page 3& we will describe the genesis 
of a VN; 

All the basic materials* with the exception of the decrypts* are sent 
from the "sorting"* where all intercept results are collected as if into a 
funnel* by the internal tube service to the proper expert * An evaluator in 
Section 11 B 2 (Foreign affairs, European Branch* Italy) receives then the 
conversation of the British Ambassador in Berlin with London as copied down 
by telephone monitor X D The evaluator first calls the monitor and asks 
whether the name of the London partner could not be ascertained <> The 
monitor says* no* At first there was interference and the voice was quite 
unknown j however* the switchboard of the Foreign Office had responded in 
the beginnings While this was going on* the Secretary of the Chief of Division 
11 has received a tube carrier with 20 to 30 rolled-up decrypts and a receipt 
form showing the individual message numbers 0 This sequence of numbers is 
checked and the individual numbers are entered in the decrypt log of the 
divisionj the receipt is then returned to the sorting section* The 
division head now notes on the decrypts the branches for which they are 
destined and any instructions* 

■^Translator* 3 Note 2 See diagram, page 46® 
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The following notations v;ere used; 

B = give verbatim, 

(B) = give full content but rewritten in indirect discourse? 

Bv = give verbatim, but with other supplemental material? 

b = give the content in mch condensed form? 

A = send to the Archives 

No notation - put in the decrypt depository without processing? 

So the report of the Turkish Ambassador goes with the notation "Bv” to 
the head of 11 B and from him to the section head of 11 B 2 and the expert s 
in each case against receipt? 

The completed master sheet with the original decrypt and monitoring 
report then goes back by the same rout© to the division chief, who then 
determines the "distribution" on an attached form - insofar as the information 
does not cane into account for the Chancellor^ office or for G&RING, 
which is not the case with a report like that on page 36 « In this case the 
division head makes a notations "Foreign Office"? The distribution of 
important messages is determined by the Chief of Office 7? From the 
division chief the master sheet with the attachments goes to the reproduction 
unit of Division 10 0 There the master sheet is given its VN number? The 
number of copies "for the house" is always the same but the number of "brown" 
copies depends upon the specific distribution instructions 0 These arrangements 
were fixed with every subscriber? The documents now g© to the "N-depository" 
where they are filed by numbers, each source by itself? If the number of 
a VN was known, no matter how far back it belongs, the basic documents could 
be produced in a few minutes 0 In the "N“£xpedition" the shipments for the 
individual recipients were made up and forwarded by tube or FA courier? 

Bach shipment was accompanied by a receipt form which had to be returned to 
the FA immediately,, 
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fh© recipients of ths VN«s and the Distribution List 

The question of which confidential information must or can go to whom* 
is often not easy to answer in any intelligence service o»o in view of the 
rivalry* mutual mistrust and struggles for power among the leading agencies 
of the National Socialist regime it was somet imes more than difficult for a 
neutral intelligence agency like the FA, 

The basic decision as to who should be provided at all and with 
approximately what information lay in GCRING* s hands. Sometimes individual 
offices or persons approached him directly! h® then gave the FA correspond- 
ing instructions. If they applied to the FA, then ths Chief of Office 7 
sent an inquiry on to G&ING, Generally he wrote in the margin of such 
inquiries broad decisions* the execution of v&ich might prove difficult 
in practice, E 0 g 0 s "it is only to get material on Russia", Many reports 
contained at the same time information regarding Japan or England etc. 

On "only general economic information," Where did "general" stop? Or 2 
"no decrypts " then many a synthesis had to be reworked. In general* however* 
his decisions were apt and such as might be expected. All reports of scandal 
or corruption involving prominent people were to be sent first to him and to 
him only. In some cases ho ordered the material passed to other offices. 

All reports regarding the relations of GCEB8ELS and Lida BAROVA were to be 
sent only to him. In cases of doubt he v/as to be asked whether he approved 
of the distribution of each individual report* for this purpose there were 
special forms 0 For about 90$ of the VN 11 s he gave the FA a free hand within 
the limits of his initial general directive. 

Those persons in the ministry or other office who were permitted to 
handle and read the "brown sheets" was fixed precisely in collaboration 
with the minister. Each individual had to take a special oatho In the 
ministries usually only a few officials were authorized to see them in 
addition to the Minister and Secretary of State 0 The requirement of a 
receipt every time a VN changed hands was regarded as burdensome by the 
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subscribers s however^ no concessions ?;er o made* It is true that in 

tt 

GCRING 8 s own place the VH S s were the favorite reading of his valet * 

The number of offices "entitled to receive” and consequently the 
number of individuals grew from year to ysar* % the end of the war there 
may have been some 70 offices with many hundreds of individuals* It is 
impossible to reconstruct an eucact list of the offices from memory,. 

Many of them were offices dealing with war economy and were supplied only 
with technical reports? coaly irony etc* The rule was that each office 
or individuals e*g 0 TERBOVM in Oslo, should receive only those reports 
which were necessary for the work* But the views of the FA and the 
subscriber often differed on this point 1 In this respect HIMMLER and the 
R 0 S 0 H 0 A 0 (Main Security Office) were the hardest to deal with since they 
considered themselves competent in all matters* Until the war broke out 
G&lING :, s power was great enough to cover the PA when it refused these 
demands j from then cfe it became ever less j, as became clearer from year to 
year - such to the sorrow of the FA - in GCRING 8 s decisions regarding 
distribution* (A detailed statement regarding the relations of the FA 
to HBSIIER and the RoS„H*A* and their development will be given in the 
answer to Question 26)* 

Among the recipients of the TIP a were? 

HITLett and the Chancery of the Reich 
GfelNG 

kQrner 

All Ministries 

0*K»Wo (High Command of the Armed Forces) 

O.K.H. (High Command of the Army) 

0<,K„Mo (High Command of the Navy) 

KEITEL 

JODL 

Abwehr (Counterintelligence) 

43 


TOP SECRET 


TOP SECRET 


Various military-economic agencies 

RIBBEKTROP 0 s Bureau 

ABBETZ 

TERBOVEN 

SEISS-INQUAROT (?) 

HIMMLER 

R.S,H,A, and individual state police offices 
Directorate of the Four Tear Plan 
Numerous agencies of war economy 
General S'ltfLFNAGEL - Paris 
General v, FALSERHADSEN-Brussels (?) 

As has been said* this list is not complete* the number of reports 
supplied individual subscribers varied greatly, Those receiving the 
largest numbers were? 

Ministry of Economics and subsidiary organizations. 

Foreign Office 

RoSoHaA 

Abwshr 

Ministry of Propaganda 

Those receiving the top quality were? 

HITLER 

OCRING 

kGrner 

RIBBENTROP 

With so many subscribers and in view of the fact that many TO' 1 s touched 
at the same time on numerous political* economic and military problems, the 
correct distribution became a complicated matter. Furthermore less important 
reports were to go only to the experts of the ministry bait not to the chief. 
So distribution involved hundreds of possible combinations. For instance* 
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a synthesis on. bottle-necks in Soviet war production had to be distributed 
as followss 

gUring 

RWiM ( Minis tery of Economics) 

RIBBENTROP and Foreign Office 

OoKi»Wo (High Command of the Armed Forces) 

G.KoHo (High (Command of the Army) 

Luftwaffe 

Abwehr 

and certain military “economic agencies „ 

The number of copies of a FH might therefore be very large or very small, 

according to the distribution^ As far as number of copies went, the smallest 

distribution list was; 
n 

KCRKSt - 1 brown and the usual yellow house copies for the archives 
and circulation,, 

In the case of large distributions, wlssre one VN number went to as many 
as 10 offices some of which received 3,4*5, or 6 copies, 50 or more copies 
had to be prepared,, 
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Differences between the VH-s of 
Divisions 11, 12 and 13 

Any report on th© Ws of the FA would be incomplete if nothing were 
said regarding the difference between the VIPs of the three evaluation 
divisions . The differences in type of material and in interests and 
working methods of the subscribers led in the course of time to a certain 
difference in the evaluation itself,. 

Division 11 worked on all reports dealing with foreign countries aside 
from their economics and economic policy,, as well as the echo of German 
foreign policy® 

Division 12: Foreign and German economics ® 

Division 13 s Security of the state and German internal policy 0 

Hence th® principle subscribers for Division 13 were? 

R«S ®H®A® 

Ministry of the Interior® 

Counterintelligence 

and to some extent the Ministry of Propaganda® 

The bulk of the incoming material for Division 13 was supplied by the 
results of monitoring the telephones of individuals where this had been 
requested by the R.S®H®Ao and Counterintelligence® The VN‘ J s of 13 were 
therefore chiefly complete or partial verbatim reproductions of telephone 
conversations , which hardly gave occasion for any evaluation in a strict 
sense® Moreover Counterintelligence and the R.S®Rt,A« only wanted as exact 
a transcript as possible® Occasionally a composite report on persons or 
circles under observation could be made® It was quite a different matter 
with foreign broadcast propaganda against Germany; here recognisable trends 
and changes therein were watched and presented in syntheses® But Rnaaterial 
was treated merely as "secret" and not as "top secret" and, if used alone, 
did not result in VTPs® 
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Things were quite different in Division 12. The principle subscribers 
were the Ministry of Economics with its numeraous subsidiary organizations 
and military offices dealing with war economy 0 Quantatively the principle 
source for 12 was the interception of commercial radiograms, including 
Russian Internal traffic * This represented perhaps 752> of Division 12 J s 
material* $hile 13 received and worked over practically no decrypts, 

12 may have gotten 3,000 or more a month* The monitoring of telephone 
conversations for 12 was very slight, aside from negotiations in connection 
with economic and commercial agreements insofar as these took place in 
Germany * In 12 a "©-treatment", that is an eaaet reproduction of a single 
basic document, ms the exception* A combinatory actual evaluation of 
individual documents of categories E, F, and D - often in large numbers - 
in one W was the rule 0 For Division 12 the otherwise strict regulations 
regarding handling and secrecy had to be loosened up gradually* If the 
frequently useful results were not merely to inform government offices 
but were to benefit the German economy itself, then the German mining 
industry, for instance, had to find out that in this or that country for 
this or that reason an increased demand for coal would become noticeable* 
nevertheless the circle of those entitled to receive the "brown sheets" 
must not be expanded without limit* Therefore 12 was authorized to produce 
on "white" re=wor kings from all soirees which were fed to further economic 
circles of the Ministry of Economics or its subsidiary organizations* 

These must not reveal the sources in ary way, to be sure* The output of 
Ws and other reports by 12 was considerably larger during the war than that 
of 11 and 13* 

In Division 11 the situation was entirely different again* Here precise 
figures regarding the amount and type of raw material could be given. During 
one month, the exact tic© I no longer recall, 11 handled 2,100 E l 's, 60,000 F"s 
and D 9 s and 19,000 Z 9 s, also 14,000 foreign broadcasts of political or 
propaganda content, and 150 foreign newspapers and magazines* From these 
some 800 Ws were produced* 
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The principal subscriber for 11 was naturally the Foreign Office,, but 
offices of the Military Command and the Ministry of Propaganda also received 
materials The principal source for the Division lay in the decrypts o The 
fact that the "big" Russian, American and English codes, like the Japawase, 
could not be solved by the cryptanalytic divisions made the work more difficult 
of course o To some extent this was compensated fox- by the solution of the 
codes of a number of other countries 0 In particular the feet that Turkish 
messages could be read was of great value 0 In order to carry on their very 
clever diplomatic game between the two camps until a clear military decision 
should result, the Turks had to try to get the best possible intelligence 
from all quarters * And they succeeded in this to a higfr degree* Their 
ambassadors in the capitals of both camps and in important neutral places 
obviously had at their disposal very good, fast working sources of information* 
This was true particularly in Iondon, Washington, Moscow, Stockholm and also 
in Berlin* Since Ankara often radioed the excellent reports of ERTEGUN 
(Washington) to the Turkish ambassador in London for his information, they 
also became known to the FA even though it was not possible to intercept his 
messages to Ankara* In ary event it was possible to piece togetho* from bits 
of diplomatic information from a number of the lesser countries a very useful 
picture of the Intentions and views of the great powers whose messages could 
not be read* 

The most important decrypts were of course reproduced verbatim* As 
was well known, the Foreign Office had a cryptanalytic section of its own, 
but this worked 1 rmr® slowly and produced less, moreover, it did not have 
available the excellent topical archive and the personality file of the 
Forschungsajafc * These mad© possible supplemental remarks and references to 
events and connections which materially enhanced tte int ellig ence value* 

For instance, if a short decrypted message reported that Czechoslovakia 
intended to recall Anisas sador X in Y in the near future and to replace him 
by Z, the Forschungsamt could usually add notes givings careers of the two 
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diplomats; statements of their party connections, political views and 
attitude toward foreign policy, above all their relations with Germany, 

Moscow and the West; any articles they had written and their relations 
with preeminent personalities at home and abroad, etc® When a message 
announced the impending denunciation of an international agreement, its 
text was added as supplement c 

The greatest demands on the evaluation of Division 11 were made of course 
fay the Foreign Policy Syntheses = After a large part of the Foreign Office - 
not including RIBBENTROP, to be sure - had overcome its mistrust of the FA, 
such syntheses were requested in increasing number* A few examples from 
memory's 

"Internal Situation in French Morocco 

"Attitude of the Hungarian Aristocracy toward Germany, England and France » 
"Attitude of the Irish Government, Parties and Press toward Germany.'," 

"The Relations between OSA and South America 0 " 

"Treatment of the USSR in the Press and Broadcasts of Japan o" 

"Indications of a Mew Orientation in Finnish Policy?" 

"Trips Abroad of Rumanian Politicians since ooo" 

"Attitude of Members of the Spanish Embassy in Berlin toward Franco 
and Germany o" 

The treatment of the last example was based necessarily in the main on 
the results of monitoring telephones of the foreign missions in Berlin o 
It may not be without interest if a few notes are given on the experiences 
of the FA with the "fruitfulness" - otherwise stated; the discipline - of 
the various foreign missions in Berlin* The Russians and Japanese displayed 
the greatest security discipline at the telephone - the intelligence gained 
from years of monitoring was virtually nl II The fact that the erotic activity 
of the Japanese was reflected frankly in the conversations of the members of 
the embassy was of no interest to Division 11* In the case of the Russians 
not even this was in evidence,, 
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me restraint of the Americans and English was only a few percent less 
than that of the abova„ If here some statement of limited intelligence value 
was picked up now and then, it was only in conversations with Berlin diplomats 
in the second category mentioned below, i»e 5 when courtesy forced the Anglo- 
Saxon partner to respond in son® measure to the talkativeness of the other « 

Least cautious at the telephone were tire French and Italians 0 Although 
all diplomatic missions knew that their telephones were monitored or at 
least figured that this was very probable, it was often astonishing to see 
the want of restraing shown by representatives of these two embassies when 
telephoning,, 

All the other missions lay somewhere in be tween 5 they had cautious and 
also communicative members,, 

In times of crisis it frequently developed that otherwise cautious 
diplomats - apart from the first mentioned group - abandoned their usual 
reserve „ 

Humber of Ws? 

The number produced by the FA can no longer b© stated accurately 0 
The first million had been issued at the beginning of the war 0 

Might VN a s still be found? 

As far as the Fprsehungsaat copies aro concerned, the answer must be ! ’Nq !, 0 
The bulk of the VN«s in the archives was burned at the Hartlieb Air Field near 
Breslau in January 1945° The job called for three days of hard work. The 
only numerical sequence of VN ff s taken along in the flight was destroyed at the 
various stopping points?, Berlin, JUterbog, Kaufbeuren, Austria, Rosenheim 0 
The bulk in Kaufbeureno 

It would be theor etically possible for single evaluators to have taken 
along a few W s secretly in their private luggage, contrary to the fixed 
orders for destruction,, This, however, is very unlikely 0 Everyone desired 
to find his ramily again as quickly as possible and anyone who had VN 6 3 in 
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his luggage would have had to count on difficulties in view of the many 
highway checks o Then what in the world would he do with them anywjy ? 

The "brown sheets" were collected and returned normally once a month 
by the many subscribers., Of course in the final months these returns were 
not always madej it is possible that some such copies might be found 
somewhere, but it is impossible to tell whether, where and when the 70 
offices, more or less, entitled to receive VN 8 s destroyed their secret 
material. 
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The FOftSCHUHGSAiST 

1* Attached is an Armed Forces Security Agency translation of further 
questions submitted to former members of the I'orschungsarat. (See Part I 
for list of QUESTIONS) . 

2. Part IV contains answers by Krttger to questions 16, 17, 19, 21 and 
22$ by Kurtzbach to question 1?, and by Huppertsberg to questions 18, 20 
and 21® It should be noted that the team declined to answer question 23* 
Part V will follow. 
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DF 2U1, Part XV. 

THk. FORS CHUMGSAMT 

Question 16* Where were Russian diplomatic systems solved: (Kr8ger) 

Hiring nor entire activity in the cryptologic field and even subse- 
quently I have never known of the solution of any Russian diplomatic 
cryptographic system. All I know is that a commercial code was read cur- 
rently in the FA. This commercial code is said to have been purchased. 

In particular, I never heard that the solution of Russian diplomatic systems 
which ware regarded as hopeless and not worked on by the FA - was ever 
achieved fcy any other agency inside or outside Germany. On the other 
hand I have heard that the Russians used codes with groups of differing 
lengths enciphered with additives of unlimited length so that even the 
occasional use of the same additive in repeated cases yielded no results 
because of the use of groups of differing length in the code. I could 
never find out where such an analysis had been made successfully because 
the source of this information was kept secret. I do not know anyone 
who might give information regarding this source today. 

The former chief of the division which included the work area Russia 
Ms told me specifically that he never knew where a Russian diplomatic 
system could be solved either inside or outside Germany. 

Question 17: Were messages of Russian bands and agents worked on? (KrBger) 

I know nothing about the results of work on such messages in 01GV 
or OSH. 
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Question 18 i What ware the W— Stellea? Equipment? Assignments? 

Was there regular collaboration with them? ( Huppertaberg) 

Receiving Stations 

1. Assignment. 

Question 18 asks about the W-SteHea .* The designation rcw-Stelle 0 
was not used in any wey in connection Td.th the Agency and the writer has 
never heard the term before. It is assumed that the questioner made a 
phonetic mistake and that the B-Stellen or perhaps the C-Stellen of the 
Agency were intended which together were charged with intercepting radio 
transmissions of all kinds. 

The B-Stellen were charged with intercepting all radio telegrams, 
the C-Stellen with intercepting all possible radio phone transmissions . 

In detail these stations were charged with the following duties: 

, K. 

a. With watching and identifying the transmitting stations and 
their correspondents and identifying the essential charac- 
ter of the content of the traffic; 

b. With copying, recording and transmitting to the Agency the 
content of such transmissions within the limits of their 
specific instructions. 

This assignment resulted in a perfectly legal way from the Interna- 
tional Communications Agreement concluded between Germany and other count- 
ries in the Genova Coi.mmications Commission (CCIT and CCIF Bern, Switzerland), 
according to which in signatory countries radio traffic was to be permitted 
only by persons and organizations possessing a license issued by the compe- 
tent administrative authority of the country concerned, and according 


* Translator’s notes The W-Stellen (Wetterfunkstellen) belonged to the 

cryptologic set-up of the Air Force. The Question 
aimed at eliciting information regarding collabora- 
tion betwt m the FA and the cryptologic unit of 
the Air Force (both under GORING) . Cf . IF 215. 
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to vihich it was specifically made the duty of the individual countries to 
supervise radio traffic in order that unlicensed traffic should not be 
carried on and in order that international agreements regarding frequen- 
cies, call signs and other regulations be observed* 

Consequently it is the duty of all signatory countries to have nrTH 
censed stations (Schwarzsender) spotted, watched and suppressed by admini- 
strative authorities. 

Since unlicensed transmitters frequently make extensive use of the 
call signs of licensed stations in their own or adjacent countries for 
the purpose of disguise and imitate regular traffic or frequently change 
their call signs or frequencies, daily or hourly, it was also necessary 
to reach some conclusion regarding the transmitter on the basis of the 
content of the traffic* Thus it automatically became necessary to inter- 
cept the messages and even to decrypt them under some circumstances. 

In Germany the Agency competent for these natters from 1920 to 1933 
was the Ministry of Defence, Counterintelligence Division, and after 1933 
the F ors c hungsamt because according to a decree of the national govern- 
ment, the Ministry of Defense was only to carry out assignments directly 
connected with the military defense of the country. 

Caiite apart from the direct requirements of the Xnt eraa tions 1 Communi- 
cations Agreement the interception of radio traffic was also a direct 
political necessity for spotting and counteracting military, political, 
and ©canonic espionage and sabotage of all kind directed against Germany 
and its population* Such activities had been carried on long before the 
war and especially during the war by foreign countries both directly and 
through camouflaged organizations. 

The Allied Powers war© officially notified of this activity of th© 
Agency before the war and no criticism was mad© by them. Thus Foreign 
Minister Chamberlain on the occasion of his visit at Godssberg in 1938 
was shown by Hitler an intercepted message in which a British statesman 
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had spoken and acted contrary to the instructions of his government® 

To the B-Stellen were associated as far as location -went the C-Stelien 
which also made use of the technical equipment of the B^Stellen to some 
extent as need arose® 

It was tiie task of the C-Stellen s 

To copy broadcast transmissions of foreign statesmen aimed at 
Germanyj to copy newscasts and commentaries of foreign broadcast 
transmitters. 

2® Local organisation® 

In order to intercept as many radio transmissions as possible it 
was necessary to set up B and C stations at various points in Germany 
because the radio waves catee in with different strength at different loca- 
tions depending on the frequency, time of day and season and distance 
from the sending station® 

Because most radio transmissions, in particular those on long and 
medium wave and the short wave transmissions from very great distances, 
could be picked up almost equally well at all points in Germany, the receiv- 
ing locations for all these transmissions was selected in the vicinity 
of Berlin for the purely practical reason that one thus required only 
short relay cables to the Agency. Interception within the city itself 
was not advisable because of local interference, poor wave propogation 
within the city, and due to difficulties in the erection of antennas. 

In order to avoid the atmospheric disturbances, in particular "local 
thunderstorms" and to utilise the possibility of double reception with 
short wave, the main receiver station originally planned for the Berlin 
area was divided into two stations with like equipment® 

Templin in the Uckermark (scans 80 km north of Berlin) and 
LBbban in the Spreawald (some 80 km south of Berlin). 
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Supplement Ho. 3 

The choice of these locations was determined by the fact that the 
Post Office Department regarded these B-Stations, which like all B-Stations 
ware its property, as modern replacements for its antiquated receiver 
stations at the two main German radio stations Hauen (north of Berlin) 
and KBnigsmisterhausen and Beelita (south of Berlin) and because these 
locations were in the dead zone (skip distance) for most transmitters 
of these high-powered stations so that there would be no interference 
in reception by the high powered transmitters. The Post Office Depart- 
ment always reserved one of the four receiver buildings at each of these 
stations for its own operational purposes. 

From these two major receiving stations Teaplin and Ittuben ran a 
special cable with 200 pairs of strands and with high limit frequency, 
the two cables FLK22U and FLK226, direct to the min telegraph office 
in Berlin from which part of the strands, those intended for the Agency, 
were connected with the Agency building in Berlin-Charlottenburg. There 
the circuits ended in the C=»Center in Grolmannstrasse where the Post Office 
Department had set up the terminal amplifiers for the Agency lines and 
the distributor devices (switch board). These were operated by postal 
personnel. 

For those transmissions which could not be intercepted well in Tesoplin 
and Zflbben other smaller E-stations were set up near the boundaries of 
Germany* These were also located in buildings of the Post Office Depart- 
ment* They were? 

KSln-Raderthal (Rhineland) 

Eutin (Holstein) 

Leba (Poasserania) 

Breslau (Silesia) and 
Konstanz (lake Constance) 
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Then there were mobile B and C stations in motor vehicles which could 
be employed at various points from time to time* Such mobile stations 
were used during the war primarily in Noordwyk am Zee (Holland), Plovdiv 
(Bulgaria) and Reval (Esthonia) . 

3. Technical equipment. 

The two main receiving stations Templin and LHbben were absolutely 
alike in structure and technical equipment* 

For the sake of good reception and for reasons for direction finding 
each of these stations was located in damp meadow land with a high ground- 
water level. Each station had five large one-story buildings laid out 
in a quadrangle. Of the five buildings two in each case served for 
B— purposes, two for C-purposes and one building was for administration. 
There was also a serf s of very small receiver huts for D/F and radar 
instruments which had to lie outside the antenna area. The sables to Ber- 
lin began in a main ©witch room next to the office of the head of opera- 
tions in the administration building. The cables from the individual 
receiver buildings cams into the same room. The head of operations had 
to connect the transmissions from the receiver buildings to the outside 
cable. 

Around the several receiver buildings were the masts for the various 
antennas and beyond these masts were a number of directional antennas, 
in particular rhombic antennas, whose cables ran underground to the sev- 
eral receiver houses. In the case of the rhombic antennas sometimes 
several were attached to the same masts in the same receiving direction 
but for different frequency ranges or for different vertical angles of 
radiation* 

In each receiver building for B-purposea there were some 20 positions, 
all with the same standard technical equipment. When need arose several 
positions could be grouped into so-called areas which then carried out 
definite tasks as a close working unit. 
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The standard equipment for each position ms approximately as follows: 
1 Long-wave receiver. 3000 - 2000 m 

1 Medium-wave receiver. 2000 - 200 m 

2-3 Short-wave receivers. 200 - 12 m 

Power supply units for the above receivers with 
good voltage stabilisation. 

1 single channel Morse ink recorder. 

1 double channel/Morse ink recorder. 

1 office typewriter. 

To this standard equipment might be added in view of the special 
task of the position other equipment, e.g. s 

fiotary commutators for multiplex telegraph systems. 

Single side band receivers or applique units. 

The receivers mentioned above, in particular the short-wave receivers, 
were specially developed^ heavy instruments for the utmost stability of 
frequency, accurate frequency calibration and maximum selectivity. 

Primarily these were receivers of the types 

Spez 8G1 Or, Fu HE a, Fu HE b, Fu HE q, FU HE d, Kw E a, 

E 32 (cover name K85n) and E 53. The writer played a signi- 
ficant part in the development of these. 

These receivers had essentially the same internal structure and a 
sensitivity of 

1 microvolt input voltage for 1 7 signal voltage, 10 decibels 
above the internal noise level. 

The internal construction was somewhat as follows: 

2 HF-stages (2 r.f. preselector stages for image response 
redaction ) . 

1 mixing tube (1 frequency converter stage for additive conver- 
sion) . 
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1 oscillator tube. 

3 if amplifier stages for adjustable selectivity. 

1 second detector. 

1 MF stage (audio frequency amplifier stage) . 

1 crystal controlled oscillator as beat oscillator and multi— 
vxbf&fcor for frequency calibration. 

1 if amplifier stage and rectifier for getting automatic volume 
control voltage. 

The instruments had separate input for linear antennas and for beam 
antennas, also special out-put of 600 ohms for the cable connection. 

The last receivers of types E-52 and E-£>3 to be put into use had motor 
tuning for four frequencies which could be pre-set as desired and out- 
put terminals for the automatic volume control so as to get a favorable 
ratio of signal to noise when connected up for diversity reception. 

The recorders had to copy perfectly a Morse speed of 350 words a 
minute (z 2$6 bauds), there were a few recorders with a speed of U80 words 
per minute for special purposes. 

U. Method of work at the B and C— stations. 

Each position was manned by one operator who was relieved by others 
in round the clock shifts. The equipment permitted each position to receive 
on tape three 'transmissions simultaneously. If the double recorder had 
to receive double from two antennas because of poor reception conditions 
for specific transmitters, then each position could only receive two stations. 
It also happened that the operator received three transmissions on 'tapes 
and typed a fourth directly on the machine if the sending tempo was suit- 
able. 

If he was not copying himself, he seated the strips from the machine, 
selected text In accordance with his instruction and copied it off the 

v » : 
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tape on the typewriter. It was proposed that the operator should be given 
a teleprinter so that he could type teleprinter sheets in Berlin by direct 
cable. Nothing came of this proposal, however. 

For transmitters which worked with multiplex systems of various kinds 
the above working methods only came into account for the DCCC system which 
worked with cable code on paper tape. For these systems the converter 
was located with the operator* For the other systems, which worked with 
teleprinter channels* the operator sent the tone frequencies received by 
the switch board and cable to Berlin to the G-Centar which then transmitted 
it to the B-Station in Berlin where teleprinters were located for receiv- 
ing land-line teleprinter transmission. 

The individual operators at the B-Stations were connected through 
the exchanges by direct telephone with the receiving personnel in Berlin 
when messages were forwarded. 

The speech inverters for radio telephone traffic were likewise in 
the C-Center in Berlin which was property of the German Post Office Depart- 
ment and was maintained by postal personnel. From here the traffic received 
was switched to one of the A-Stations in Berlin, according to the complex. 

The C-Stations were housed in special building of the B-Stations » 

The technical arrangements were essentially the same as in the B-Stations. 
Long wave receivers (30,000 - 2,000 meters) were not required here but 
the number of medium wave receivers was materially greater. Of course 
there were no redorders and typewriters here, the positions were laid 
out differently and were larger because as a rule in case of broadcast 
reception there was switching to Berlin and each operator on broadcast 
reception could set ancuatch some 8 to 10 receivers simultaneously. 

Reception was usually more stable here and shifts of frequency were rare. 

From the two C-Stations Templin and Xflbben some 30 - U0 transmitters 
each ware routed on to Berlin simultaneously. 
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When fading occurred in short-wave reception at the B and C-Stations, 
diversity reception was often used. For this purpose the same transmis- 
sion was received from two or three antennas which lay at some distance ^ • 

% * * 

from one another or endeu in different buildings aim the tone frequency 
output c/ the receivers were connected up. At the same time the automatic 
control voltages of receivers with diversity supplements were connected 
up in order to get a favorable ratio between signal and noise. In many 
cases it ms necessary to have double reception by both 3 or C-Stations 
Templin and LQbben. 

Multiple reception by the so-called Musa-System (multiple unit steer- 
able a ntenna system) was not employed because the expenditure of equipment 
ms only profitable for stations with large scale operations which always 
received particular stations only. For the operations of the Agency this 
system involved too great a technical outlay and the system was not equal 
to the operational demands for very swift change of frequency and direc- 
tion of reception. 

The sraall 3-Stations at K81n, Eutin, Leba, Breslau and Konstanz 
mentioned in the beginning had essentially the same technical equipment 
as the two big stations Teaplin and Ldbben but each station had only one 

building and the number of positions was in operation simultaneously. Moreover 

B-Stations some 20 receivers isere in operation simultaneously. Moreover 
the small B-Stations had only one channel each to Berlin and sent their 
material in urgent cases over two or three teleprinter channels on leased 
postal wires wi ich were supplied with various models of the cipher tele- 
printer T-52. 

The mobile B and C-Stations consisted of motor columns with two or 
three receiver vehicles, a transmitter vehicle and a teleprinter vehicle. 

In each receiver vehicle were two normal positions and a search position; 
they also had emergency power supply and telescopic antenna masts which 
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were fastened to the vehicle and set up on the working site. From time 
to time a D/F trailer with Adcock direction finder could be added to the 
vehicles. 

The radio transmitter vehicle served for connection of the mobile B 
and C-Station with the agency and was provided with a 200 watt short-wave 
transmitter (l£ - 100 m) and 3 short wave receivers of the type E52. 

It could work while on route but was operated with high antennas on masts 
raised by a crank when the operating site was reached. Moreover the 
transmitter vehicle had supplemental device for three-fold reception in 
diversity operation and for the translation of tone impulses into DC impulses 
so that when coupled with a special teleprinter vehicle it could carry 
on perfect radio teleprinter communication with the Agency in the mixed 
tone system. 

The teleprinter vehicles were equipped with a cipher teleprinter 
T$2c and a reserve machine and also had teleprinter connectors in order 
to be able to adapt the teleprinter to the varying currents and to vary- 
ing line conditions. It was possible to have two-wire doable current 
operation, four-wire double current operation on teleprinter channels 
and one-tone single current operation on telephone channels. 

The individual positions of the B-Stations were grouped operation- 
ally into "areas” according to the current tasks, these "areas" war® in 
charge of an area head who arranged the working schedule, shifts and assign- 
ments of the operators and oversaw matters. The area heads were subordi- 
nate to the head of operations of the station. 

In addition to the regular receiver positions each B-Station had cer- 
tain "search ranges" which carried on the task of real radio roconncais- 
sance. The search ranges had, along with noirnal standard equipment, special 
supplementary devices, e.g.: 

Ultra-short wave receivers (12 to 3 m). 

High fidelity frequency meters. 

Oscillographs . 
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Panoramic frequency receivers, 

Siagnetic film recorders. 

Field intensity measuring units and • 

Direction finders, which were housed in special D/P houses out- 
side the antenna area, 

$. Cooperation of the B-Stations. 

In practice there was no direct cooperation between the individual 
B-Stations and the Agency did not desire such cooperation because the 
stations were to supply their material without being influenced by one . 
ai other. This does not mean that station heads did not know one another 
personally and did not occasionally give information by phone or discuss 
natters at their meetings in the Agency and the social hour which usually 
followed. 

As a matter of principle the actual work at the stations was directed 
and co-ordinated solely by Division u ( Ansata - intercept control) which 
issued clear instructions in writing or by teleprinter to the individual 
stations on the basis of reports from the search ranges of all stations 
and of the superior knowledge of the Agency. The stations supplied all 
traffic intercepted on the basis of these instructions without any pro- 
cessing of their own, just as it came in enciphered or plain, to Division 5 
(Sorting) and also sent operations reports in which they reported the 
results or failures and difficulties in reception. 

In matters of administration and in exchange of personnel the sta- 
tions dealt only with that control station in whose geographic territory 
they were located. 

Hi. 
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Question 19: What card files were there? How arranged? 

What was the archive? To what extent were these two 
institutions satisfactory? (Eurtabach) 

Card Files and Archives 

Introduction: 

1. Before 1933 there had been no Agency comparable to the Porsche 
unggamt. Hence the FA had no model for its card files and archives and 
both had to be developed gradually. Moreover in the early years one could 
not forsee the extent to which the agency would develop . The form of 

the card files and archives which appeared adequate in 1935 was no longer 
satisfactory either qualitatively or quantitatively by the end of 1936. 

Hot until 1938/193 9 did the FA get into full scale operations and not 
until about this time were the card files finally set up in satisfactory 
fashion. But even after that changes in organization and personnel had 
to be made. In the second half of the war 9 especially after the destruc- 
tion of the FA complex in Schillerstrasse and the move to the first reserve 
location in Breslau-Hartlieb considerable limitations on equipment and 
personnel had to be accepted. Consequently the question of the character 
and working methods of the FA card files and archives can only be answered 
correctly for individual periods of tome. In what follows an attempt 
is made to describe only the form from 1938 to 19U0 a the period of highest 
development. 

2. The problem which resulted for the ©valuation of the FA S a pro- 
blem which only became clear in the course of the first three years, was 
as follows: how was it possible to build up a card file and an archive 
out of at first thousands and then tens of thousands and finally hundreds 
of thousands of single items of every description (ranging from single 
newspaper articles to a synthesis of hundreds of decrypted radiograms) 
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where each work®" — whether in the field of foreign or domestic policy* 
in the economic or technical* military or propaganda field — can find 
in the briefest possible time everything that ever reached the FA on every 
individual topic without ending up with a huge * over-inflated outfit. 

In the endeavor to find a satisfactory solution another problem turned 
up: where was the proper limit between centralization and decentraliza- 
tion. 

Development began with complete centralization. But the bigger the 
office became* the more difficult it became to maintain close daily con- 
tact between the worker and the archivist. And without this it was clear 
that much was put in the archives to no purpose and that much which would 
have been valuable to the worker went into the waste basket. The section 
dealing with the foreign policy of the Soviet Onion called for an entirely 
different point of view in the selection of archive material from that 
desired by the section dealing with economic policy and internal policy, 
one which would take note of the inter-action between Soviet diplomacy 
and national Communism. This resulted in a certain necessity for decen- 
tralization. 

From beginning to end, however* the agency retained the basic divi- 
sion into 

Personality card file and 
Topical archives. 


I. Personality File 

In contrast to the topical archives the working principles of the 
personality file were as simple and uncomplicated as one can conceive 
of: each new name that appeared was given a card. 

On this card - for many names 10* 20* 30, UO cards were used in the 
course of years - every occurrence of this name was recorded with a nota- 
tion of the document where it was to be found. 
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There were no exceptions to the rule, not even in the case of lead- 
ing men of the National Socialist regime. So it came about that the pack 
of cards on HITIER was one of the largest. From these cards one could 
ascertain in a very short time when ROOSEVELT* for instance* had mentioned 
him in a speech or written document 3 what ROOSEVELT had said in detail 
was not apparent from the card but could be learned from the topical archive 
by calling for the document noted on the personality card. 

Insofar as people who were not "prominent” but were hitherto unknown 
to the FA were involved* the file worker endeavored to fill in grad ua lly 
the lines left vacant in the heading for personal details. Often the 
first entries were in pencil with question narks. With thousands of names 
which appeared once in a radiogram or telephone message supplencntdeirtries 
were never made. But they were made on a surprising number of cards. 

Of course the greatest difficulty was encountered with Germans named MEIER 
and with Anglo-Saxons named SMITH* etc. 

The heading of the card had* in addition to space for personal details* 
space for a picture which was usually cut from a newspaper or illustrated 
magazine and also a box tsith the heading "inquirer". In this box were 
entered a few letters indicating who had made inquiry. $hich letters 
were used to indicate Counterintelligence, Main Security Agency* For- 
eign Office* Minister of Economics, etc.* I no longer recall. These cards 
dealt with so-called "customers' 1 who were watched at the behest of soma 
other agency. Actually almost 99% of the cards contained names which 
turned up in the general survey of radio traffic and of foreign telephone 
conversations and had not been entered at the request of other agencies. 

As far as the card file was concerned, no distinction is mads between 
these two classes. In the case of "non- customers" the same letters were 
always entered so that anyone using the file would know at once that it 
was a "non-customer". 
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This practice caused the FA many a headache . When "prominent" Ger- 
mans, high officials of the ministries, generals and the like visited 
the FA with GGRIRG’s permission, they ware shown the card file. Then 
the visitors wear© apt to ask for "their" card. This ms always shown 
them. Bit if they then saw the box "inquirer" with nysterious looking 
letters in it, it was almost never possible to destroy the false impres- 
sion that someone had requested that they be watched. 

In the case of "customers" tabs were attached to the cards showing 
to what special category they belonged: diplomats. Communists, journal- 
ists, etc. This made possible a swift answer to inquiries concerning 
such a category. 

Some sample cards follow: the data have been invented, of course, 
hit they correspond precisely to the type of entries in the FA, 

Examples 

Inquirer: A1BIANU, Grigory 

Key letters for Assistant to the Roumanian Military Attache in 

Counterintelligence Berlin. Captain. Bom 11.5.190U. Unmarried. 

Ho. 9U2 In Berlin since 1.U.37* 


For career see Archive 198U56. 

3.U.37 BUPONT (H 23U h$6) - UU. SMITH (N23U588) - Mrs. Elsa SCHHBIBER. 

(H 23U776) - ll.U. Pass Kathe WW®. (?) - 1U.U - 19.U. Private journey 
to Garmisdi-Parfcenkirchen, "Hotel zur Post" - 22. U. BARTEL0Z2I (N U32*>96) etc 

In the above example we have a request from Counterintelligence to 
watch as a matter of routine the new assistant to the Ro umanian attache 
with regard to his connections, conversations, travels, etc. All his 
ascertained connections can be surveyed on the card. The names mentioned 
were entered on new cards, if not already in the file, on which the name 
Adriana appeared with the same date and the same N number. In the case 
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of "Miss X3th© MILLER" it may be noted that the (?) signified that the 
name and spelling was doubtful but not her identity, residence, etc. 

A signified that the spelling had not been clarified so that there 
might be confusion with a name that sounded similar. 

The card, which was usually far more extensively filled after a few 
weeks than in our example, made it possible to answer quickly inquiries 
of Counterintelligence such ass has ADRIABU much contact with the Rus- 
sian Legation? on was he out of tom in May? It also made possible 
a quick finding of the H-mmbers dealing with ADRIAHU and through these 
of the documents, in this case chiefly telephone calls by him. If Counter- 
intelligence asked the FA: please put together today everything you have 
on AERIABU, it was possible for the worker to have everything an his desk 
twenty minutes after the request arrived at the very latest. 

* * * 

Inquirer: Dr. HE33JZEI1&HN, Werner 

Key letters for Berlin-Pankow, Hildegardstr. 93 Tel. 31662. 

RSHA Until 1933 Professor of Physics at the 

Hr. 1216 T.H. Berlin. 

Born 5«6.89. 


8.2.38 Dr. SCHMITT (H 3U5876) - 10.2. Else GELLENKffij? (Gellenin?). 

H. asks how G likes Switzerland; she should visit him soon - 13.2. 

Paul ME2ERH0FFER (B 516629) - 15.2. H inquires of the travel bureau 
"Unter den idnden", how late it is open evenings, etc. 

Hers an inquiry from the Main Security Agency was involved which 
was occasioned by the following: "Professor Dr. Werner KEIHZEIMM was 
a member of the KPD until 1933. He participated in experiments which 
concerned national defense. There is a suspicion that he wishes to go 
secretely to the USSR." 

In this case the worker had to enter on the card all details which 
seem to bear on the problem. 
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Inquirers 


MOORE j Gerald 

Captain, presumably in the 1st Sussex Infantry Regiment. 
In April in Cairo. Since May 1938 supposedly in Malta. 


Mon-customer: 


Hi.U.38 G.M. informs Evelyne MOORE, Greenwich, Park Lane 23, that his 
leave must be postponed due to change in location. E.M. on 15 «U. to "Cap- 
tain" M., Cairo, (details of address illegible) acknowledges receipt of 
message with regret. - "Morning Post" of 12.5: First Sussex Infantry 
Regiment is being transferred to Malta shortly. 

This is an example of how names which appear in the general monitor- 
ing of plain text radiograms (designated by "F") were entered in the card 
file. 




Inquirer: 


MORRISON , James 

1 September 38 in Teheran, Hotel "Europa" 


Non-customer 


"Credit Lyonnais” informs a James MORRTsnw in Cairo on U.9.38 that Stan- 
dard uxx uompany has dspuoxoaa 23,500 dollars on his rarxs account. 

Mot much could be done with this information. Nevertheless a card 
was made in such cases in the hqpe that further information might ooae 
in later or that it might be interesting someday to know that M was in 
contact with Standard Oil and was in Teheran in September 1938. 

In the personality file of the FA were t ms of thousands of such 
cards which were never supplemented and never used, but at some time sev- 
eral hundreds of them did prove very valuable and supplied important bits 
for this or that situation report. 
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J 

Inquirer : TABOJXS 9 Genevieve 

Non-customer Journalist in Paris® Correspondent for papers 

Born (date) Picture® 


3*7*39 article in “Matin” on the situation in Poland^ A 1*3567 - U®7 
Conversation with Embassy Councillor COULONIHE,, French Embassy* Berlins 
T hopes she may soon see C in Paris o - 5*7° “Aftenposten” ~ Stockholm 
refers to T-arti cle in “Matin” on the attitude of the Polish Foreign Min- 
ister toward Germany A 73U528 - 5*7* SMITH* “Daily Mirror” - representative 
in Berlin expresses to BiRGZZX* “Stampa” * his doubts as to the reliability 
of T-information (N 8765U3) * - “Chicago Tribune” cites T-article on Poland 
in “Matin” A 765839 * - etc. 


People like Madame TABOUIS soon had a whole pack of cards which showed 
their publications almost without a gap® 

# * & 

The foregoing examples should suffice to make clear the principle 
followed in the personality file of the FA and its practical workings® 

As far as the size of the file was concerned I can only state that it 
contained at least 1-1/2 and probably about 2 million names® Many of 
these were worthless ballast® On the whole* however* the personality 
file served the purposes of the FA admirably® The system and its appli- 
cation was recognized by all units of the Agency as adequate to meet all 
demands of the intelligence work® Only in the 'early years we there 
complaints but these were directed not at basic matters but only against 
the unsuitability of certain workers® %en th©3@ people had been replaced 
by others who were more dependable* speedy* and better able to put two 
and two together® the opinions expressed regarding this unit were favorable® 
The personality file remained centralized until the very end* 

Everyone working in evaluation was obliged to consult the personality 
file on every name that was unknown to him or where there was any ques- 
tion regarding spelling or identity® At first they went and asked the 
questions personally* later used the telephones* and finally ~ because 
the telephone often led to errors and particularly because it forced the 
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the file workers to interrupt their work for long periods, inquiries were 
made in writing on a printed form which was sent by tube and on which 
the answers were returned by tube. Those inquiries which were not marked 
urgent were collected in the file room and turned over the night shift 
so that the answers were always ready on the following morning. 

On a normal work day the personality file had to answer between 700 
and 1,000 inquiries. 


II. The Topical Archive 

Although the personality file was started on the very first day, 
so to speak, it was years before the final form of the topical archive 
was developed. It was some time before the need for it was recognized 
and before it was clear precisely what purposes it should serve. It arose 
primarily from the practical consideration that it is impossible to get 
at many things by working with names and persons and that the approach 
must be by concepts. With an assignment as universal as that of the FA, 
however, the same political or economic fact assumed an entirely different 
aspect according to whether one approached it from the point of view of 
foreign policy, or from a military, economic or propoganda point of view , 
Further more there are always two sides to the relations between two coun-- 
tries. 

It is impossible to take up here the various experiments made to 
f_ad the system which would satisfy the needs of the several evaluation 
divisions as well as those of cryptanalysis. The final form in any event 
was the decimal system worked out in 1937 • 

The system 

The principle was as follows s 

Each folder of the topical archives was given a IQ — digit number. 
Likewise each card. The first digit indicated the continent! the next 

23 


TOP SECRET 


TOP SECRET 


two digits the country. The next always indicated the sa:ne major concept 
for each country. The next the same subdivision of each major concept, 
Those following signified a further sub-division of the sub-division by 
countries or by groups of topics. With the reminder that it is no longer 
possible to state from memory which of the 10-digits designated which 
concept, an attempt will be made to illustrate the principles 
Digit I s 

Continent Europe 1 



America 

2 


Asia 

3 


Africa 

It 


Australia 

5 

Digits 2 

and 3 s 


Country 

Germany 

01 


France 

02 


Belgium 

03 


Holland 

Oit 


Luxemburg 

05 


Switzerland 

06 


Austria 

0? 


Hungary 

08 


Poland 

09 


Lithuania 

10 


Latvia 

11 etc 


Digit U ? 

Main concept Government 1 

Foreign Policy 2 
Internal Policy 3 
Economic Policy It 
Press 5 
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Main concept (cont») 

Armed Forces 6 

Culture 7 

Propaganda 8 etc « 

Digit 5 ? 


First sub- concept 
Sog, under economics 


Agriculture 1 

Industry 2 

Cpmmerce 3 

Trades U 

Comnunications 6 

Shipping 7 

Combines 8 etc. 


Digit 6 s 


Second sub-concept 
e«g. for communications 


Railways 1 

River shipping 2 

Highway construction k 
Motor traffic 5 etc* 

Digits 7 to 10 peimtted a further break-down of t he second 
sub-concept into four others <> e.g„ under industry into 

(digit 6) Iron working industry 1 

(digit 7) Machine factories 1 

(digit 8) Machine tools 1 

Agricultural machinery 2 etc 0 

This classification made it possible to find all FA documents on 

the same major or minor topic for two or more countries at once, e 0 g 0 i 

what machine tool factories are there in Delgium, Holland and Luxemborg? 

The material was found in the folders s 103i$lll 

101414.2111 

105U2111. 

for at least each major topic under each country and, for the first 
and second sub-division, if inquiries were frequent, individual cards 
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were prepared which contained all important data in brief abstract. The 
cards "French Government", (for instance ), gave all data on the French cabi- 
nets of recent years including the secretaries and division chiefs. Hence 
these cards served for a quick orientation, the content of the folders 
served for detailed work. In the case of complexes involving two or more 
countries, e.g. when a commercial treaty was concluded between Prance, 
Belgium and Holland, the three corresponding cards on this topic were 
filled out in like form? in the folders the text of the treaty was given 
only in the French folder while the folders for Belgium and Holland con- 
tained the notations 

For text of the treaty see (folder number,. ..... 

"France, Commercial Treaties") . 

All names contained in the topical archives had to be entered on 
individual cards in the personality file. The reverse was not true because 
the personality file contained names of tens of thousands of private in- 
dividuals where the spelling and identity was not sure. Checking the 
card file against the archives repeatedly at brief intervals for names 
helped frequently to eliminate errors and uncertainties. 

To facilitate the work of the archivist and to make it possible for 
untrained section heads from the evaluation divisions to find documents, 
the filing system was printed^ it yielded a volume of several hundred 
pages . It was laid out very clearly and therefore enabled the nonpar chivist 
to determine at once under which number would be filed an article on the 
Pan-American Conference, a broadcast on Anti-Soviet trends in Georgia, 
a statistical study of minerals in Turkey, a decrypted message on the 
impending transfer of a Roumanian councillor of legation to the Embassy 
in Lisbon. The evaluation of the U„S. Air Forces by Soviet Military Jour- 
nal,. a telephone report by a journalist on an impending journey of Churchill 
a pamphlet on the problem of nationalities in Syria, etc,, and also the 
indicator numbers under which all available material on any question might 
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be found. The familiar reference works like the "Gotha" and "Who's Who?" 
had been incorporated into the personality file and the cards in the archives. 

A short time before the filing system was introduced, a noticeably 
favorable interplay between the card file and the archive on the one side 
and evaluation and cryptanalysis on the other appeared s the better, more 
complete and dependable the card file and archives were, the better evalu- 
ation and cryptanalysis turned out. The reverse was also true. 

Of course when one looks back, many things were filed in the archive 
and recorded in the card file which never bore any fruit. But the use 
which not only the FA but also many ministries had of this unique German 
Central Intelligence outweighed the unavoidable waste many times. Card 
file and archives became from year to year an increasingly valuable mine 
of historical and current knowledge in all fields. Combing of all secret 
sources gave them special value. It may be said without exaggeration 
that what could not be found in the FA archives was not worth knowing. 

Its value, however, lay not merely in the enormous mass of factual 
material available but in the fact that, thanks to the decimal system 
used, all available material could be found in what was often an aston- 
ishingly short time, even on most unusual topics. If the heat was on, 
this could be done in tan minutes or less l And finally this system per- 
mitted one to get at whatever one was seeking in two ways; starting with 
names, and starting with the concept and hence with a time concept, "What 
was the name of the Swedish journalist who had to leave Moscow suddenly 
in 1937?” If it had been necessary to run through all the journalists 
in the personality file (marked by tabs), that would have taken hours. 

In the archive by looking under "Sweden" 

"Press" 

"Foreign Correspondents" 

"In Moscow" 

the answer could be given in less than one minute. Or: "In what speech? 
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when and where did D&IADIER say approximately the following (.....) about 
Spain?" the archivist only had to reach for the folder marked 
"France" 

"Foreign Policy" 

"Spain". 

If this was too fat he could also look on the MIADIBR card, on which 
all speeches were entered with ■fee date, and on the basis of these details 
check through the folder. 

It may be noted that the archives had an extensive library of German 
and foreign reference works in the fields of politics, economics, tech- 
nology, etc., directories of many large cities, press almanacs, atlases, 
etc, which could be consulted for supplemental information. 

Organisation 

Until about the beginning of the war the personality file and archive 
were combined in Division 10 of Office V (Evaluation). But as has already 
been mentioned it turned out that the topical archive frequently could 
not satisfy any of the three divisions and that too mch aimless work 
was done. Hence a reorganisation followed which united the advantages 
of centralization with those of decentralizations 

The topical archive was divided among the three divisions. 

While Division 13 (state Security, internal policy and propaganda) 
set up branch archives, 11 (Foreign Policy) and 12 (Economics) assigned 
to each section its own archive. The value for the single sections 
and branches was apparent? the archivists quickly learned by daily 
contact at close quarters what was actually needed? they were brought 
closer to the work of evaluation and saw that with their aid better 
reports could be produced. It was now no longer necessary for the 
sections to set up little "private" auxiliary card files and archives. 
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The possible disadvantage that uniformity in handling documents would 
be lost and that all material might not be found in case of inquiries 
from Evaluation, Intercept or outside agencies, was avoided by locating 
the central control of the archives in Division 10. Actually the follow- 
ing procedure was used? 

Everything which a section wished to have filed was not placed 
directly in the appropriate folders from which the proper cards would 
be prepared as before, but was sent first to this collecting point 
in Division 10. Here a notation of the correct decimal number for 
the document was made. Here it was also decided whether the docu- 
ment should be sent to other archives of the same or of another divi- 
sion; in such cases the document was sent direct. The other unit 
or units could then make references on their cards. In the case 
of VN J s they received a second copy of the report for filing. Inquir- 
ies from other divisions or from outside the Agency continued to 
go to the Central Unit in Division 10 which used all the single 
archives in the preparation of a reply. After a short trial period 
this mixed form worked out admirably. 

Aside from the centralized personality file and the ultimately half 
decentralized topic archive, the FA only had technical files for intercept 
work and special files for cryptanalysis. For collateral information 
the eryptanalytic unit used the 7 topical archive and personality file, 
both of which wore consulted heavily by Office IV. 

Personnel Date 

In 19UG> when the FA had the greatest strength, some 250 people were 
engaged in work on the card file and archive. Before the war the workers 
were predominantly male but from the fall of 1939 on about 80 percent 
wore female; their performance was fully equal to that of the males. 

In 19U5 only about 90 persons were still engaged. 
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Since the structure, extent, working methods and output of compar- 
able foreign archives and card files are not known, it is only possible 
to judge the value and performance of the FA archive and the FA card file 
by German standards. It is certain that before 1932 and from 1933 to 
1 9UE> no ministry or other central agency had anything comparable. 

The fire which destroyed the folders and cards in Breslau in Janu- 
ary l9hS in compliance with orders certainly destroyed the greatest archive 
of open and secret information that Germany ever possessed. 
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Question 19: uhat card files? How set up? The Archive? iiich used? To 
what extent did they prove satisfactory? ’.'.hat more might have been desired? 
(KrSger) 

This question has already been answered fully from the standpoint of 
"■Evaluation" , hence only brief supplemental remarks from the point of view of 
Cryptanalysis may be made here. 

The so-calleci System Card File in the cryptanalytic division contained 
a special card for all cryptographic systems ever worked on or watched with- 
in the Forschungsamt, Since only diplomatic traffic was worked on, this con- 
tained practically all the diplomatic systems used in various countries of 
the world aside from Germany, In the answer to Question 2 -voll be found on 
Page 8 (Part I) details regarding the form of the individual card. The 
systems were arranged according to countries and for each country were 
given a serial number. From this file one could gets 

1° * E enera l survey showing the ratio of readable and non— readable sys- 
tems or of systems worked on and not worked on; 

2, A check on the extent to which new systems had already been analysed 
or still must be analyzed; 

3» Information as to the line of development in the field of crypto- 
graphy in each individual country and the present status of know- 
ledge regarding the security of systems in each country. Often a 
knowledge of this point could give important clues when analyzing 
new systems. 

It was also customary to keep a so-called "group card file" for each 
non— alpliabetic /"two— p art7 code. Each card contained simply the cipher 
group with the recovered meaning. As a rule only the so-called "inked 
groups 1- were taken up into the file, i.e. those groups whose meaning was 
already absolutely sure so that the entry in the code which had been in 
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pencil originally coaid now be made in ink. VJherever necessary even the 
uncertain meanings might be taken up into the card file* There was need 
of this, for instance, when a code was used with additive. The cards 
were arranged alphabetically according to meaning so that the card file 
formed the counterpart of the code. These code files were absolutely 
necessary when solving additive for the reduction of columns of slight 
depth. 

Information has already heen given regarding the archives, its card 
files and the information bureau associated therewith* Here we shall only 
mention the extent to which the cryptanalytic division made use of these 
arrangements and the results* 

It can be said in general that this information center was very popu- 
lar with the cryptanalysts and that they made extensive use of it* fspec.i- 
ally when working on new codes the experts used to plague the information 
center with all kinds of questions* 

although these questions were generally far from precise in the early 
stages of code breaking, the information given usually came so quickly and 
was so satisfactory that the work of the information section was regarded 
highly* 

If the information section sometimes fell down, that was due either to 
poor phrasing of the question or raore rarely to the fact that new people 
were working in the inf ormation section who did not yet knovr how to exhaust 
the possibilities of the archives with its reference works and card files* 
In any event the successes of the cryptanalytic division were in some cases 
due in no small measure to the work of the information section* 
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•X' jf 


UF 2kl Part IV 0 

Question diOs Special devices (Huppertsberg) 

There were a number of special devices for clarif/iig rav.io links 
which did not work v/ith low-speed Morse or with pi? n language 0 
lo Telegraph Devices 

a» Low-s^eed iiorse traffic was copied by ear with a head phone 
directly onto the typewriter. High-speed Morse systems v/ith up to 3h0 
words a minute were copied on paper tape by the previously mentioned re- 
corders . 

bo For certain high-speed Morse transmissions operating up to 
some 1*80 words a minute special receivers had to be employed where a 
swiftly moving balanced armature pressed the paper tape against a rota- 
ting worm shaft* 

Co For lines working with the DCaC System (double cable code com- 
munisation system of J.V. HIGGIT) there were special synchronous commu- 
tators which separated the two traffic channels, whose impulses were 
nested on a ti e basis, and which erased from the written records the 
alternation (Weche&l) (revs)# automatically transmitted where letters 
were missing. Thes^ devices could be switched over for the reception 
of the three different types of signals which occur. The ink recorders 
used to copy these links had to be trimmed for the neutral zero position 
of the printing channel in order to receive cable scrip code (Kabel- 
schrif tkode) . 

d. For receiving special systems with various audio channels mul- 
ti-audio channel systems) there were supplemental audio filter units 
coupled with amplifier tubes which could be set for the several audio 
channels. 

e. For certain multiplex systems, e. g. for the U.S. 7/ER Stations, 

* Not clear to translators (revs ^.revolutions?) supplied by author. 

33 


TOP SECRET 


TOP SECRET 


it was necessary to add to the intermediate frequency amplifier of the re- 
ceiver a special inter, mediate frequency pilot carrier* in order to move the 
several traffic channels of a transmitter more widely apart from one another 
and then to separate them by audio filters* If some of these channels srere 
operated with teleprinters, then the audio jfjSftg&eneies of these dhannejks 
were translated by audio signal detectors into DC impulses which then con- 
trolled the teleprinters* 

fo In one case it was necessary at the beginning of the war to use a 
Baudot commutator and change one teleprinter for the Baudot alphabet* 

go lor the devices used for one other important system see Question 21* 
2© Voice devices* 

a© In voice traffic use was made in the simplest cases of normal speech 
band inverters which added to the speech band lying between 300 and and 2700 
cycles per second a fixed carrier frequency of 3000 cycles per second© After 
rectification one got by this supplement the two side bands between 300 and 
2700 ana 3300 and 5700 cycles per seconc, of which the lower band lay on the 
correct side and was intelligible after filtering© 

Since there were some radio phone links where there was frequent alter- 
nation between "clear” and "inverted* operation and since it was very im- 
portant for operational reasons to get statements by the operating personnel 
regarding subscribers 1 numbers, announcements of calls and fees in plain lan- 
guage, a special inverter switch had to be developed which automatically gave 
plain language by throwing in or bridging the inverter* 

b© There were also special audio-speech banc converters of our own 
construction where the additional carrier was not constant at 3000, but was 
adjustable for frequencies between 0 and 16000 cycles per second and where 
the upper or lower side bands would be filtered out using a switch through 
a filter of 300 to 2700 cycles per second* 

c* lor intercepting one particular voice link it was necessary to di- 
vide the entire switch band between 250 and 3000 cycles per second by 
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filters into five separate partial bancs and to oring thes^ live partial 
bands into the correct tone position by several supplemental carriers or to 
partially transpose and to combine these bands again into a single band,. In 
this system the carriers ana filters had to change at time intervals syn- 
chronized with the switching in the transmitter* The switching mechanism was 
activated by a key tape in 7/hich holes were punches corresponding to the key 
for activating small contact levers® 

Clarification and development of the devices for this system took only a 
relatively short time because the technically obtainable steepness of the band 
filter curves and the reaction time of the filters imposed natural limits to 
the number of partial channels and to the speed of band shifting at the send- 
ing station* 

Discovering the encipherment and the key period was facilitated inasmuch 
as it was usually sufficient to get only two or three of the five bands cor- 
rectly in order to understand everything because the human ear is capable of 
supplying automatically missing portions of sound and overtones® The key 
period, moreover, was only a short one® 

(Apparently the e>qperts at the transmitting end regarded this system as 
very secure since, as the writer was later told, they permitted their leading 
statesman to talk freely using this system)* 

do For receiving transmissions with suppressed carrier or with single 
side bands special single side band receivers were available which supplied 
artificially the missing pilot carrier in the i.f • amplifier* The total band 
thus received was then broken up by filters into the several speech and tele- 
graph channels® 


\ 
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Question 21: hat do you know of any special Russian equipment? (huppertsberg) 

There were some 20 to 30 traffic links operating v/ith multi-channel tele- 
printers where the 5 successive impulses of the teleprinter alphabet of dif- 
ferent channels were nested in time sequence. 

Among these systems some were noted with 2, 3, 6, 9 and 12 teleprin- 

ter channels. 

At the sending end the five impulses of the individual channels were 
combined by means or a rotating contact distributor (rotary commutator) into 
a common nested sequence and to this was added a synchronizing impulse for 
each revolution. The contact arm of the revolving distributor controlled the 
radio frequency carrier of the transmitter in direct current on-and-off key- 
ing. example of the two- channel cycle: 

S 1 I 2 II 3 111 k IV 5 V 

S 6 VI 7 VII 8 VIII 9 IX 10 X 

5 - synchronizing impulse, 

1 2 3 U 5 ~ signal impulses of the first letter of the first channel, 

I II Iai IV V * signal inpulses of the first letter of the second channel, 

6 7 3 9 10= signal impulses of the second letter of the first channel, 

VI VII VIII Ia X= signal inpulses of the second letter of the second channel. 

At the receiving station the tone impulses of the receiver were recti- 
fied and concuctea through a revolving distributor which recombined the im- 
pulses into groups of five for each of the channels which then passed to 
the teleprinters. 

The sychronizing inpulse served to assure synchronization between the 
revolving distributors at the sending and receiving stations. 

On many links such systems were used and the sending was by inverse 
current keying where for the positive and negative signals two closely ad- 
jacent sending frequencies were used in d.c. (c.w.) keying. 
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For intercepting this traffic there were several teleprinters fitted with 
the special alphabet of the country concerned s 

bown to the capitulation on 3 0 £>ol9a5 these systems obviously were not 
operated with automatic encipherment, but the sequence of signals remained 
the same for each revolutions 

iShen links of this system occasionally received enciphered messages, 
these appearec only rarely and in individual channels and only for single 
telegrams j they had obviously been especially enciphered by other means be- 
fore transmission,. 

Systems other than those mentioned above had not been identified down 
to 8. 5. 1915 o 
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Question 21. What do you know concerning any Russian special devices? 
(Kr8ger) 

h derailed repofct is given in the survey of various cryptographic sys- 
tems jJjb 2hoJ on experience with the Russian multi-channel radio cipher 
machines. It need only be mentioned here that the 2-channel cipher machine 
was withdrawn from use a few days after the i orschungsamt succeeded in solving 
it. When the machine ms put into use again some weeks later, the cipher de- 
vice of the cipher channel had been so altered that solution by the previous 
method was no longer possible since, when switching the machine from pro- 
cedure traffic to cipher text and between a pause in transmission and cipher 
text, the switching became effective at once and the idling period of 7 ele- 
ments had dropped out. That the same machine was involved ms proven only 
by the receiver device which still broke up the scrambled text into a clear 
and a cipher text in the same manner as before. Because OKH had great inte- 
rest in this traffic and its own receivers did not work perfectly,and be- 
cause further detailed work at this time (Autumn 1 9h3) in the i orschungsamt 
ms not possible, oKH received all new traffic on this machine for process- 
ing, It must also be mentioned that, due to the excessive distances, the 
receiving apparatus of the Forschungsarat only rarely produced cipher text 
which did not now and then contain one element too many or too few in con- 
sequence of atmospheric and other interference. Although formerly correct- 
ions of each cipher- text had been possible ~>n the basis of the first and 
last seven elements, there were now no clues for these corrections. Due to 
uncertainty regarding the actual intervals the report on the investigation 
by OKH stated that the size and stepping of the old wheels had apparently 
been retained. Before it v/as possible to supply OKH with an adequate 
amount of cipher traffic, relatively free from garbles for study purposes, 
the receiver in the Korschungsamt was destroyed by bombing. I do not 
hnow of any further work on che system in Germany, 
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Question 22: Did anyone concern himself specifically with the question 
whether the USSR had a central cryptanalytic unit and if so* where it was 
located* hem strong and how capable, (KrBger) 

To isy knowledge no one in the FA was specifically occup:' 2 d with the 
question whether and where the USSR had a central cryptanalytic unit* how 
strong it was and what results it had hado Although no positive information 
■»a this matter existed, I never entertained any doubt as to the existence of 
h a unit in the USSR. In fact I am convinced that this unit was admirably 
organized* that this organization achieved excellent results, and above all 
that Russian cryptography as a whole was under an extremely precise, able 
control* in which connection its success led one to infer that this control 
had been organized by the main cryptanalytic unit. 

These assumptions are based on the experience which has been confirmed 
repeatedly in all countries that from the degree of security evidenced by 
the cryptograms of a given country can be deduced with absolute certainty 
the existence and extent of a cryptanalytic unit and its direct influence 
bn the cryptographic systems of the country. 

For instance, if Switzerland were still using substitution slphabets as 
late as 1935 and a few years later introduced codes with groups of varying 
length enciphered by substitution tables and transposition within the group, 
and if in 19u0 it was still using the Enigma for months at a time with a fixed 
message key for each day of the week and then three years later enciphered 
the indicator groups and message keys on the machine and changed the wheel 
sequence from message to message, thax. indicates an advance which can only 
be explained by knowledge gained in the field of unauthorized decryption* 

0n the other hand the amount of knowledge thus revealed leads to the infer- 
ence that this unauthorized decryption was only carried on in a very modest 
way. 

In like manner it can be inferred from the development of the crypt- 
ographic systems in Sweden, for instance, that about the beginning of the 
war a cryptanalytic unit must have been established there which must have 
been of considerable size. 

Finally if France, England and the United States used systems with 
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the highest degree of security and at the same time used simple codes, and 
if reports were encrypted in large measure with a simple code but with 
every important sentence in a particular message superenciphered in a secure 
system, this must be regarded as proof that the cryptanalytic units of these 
countries understand clearly the security of the several systems and that they 
have worked out appropiate systems and regulations for their use, but that 
these cryptanalytic units are not able at the same time to exercise control 
over the obseivance of these instructions* Only in this way can one explain 
the fact that in these countries systems, which in and of themselves are 
good, are used for a longer time and for a greater volume of traffic than is 
admissible, so that in this way the security of these systems is compromised, 
and that even important messages of a secret nature, for which encryption by 
a secure system is prescribed, are encrypted by simple code in urgent cases, 
even though the content is most secrete Of the numerous examples which might 
be adduced, the following may serve as an example: 

The additive number used by Great Britain, which ran to 40,000 elements 
and served for the encipherment of the 5-digit code and yjus replaced at 
definite intervals of time, offered as a rule adequate assurance of security* 
But if in periods of greatly increased diplomatic activity with* telegraphic 
traffic many times the usual volume the additive is not replaced corres- 
pondingly sooner, especially since increased security is desirable in such 
periods, then this is a sign of deficient control© 

VJhen simple codes and superencipherments are used side by side, then in 
times of increased diplomatic activity experience shows again and again that 
if adequate controls are lacking code clerks pressed for time encrypt messages 
with secret content in simple code in order to save the time required for en- 
cipherment© The following incioent is characteristics 

About 19l±2 the President of the United States sent a personal letter 
to the Russian Chief of State© The code clerk, contrary to his regulations, 
used a simple 5-letter code© The radio text was decrypted in Berlin 
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immediately after it ms received and ms sent to the foreign Office as a 

A Second piece o£ carelessness on the part of the Germans resulted in 
the release of this letter to a journalist by a high official of the Foreign 
Office who overlooked the confidential character of the communication. The 

.letter appeared in the press at approximately the same time it ms handed to 
the addressee in .ioscow. 

But even less pronounced carelessness, e.g. giving preference to cer- 
ta ~ n indicator groups or the often unconscious preference for certain rows 
and similar phenomena of which the code clerk is unconsciously guilty but 
which can endanger cryptographic systems at least in part, prove that the 
cipher personnel has not been trained by experts of the cryptanalytic ser- 
^ice and inct constantly supervised by such experts « 

If, on the other hand, such breaches of security are not to Ije observed 
in the encrypted traffic of the USSR or are limited to rare exceptional 
cases, it is possible to deduce from this fact that the Russian cipher per- 
sonnel is either far superior to that of all other countries in traininr, 
and awareness of its obligations or that the handling of all systems by 
the cipher personnel is subject to such strict and regular control that 
such errors or habits are either avoided entirely or are discovered at once 
and stopped. Since the former possibility is not very likely, only the 
second explanation remains. 

Furthermore it must be assumed that this control - because of its 
effectiveness -is in the hands of cryptologists because only they have the 
necessary experience to recognize at once all mistakes which are likely to 
compromise a system* 
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DF 241 Part V 

question 24: What were the relations of the Forschungsamt to other cryptologic 
units? Foreign Office (AA), High Command of the Army (CKH), 

High Command of the Air Force (CKL), High Command of the Navy 
(CKM), High Command of the Armed Forces (CKW), Police, foreign 
CI TPtologic units? [Krbger] 

The relations of the Forschungsamt to the other German cryptologic units 
are largely explained by the history of the origin of the Agency . 

When the Forschungsamt was founded in 1934, this was done with the more 
or less outspoken intention of creating an intelligence service which in the 
evaluation and compilation of intelligence would not follow its own ends, in 
particular in respect to power politics. It was feared that this was done by 
the existing organizations, in particular by CKW, 

Since the Forschungsamt was founded as a rival of the existing organizations 
with the express purpose of some day rendering them superfluous, it could not 
help encountering resistance, in particular from CKW whose intelligence service 
did not limit itself to the military field although the Forschungsamt did not 
consider military cryptographic systems as belonging to its field of endeavor. 

This basic opposition to the CKW was 'materially increased fcy the fact 
that the leading figures hi the various divisions of the Forschungsamt had for 
the most part been intelligence officers of CKW who went over to the FA, In 
consequence there were strong personal feelings and amities which augmented 
the basic differences. 

Consequently the relations between the Forschungsamt. and CKW were very 
strained from the start. Any exchange of cipher traffic received from the 
various intercept stations, any division of the field of endeavor or any 
agreement regarding a common field of endeavor was out of the question from 
the beginning, Whenever a raseting of members of the two agencies became 
unavoidable in the course of time, there were strict orders to limit this 
contact to a minimum under all conditions, 
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The For s chung samt maintained no relations with cryptologic units in 
foreign countries since this was not compatible with its assignments. So 
far as I know only CKW maintained such contacts and only with particular 
countries, e„g<, Austria and Hungary, 

In peacetime there war® no connections with the cryptanalytic units 
of CKH and CKL because in peacetime these agencies were quite insignificant 
and there were no common interests. Insofar as common interests appeared 
during the war the relations with these two agencies were excellent. For 
instance, when the FA still had no Hollerith machines the very significant 
Hollerith section of CKH was always at its disposal for carrying out urgent 
major assignments. Moreover, insofar as circumstances permitted, there was 
an active exchange of ideas and experiences. 

As for the relations of the FA with OKM and the Foreign Office there 
was an obvious desire on the part of the FA to make these as good and close 
as possible. Since CK¥ acted with marked reserve - its relations with other 
cryptanalytic units were always characterized by reserve - the relations 
between OKM and FA were, so far as I know, always vory courteous but never 
close. 

Although the cryptanalytic division of the FA and that of the Foreign 
Office worked in the same field, namely the diplomatic systems of foreign 
countries, the relations between the two agencies were the best conceivable. 
Hot only did the Foreign Office receive copies or photostats of 
encrypted messages intercepted by the intercept stations of the FA, and 
not only did it receive the evaluated intelligence in the form of the VN* s, 
there was also a regular exchange of ideas between the experts of the two 
cryptanalytic units which led in time to an exchange of results and to some 
degree also to a division of labor with a resulting exchange of results. 

Of course the collaboration which gradually became ever closer resulted less 
from any agreement between the directors of the two agencies than from a 
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laissez-faire policy on the part of the leaders who sought to derive 
benefits from the overlapping which they could not limit and to cut 
down its obvious disadvantages 0 

I know nothing of any relations between the FA and cryptologic units 
not already mentioned,, 
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DF 241 Part V. 

Question 25s Did the FA have courses in cryptanalysis for its new workers? 

What were they like? [Kr&ger] 

New workers were sent by the Personnel Division to Office IV where they 
were given an examination to determine the extent of their linguistic knowledge . 
In addition the candidate was given a badly garbled text in the foreign language 
which he was to correct from the context . The gaps in the text were of such 
a nature that a fairly accurate filling in of these gaps permitted soma insight 
into the linguistic and grammatical ability of the person tested as well as 
into his general knorrledge and his powers of deduction. If this test was 
passed satisfactorily, the applicant was given a further test by the 
Personnel Division, as has been described elsewhere. 

Newly appointed workers of the Cryptanalytie Division were generally 
assigned various statistical jobs and occupied with decoding and translat- 
ing texts with the aid of codes which had already been solved to a great 
degree. Later on they were allowed to work with codes which were not so 
completely solved. Only when they had proven their ability in such tasks 
were they given more difficult assignments, e.g. solution of entirely new 
codes, analysis of superenci pherments , etc. 

Only after several years of such work were those people who stood 
out above the average selected to take part in a special training course,, 

Hence the best workers of all divisions participated in such courses, which 
were given at intervals of about one year depending upon the needs. The 
number of participants was usually limited to 6 to 8. 

Instruction was given five mornings a week. The afternoons were 
devoted to their current duties in the section or might be available for 
study. A course lasted some 3 to 4 months. 

In content and arrangement the subject matter corresponded in the 
main with the treatise "Characteristics, Analysis and Security of 
Cryptographic Systems", although the treatise covers most points more 
comprehensively and thoroughly than was ordinarily the case in the course. 
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The course ran as follows % during the first part of the instruction 
the participants enciphered sample plain texts with the most varied 
cryptographic systems * 

Then these texts were subjected to exact statistical treatment and 
analysis and the characteristics of the systems were developed by using 
these examples * After a sample text had been discussed thus in detail* 
the members of the course received one or more texts enciphered in the 
same system and were told to solve them 0 

After all the systems had been discussed* the students were given 
at the end of the course other texts enciphered in the most varied 
systems where they did not know vjhich systems were involvedo It was now 
their task to analyze the texts and after determining the system to 
recover the plain text* The purpose of the course was to give the 
participants a general survey of all cryptographic systems in a systematic 
arrangement and thus put them in a position to work independently on new 
systems and simple superencipherments within the national sections where 
they worked* 

If in this process any special talent in the analysis of crypto* 
graphic systems was revealed* an attempt was made to withdraw these 
persons from the linguistic decryption and to employ them in purely 
analytic work* 
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Question 261 What were the relations between the FA, the Gestapo, 

the Security Service and Counterintelligence - [Kurtzbach] 

Ac FA and Gestapo 

In general the question of the relations between the FA and the Secret 
State Police can be answered in one sentence; the Gestapo, or as it was 
later called the Main Security Agency (R.S.H.A.), tried by every means to 
get the FA into it 3 powers the FA on the other hand tried to prevent this I 

From the day the FA was founded the existence of an intelligence 
agency independent of it was a thorn in the flesh of th£ Gestapo 0 Worse 
than that, an agency to rtilch the then Prussian Prime Minister G&RIMG 
had turned over the monopoly of telephone monitoring , In spite of the 
constant pressure vtfiich HBJMLER and the SS exercised in this direction, 
G&ING stuck to his decision until shortly before the end of the war. No 
doubt power politics were an important reason for his attitude, but not 
the sole reason; he had the definite desire to prevent the correct and 
objective monitoring of the FA being turned into an instrument to be used 
unscrupulously by the Gestapo in its struggle for power , 

As long as SCHIMPFF ran the FA and DIELS the Gestapo, the reaction 
of the Gestapo was kept within moderate limits » Moreover at that time 
G&ING was at the peak of his power while HIMMLER stood somewhat in the 
background- To be sure, when in 1935 SCHIMPFF set about building up a 
anall agent group for securing political and economic information abroad, 
the Gestapo and the Counterintelligence, which in this matter made common 
front against a third rival, succeeded in having this group dissolved and 
in having the Forschungsarat forbidden to use agents inside and outside 
Germany- From that point on the Counterintelligence was regarded as 
competent for the employment of agents for military intelligence work and 
the Gestapo for the employment of agents for political work. 
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When* after the death of Captain SCHIMPFF* Prince Christof von HESSEN* 
who had previously been active in GORING* s staff* became head of the FA 
and when* after the departure of DIELS* the Gestapo was expanded to the 
RoS«HoAo* the efforts to subordinate the FA to HIMMLER became ever more 
intensive o The R*S 0 H*Ao regarded the FA as something to be conquered* 
something to be used until it could be overrun* something which on© 
thoroughly distrusted* and whose leadership and results were to be con** 
stantly watched for some excuse for a new attack 0 The FA assumed a watch-* 
ful defensive attitude and endeavored to carry out its prescribed collaboration 
in a correct manner but not to go one step farther than it had to 0 

The overall relations between the two agencies were influenced to a 
not inconsiderable degree by a personal matters between the Prince von 
HESSEN and HEYDRICH there was no bridge from the very beginning^ Between 
them existed a n hate at first sight” o Disregarding occasions when both 
chanced to be present at official or social affairs* they had only two 
meetings in 1937/1938* both of #iich had purely negative results * They 
never talked with one another again before they diedo HEYDRICH ?/as a man 
whose ultimate alms were as inscrutible as his methods vjere ruthless^ 
probably his most pronounced characteristic was a pathological mis trust 0 
Moreover* he was a sort of renegades he had been a failure as a navy 

officer and had to leave the armed forces against his willo This accounts 

i !* /, f 

for his enduring hatred for everything connected with the officer cor; a and 
the social strata from which this was primarily recruited 0 For him the 
Prince was the typical representative of those circles which had excluded 
him - HEYDRICH* from their ranks o He would have been opposed to any head 
of the FA simply because the man directed an agency which he ?/ished to get 
possession of 0 The fact that precisely the Prince von HESSEN was head of 
the FA added a* personal note to his basic hostility 0 No doubt HEYDRICH 
was superior to the Prince in intelligence and knowledge of his work and 
ftom the very start he treated the Prince with mocking super iority« The 
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Pfinca of Hessia did not put up with thato He was not stupid but slow 
in thinking and not a good speaker© He even had an inferiority complex 
with respect to his subordinates within the Agency - in the first plac© 
he knew nothing about intelligence work© He was anything but pleased 
when GORING surprised him with this task© But the Prince was a gentleman* 
without any question; he had no personal ambition and not the slightest 
desire to carry the growth of the Agency beyond the stage in #iich SCHUfPFF 
had left it© He sharply rejected anything that suggested crooked ways or 
unscrupulous methods 0 He directed the FA as a mediocre colonel would his 
regiments according to orders* faithful to his duty* correct, sober 0 
HEIBRICK did not believe this; and if he had believed this, he would have 
considered the Prince an absolute dolt 0 People in the Agency were at first 
quite depressed when the Prince was appointed successor to their well-liked 
Captain SCHIMPFFs HEXDRICH would soon settle him © But the pessimists were 
wrong© Since the Prince by his very nature did nothing and could do nothing 
which would give HEIXHICH a genuine point of attack, he proved in the end an 
obstacle more difficult to overcome than would someone of HEYDRICH’ J s own 
type c In any ©vent the relations between the two heads were not of a 
character to relieve the tension between the FA and the RoS 0 H Q Ao 

Down to the creation of Office VI in the RoSoHoA© the ouestion of 
practical collaboration was relatively simples the Gestapo - R»S 0 H o Ao 
was entitled to request the FA to monitor telephone connections * These 
requests had to be justified,, The request* went to G&RING who approved 
them or rejected them,. The latter case was rare© It happened less rarely 
that GORING approved the request, to be sure, but instructed the FA to 
send all the results to him first; he then decided ?ihich should be passed 
on to the RaSJHLAo Putting these inquiries up to GORIWG often cost time, 
especially when he was off on trips© This always resulted in a renewed 
criticism by the RoSoHoA© which claimed these delays were intolerable in 
urgent cases© The FA then courteously but coolly referred the matter to 
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GORING and continued to carry out the order to act only vdth G&ING 9 s 
approval*, The results of this monitoring were delivered to the R 0 5 oH*JU 
(verbatim or in summaries) several times a day or at longer intervals as 
called for* It soon became clear that the reasons for surveillance* Which 
the R0S0H0A0 had to attach to every request 5, were incomplete or even 
irrelevant o Complaints to the R*$oHoAo brought only evasive answers! 
later on one did not bother to raise these complaints 0 It was obvious 
that the RoS*H*A 0 was not going to let the FA see its cards * even though 
the work itself suffered* When the monitors did not know what was really 
involved* parts of conversations or entire conversations vf&sstk into the 
waste basket if they appeared insignificant 0 The demand of the R 0 SoHoA 0 
that all conversations of all those listed for monitoring be reported 
verbatim* could not be complied with* The repeated demand of the R*SoH 0 A* 
that the original notes of the monitor be turned over without further 
processing was rejected by the FAo 

Collaboration in other cities where the FA established telephone 
monitoring at the request of the RoSoHoA,,* e<>go Munich* Kdln* Hamburg* 
Breslau* worked out very much as it did in Berlin* 

Aside from the results of telephone monitoring called for by the 
Gestapo this agency in the early years received only a few other Ws* 
namely those dealing with German internal policy 0 Likewise press and 
broadcast evaluations on the same topic * 

The creation of Office VI in the RoSoUJu brought a considerable 
increase in tension,. It became clearer from year to year that this Agency 
was raising claims to a monopoly in the field of secret intelligence 0 The 
RaSoH*Ao demanded for Office VI first economic* then military-economic* 
then foreign affairs material; in the end it demanded almost everything* 

At the sane time the backing which the FA had formerly had from G&ING 
grew less and less* G&RING became more and more indifferent and offered 
less and less resistance to HIMMLER 9 s demands* Protests by the FA he 
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turned down in bad temper , His decisions forced the FA to place at the 
disposal of Office VI more and more material which under previous arrange- 
ments was allowed to go only to the Foreign Office or the Ministry of 
Economics, or CKW etc, In spite of repeated assurances. Office VI gave 
the FA virtually no informat ion , In 1942 the FA sent to Office VI a 
tabulation showing that Office VI had received over 600 VN°s in one month 
and had supplied only two insignificant and stale bits of information,, 
Office VI left this communication unanswered,. 

During the last winter of the war the R.S.HoA, attained its old goalo 
Telephone monitoring was taken away from the FA and subordinated to the 
R.S.HoAo, but it was too late I The telephone monitoring had virtually 
ceased to function because the telephone nets in the large cities were 
constantly being destroyed and countless telephones were buried in rubble 
or burned. Before the official transfer of duties had been made, the 
collapse came. 

Bo The FA and Security Service (SD) 

There were no direct connections between the FA and SD, The SD 
neither received VTJ 5 s nor could it ask the FA to do monitoring. To what 
extent the R.S.HoA, passed on FA material to the SD is not known; it may 
be assumed that this was the case, 

C o The FA and Counterintelligence . ( Abwehr ) 

The relations between the FA and Counterintelligence were also clouded 
by a certain resentment. While the R.S.H.A, regarded the FA as run by an 
officer clique and as of veiy dubious loyalty to the Party, there prevailed 
in the Abwehr a strong suspicion that the FA was playing stool pigeon for 
the R.S.HoA, by monitoring the CKW and the Abwehr , They suspected that 
Captain SCHIMPFF and the officers who had accompanied him had left their 
positions with the aimed forces to build up a civilian intelligence agency 
which was regarded as a rival for the previous monopoly enjoyed by the 
cryptanalytic units of the Abwehr and of CKW, 
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In the FA the distrust of the Abwehr was always felt to be without 
basiso Of course, if the R.S*HoA* had requested monitoring of the private 
line (monitoring official lines was taboo) of an officer of the Abwehr 
and if GORING had approved this — the reasons had to be very good indeed — 
then the FA would have done the job in a correct manner* the reverse also 
would have been true 0 Furthermore, officers of the CKW were never monitored 
until about the 20th of July 1944© Never were the reports on Abwehr 
"customers" revealed to the R*SqH*A*, or vice versa o 

Both, however were convinced to the contrary and gave no credence to 
the assurances of the FA* In the Agency one finally shrugged one“s 
shoulders and ^ive up repeating these assurances* There were also cornnon 
assignments from the Abwehr and the R«SoH*A*, e«g 0 the Russian Embassy^ 
in such cases both agencies received the same materialo 

Although the relation of the Abwehr to the FA remained over~ 
shadowed by a one-sided distrust, yet it was essentially more positive 
than the relation of the R.S.H e A 0 to our agency* The form of collaboration 
corresponded precisely to that with the R*SoH*As the Abwehr made th* 
requests for monitoring which G&ING approved - he did this without 
exception in the case of the Abwehr - and the results were passed to the 
Abwehr * In addition that agency received from the very start a great 
deal of other material, namely all reports on foreign affairs and economic 
policy* fti the other hand the Abwehr also supplied the FA currently with 
a considerable bo% of agent reports* These came in the form of carbon 
copies from which all data had been cut which might have given any clue 
as to the identity of the confidential agent 0 To be sure it soon became 
clear that the Abwehr was either keeping its "fat" cases to itself or else 
did not have any in the nofwnilit ary field (the FA did not get agent reports 
of a military character)* The material turned over to the FA was not 
especially valuable in any event, furthermore it was almost always stale* 

But it was not useless 0 As a matter of principle it could not be used for 
the VN 9 s and rarely would have been suitable for that use anyway * The 
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Abwehr reports were filed almost without exception in the Archive where they 
rounded out the picture for many individual topics, primarily in the economic 
field. 

During the war the censorship of letters was subordinate to the Abwehr , 
Here the FA was treated properly and placed in the position to extract 
information of interest to the Agency, which again was primarily economic „ 

It turned out beneficial to the collaboration that during the war many 
reserve officers were assigned to the Abwehr who dealt with the FA without 
resentment and distrust. Relations with the old cadre of the Abwehr were 
on the whole cool but perfectly proper. The FA always would have been glad 
if these relations had become less cool. 
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DF 241, Part 'x? p 

Question 27? How was personnel recruited? 

V8iat security measures were taken? [Kurtzbach] 

A , How was personnel recruited? 

The methods of hiring differed at different periods « 

1. 1933 to about 1938 

The original personnel of the FA was made up of a number of officers 
whom the first director. Captain (Navy) SCHIMPFF, induced to give up their 
previous activity in the Counterintelligence ( Abwehr) or with the High 
Command of the Armed Forces (CKW) to join him in building up this new 
civilian, political intelligence agency... Especially in the early years this 
origin determined the nature of the recruiting „ 

o 

The first 150 to 200 members of the FA came directly or indirectly 
from the circle of acquaintances of these officers; the next 200 from 
among the acquaintances of the foregoing,, There were cryptanalysts from 
CKW or men with cryptologic experience in the First Vforld War, mathematicians 
with linguistic ability, communications technicians - primarily from the 
Navy, journalists who had lost their jobs with the great mortality of 
newspapers after 1933 or who had no desire to work for the Party Press, 
young university students in the faculty of Philology or Jurisprudence or 
Economics, I snsioned officers, and merchants with experience abroad; also 
interpreters for all sorts of languages » The easiest problem was securing 
purely administrative talent <> These positions were manned for the most part 
by former administrative inspectors, pay masters and the like of the Navy, 

In the first two years it was a favorite joke to ask each new employee 
whether he had served in the Navy; if he said no, one asked: "then how in 
the world did you ever get into the FA?" 

The decision as to which applicant would survive the process of 
elimination and actually be engaged was not influenced by consideration of 
Party politics in the sense that membership in the Party would improve 
the chances of the applicant. The only influence was negative, in that an 
applicant who - especially after 1933 - had appeared as an active opponent 
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of the N.S.D.A.P. vould not be engaged. 

Late in 1934 Captain SCHIMPFF outlined to the heads of Divisions and 
Branches the following general attitude toward the question of personnel 
policy and procurement: 

There was no method which would always be effective for finding new 
members for the FA who would be both conqpetent and personally reliable. 

Probably the best way would be for the leading figures and others who had 
proven their worth in the organization to propose people whom they knew. 

One must always bear in mind that certain deficiencies could be overcome by 
training but that weakness of character was irreparable. As far as politics 
were concerned, he, SCHIMPFF, was a soldier and he remained a soldier even in 
civilian clothing. Therefore Party politics did not concern him in the least. 

As long as he directed the Agency, matters of Party politics should not play 
any important role either in hiring or promoting. Of course there were 
limits: no nation, whatever its form, wanted to have notorious opponents in 
its intelligence agency. He himself would not take a frank criticism amiss. 

However he must ask for restraint because there were, as everyone knew, very 
influential circles which did not like him personally or his aim to keep the 
FA independent, objective and not tied to the apron strings of some other 
organization. Members of the organization must conduct themselves inside 
and outside the agency so as to give these circles no excuse for any 
interference . 

Applying these principles it turned out that of the first 300 members 
of the organization at most 10 percent were Party members . 

The possibility of securing enough recruits for the rapidly growing agency 
on the basis of personal reccnaneni ation by previous members was exhausted gradually 
although it was never given up entirely. From 1935/1936 on other courses had to 
be tried. 

One of these was inserting advertisements in newspapers. In the great 
dailies ads were inserted reading somewhat as follows: "Wanted (frequently there 
was no indication of the source, sometimes it read "for a government office”) 
communications technicians (or: translators). 
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Applications with photograph , life history and copies of testimonials are 
to be sent to this paper marked Dept*X. Replies were usually numerous 
were sent around to the various divisions for scrutiny; those who appeared 
suitable were invited to appear in person. The head or heads of Divisions or 
Branches interested in the applicant had a 20 to 30 minute interview to get a 
general impression; some weight attached to reasonably good manners. If it 
WiS a question simply of translation or telephone monitoring; the applicant's 
claims to linguistic knowledge were tested, if a technical Job was concerned, 
his technical knowledge was checked closely. If the factual conditions were 
satisfied, the feeling "he might fit in here" often tipped the scales. 

The second course was for the Agency to apply to individual institu- 
tions which presumably might give the names of potential applicants, 
e.g. the "Oriental Seminar” of the University of Berlin, the technical 
universities, the " Auslandwissenschaftliche Institut " t in Hamburg, 
schools for interpreters, and the like. These were requested to give 
the names of competent students of good character about to graduate who 
would be Interested in the following line of activity (this was only suggested; 
e.g. air signals technology or evaluation of foreign newspapers in a govern- 
ment office). 

From 1937 on every applicant in the evaluation section was given a 
sort of "thinking game test" which allowed no deductions as to the actual 
assignment and work of the FA but did - as it turned out later - roakus 
possible a fairly dependable estimate of the candidate's suitability for 
the special method of work in Office V. The applicant received several 
reports, some of them garbled, regarding an airplane ac Aidant from which 
he was to deduce in a specified brief time which plane had crashed, 
when and where, which occupants had been killed and which injured. These 
tests were so composed that one had to separate fact and surmise very 
precisely and draw very logical conclusions to avoid making false deductions 
in the brief time allotted. Some 99 percent of the applicants did not 
find out until they had been hired that they were entering a secret 
intelligence agency. Up to that time they thought - and this idea was 
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encouraged - that the FA was a research institution for aviation technique 
which combed all foreign literature on the subject. I do not recall a single 
case where a new employee requested immediate dismissal when informed of the 
purpose of the FA; there would have been no difficulties had such a request 
been made. 

2. 1938 - 1939 

Begi n n ing about 1938 the methods of employment were tightened up. A 
police report on the general and primarily on the political character of 
each person considered for employment was required. This was connected with 
the increased efforts of HIMMLER and HEYDRICH to pry the FA away from 

ti 

CORING - who never bothered about personnel policy and hiring methods of 
the kA, aside from the appointment of the director - and to incorporate 
it in the R.S.H.A. The primary argument used was that the percentage 
of reliable National Socialists in the FA was very small and that political 
considerations were neglected in making appointments. 

In order to counter these thrusts originating in the Chancellor’s Office, 
among the top members of the Party and elsewhere, the director at this 
time often urged officials and employees to enter the Party or one of 
its subordinate organizations and not to avoid the Party work evenings 
and Sundays to such a degree. The above directive to also intended 
to prove that everything possible was being done in connection with hiring. 
However, matters did not change much. Complaints which were damaging in 
the eyes of the N.S.D.A.P. rarely came in. As a rule they were trivial 
or primitive. There was considerable laughter over the following report 
which made the rounds of the division heads: n X always contributes 
when a collection is taken; otherwise there is nothing for which he can 
be reproached.” 

3- After the beginning of the war . 

• A few days after the invasion of Poland the court yard, corridors and 
waiting rooms of the FA were crowded with hundreds of people of both sexes; 
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this spectacle was repeated on the following day. Mobilization was 
getting under way for the FA too! Even the top officials were surprised 
by this flood. Of course a year or core ago the divisions had been told 
to list their personnel requirements in case of war and to tell how 
isany and which employees could then be released to the armed forces, 
but in these days nobody thought of that. Bequests set forth at that 
time had gone to the military mobilization authorities who procured some 
2000 workers from the labor bureaus . How all these people were suddenly 
offered for employment. Most of them could actually be employed as good 
prospects. This was done at an exceedingly swift pace which left no time 
for any half adequate check. Whether the prescribed character statements 
were secured later by the personnel division can no longer be stated; 
probably this was only true in individual cases. In any event a large 
majority of the new employees not Farty members. Some of them were 

outspoken opponents of the political system. But they all worked correctly 
»ud loyally. Some said later they were surprised that they did not have 
to weigh their words more carefully in such an agency - at least in some 
divisions; others regarded their employment in the FA as a life insuranc e 
policy which protected them from service at the front. Further employment 
during the war was handled exclusively by the labor offices where it is 
probable that a special staff worked on FA cases. 

* # *• 

To sum up, we my say that from 1933 to 1937 it was very easy to get 
into the FA. From 1938 to 1939 somewhat more difficult, and after the 
beginning of the war it was simply a matter of chance at the official 
labor offices. It would have been a simple matter for foreign intelligence 
services or for active internal, resistance groups to plant confidential 
agents in the FA but It does not appear that this happened. 
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B. What security measures were taken . 

The problem of secrecy and security was debated often and long in 
the FA. These debates always ended with the following trend of thought; 

It is utterly impossible to keep a close watch on all members of the 
organization (?“ peacetime running up to about 2,000 and during the war at 
one time 4,000) insiue aad outside the agency! To do so would require an 
organization almost as big as the FA itself. Even an actual check that 
no secret material was taken away when leaving the office was practically 
out of the question - anyone who wished to do so would have taken no great 
risk. The agency was resolved to do everything humanly possible in the 
matter of security but there was no illusion as to the fact that this 
ms precious little! A certain comfort could be drawn from the fact that 
very important German secrets could not be betrayed by the Forsehungsaat ! 

No secret plans of & political, economic, or military character and no 
information regarding secret weapons, etc. were either drafted or kept in the 
FA. Regarding any impending actions the FA was either not informed at all 
or only at the last moment, a fact about which vain complaints were raised. 

The fact that there was telephone monitoring was an open secret in foreign 

It 

as well as. German circles . This was proven by the so-called "TO-Kartei" 
(telephone monitoring card file) in which all utterances regarding the 
matter were recorded - and there were thousands of these documents ! Of course 
it was highly desirable to keep secret the foreign codes solved by the FA, 
but the German codes were not endangered if anything became known on this 
score. For foreign intelligence services the FA was certainly an interest- 
ing but by no means a really prime target. Other considerations arose 
inevitably; valuable as the information on the Russian Secret Service, let 
us say, might have appeared, information regarding the actual intentions 
of Russian policy, the state of Russian armaments and Russian weapons 
would have had a much higher cash value. 

Nevertheless measures to insure secrecy and security were carried out 
in all seriousness and constant efforts were made to improve them. At the 
beginning of the war, in connection with a reorganization, a separate 
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division. Division 1, was created for the purpose where all such questions 
dealing with organization, personnnel and technology vere handled. 

The principle security measures were: 

a. The attempt to employ only dependable people in the FA, as far 
as possible. 

b. Constant, emphatic instruction of the members of the Agency. 

c. The endeavor to permit each individual to know only so much as 
vas absolutely necessary for his im&di&te part of the work. 

d. She obligation to receipt for every VN and the important underly- 
ing documents . 

e. Careful supervision of the Agency rooms . 

In particular: 

Regarding a; The limited possibilities in this respect have been outlined 
in the section above. 

Regarding b: On the day he was engaged, the new employee had to read a very 
comprehensive document carefully and subscribe to the same. It 
contained all the regulations regarding laaintenance of secrecy 
in general and covered all conceivable individual cases. 

This document contained: 

References to the paragraphs covering treason and the 
corresponding penalties; 

Explanations of the concepts "Top Secret”, "Secret" and 
procedures entailed; 


Instructions regarding conduct outside the Agency with 
respect to members of one's family, strangers and 
foreigners. Any contact with foreigners had had to be 
reported since tic® out of mind. 

This cocprehensive document had to be read aloud each 
month in each division or unit with comments by the head 
of the division or unit. These repeated instructions were 
regarded as burdensome and wearisome by reader and listeners 
alike. To make them a little less monotonous and also a little 
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more effective, individual members of the division - 
a different one every time - were given the task; after the 
reading they were supposed to pick out one single point 
and elucidate it as vividly and as interestingly as possible. 
Burdensome as this method was on the whole , it was unmistakable 
that it did have some effect and, to some extent, prevented 
people from becoming indifferent. The regulations also 
provided that any member of the organization laid himself 
liable to punishment if he failed to report any violations. 

This had to be pointed out every month because in Office V 
the comradship was so strong that no one thought of lodging 
a complaint against another for purely technical violations. 

So this regulation existed only on paper. On the other hand, 
if there had arisen any suspicion of actual conscious 
treachery, the vast majority would doubtless have decided 
to report the matter. 

All cryptanalytic work, the units employed in monitoring 
telephones, and the great archive with the personality 
file were housed in separate rooms which only a few people 
were allowed to enter. Telephone communication with these 
units, however, was not limited . The evaluation section, 
where all messages came together, was naturally the freest 
in its movements within the agency. But even there section 
heads and experts required the express permission of the 
division chief to enter the areas of the cryptanalytic 
unit or the telephoe monitors. An F intercept operator 
(F radio) on the other hand might be with the agency for 
10 years without ever entering the areas of an evaluation or 
cryptanalytic unit or even one devoted to intercepting land 
line telegrams . He certainly would not enter the administra- 
tive area. 
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There were corresponding regulations as to who might 
read what products of the daily work of the PA, i.e. the 
yellow house copies of the Ws (see answer to question 15 ) • 
Complete sets with all Ws for the day went to 

Director and his deputy 

The Office Chief for Evaluation and Cryptanalysis 

Division Chiefs for Evaluation of Foreign Affairs, 

Economic Affairs and Internal Affairs. 

The heads of the cryptanalytic division received a folder 
containing only those Ws which were based on decrypted material 

Within the Evaluation Office folders circulated which 
contained the Ws of the individual divisions. 

This whole matter presented a problem which could 
never be solved completely, the more closely Evaluation 
cooperated with Intercept and Decipherment and with its 
neighboring divisions within Evaluation, the better the 
results must be; the greater the assurance that little bits 
which were perhaps very important for one unit, did not go 
into the wastebasket in another unit where they appeared 
insignificant. On the other hand, the less one unit knew 
about what the other was doing, the less the security risk. 

As long as the PA existed, efforts were made to find the 
best line of ccsspramlse . 

The sigh heard day in and day out in the FA that precisely 
half the time on duty was spent in receipting for or getting 
a receipt for something somewhere or other, was exagerated of 
course; but if one counted it up, a full hour might be spent 
on this during the day. In the early years -almost everything 
called for a receipt. When the volume of intercepts increased 
more and more, the requirement of a receipt had to be limited 
considerably. But there was still enough left. Ws and E’s 
(decrypted material) had to be signed in and out piece by piece 
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from room to room, sometimes with a time stamp. In view of 
the many units which a decrypt touched in its progress 
from the cryptanalytic section through the sorting section 
to the head of the appropriate division, to the branch head, 
to the section head, to the worker and back to the division 
chief and from him to the archive there were all sorts of 
receipt procedures. And frequently several division^ branches 
and sections were interested in a single document* Many 
hundreds of VII * s , which were needed as predecessors of those 
being worked on wandered daily back and forth between the 
workers and the archives. 

This highly unpopular, laborious procedure did have the 
advantage that in case of loss - generally only temporary - it 
could quickly be ascertained who was responsible. Alt irregular 
intervals a check of the entire stock was undertaken. The 
archives and the W Depository called in on short r ot ice 
all material out on loan. This entire system which required 
a considerable number of office workers afforded a fair 
guarantee that any loss of secret material would be discovered 
quickly. In view of the fact that in the course of years 
millions of documents calling for receipt were handled, the 
percentage of copies which definitely disappeared was 
small - possibly one out of 20,000. 

*2316 * ?orschungsagit ” in Ber lin-Charlottenburg , Schillers trasse, 
had been a large U-shaped block of apartments with the open 
side closed by a wide grated gate for vehicles and a narrow 
gate for pedestrians. In the course of tinrn adjoining 
properties were purchased. The windows in the ground 
floor on the street side were barred The back, which 
opened on vacant lots, was closed off by a wall behind the 
rear courts insofar as the outer wall of projecting parts of 
the building did not form the boundary. The several sections 
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of the rear walls were protected by selenium cells: any 
interruption of the current between two selenium cells by 
anybody - even a bird flying through was enough - set off 
the alarm bells. Even the walls of seem of the strong rooms 
were also protected electrically, these were rooms where 
especially important material and a complete collection of 
all VN’s were stored. The areas for cryptanalysis, 
telephone monitoring, and the archives were protected by 
steel doors ( Scharentflr ) or gratings; they were only 
opened for those entitled to enter in response to a bell 
signal. 

Visitors were announced by telephone from the gate, 
escorted in by a watchman and escorted out again at the 
end of the interview. TSxus it was impossible for any non- 
member of the FA to wander around alone in the corridors 
and rooms . Visits by private persons or members of the 
family were not permitted. Even the wives of the chief 
officials never entered the FA; only in the case of little 
children was an exception made occasionally. 

The work was in three shifts; day shift from 0800 to 
1700 hours, late shift fern 1300 to 2100 hours and night 
shift until 0800 in the morning; the assignment of hours 
differed, however, in the different divisions. At night 
patrols went through all .corridors and court yards at 
irregular intervals. It was practically impossible for an 
unauthorized person to get into the FA. At the gate She 
guards were supposed to check brief cases and the like, but 
the check was not regular and was quite superficial. 
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C * Were there dismissals for security reasons? 

No clear cut cases occurred in Office V. There were some Tew border 
line cases inhere security considerations played a part. Thus in Hie case 
of several typists whose work was unsatisfactory but who might have been 
retained if their morals had not been questionable. Very rarely male or 
female employees were transferred to posts where they had little or no 
contact with secret material. 

Whether such dismissals occurred in the other offices I can no longer 
say. In any case I do not remember any outstanding instances which became 
known throughout the Agency. It is possible that such dismissals did 
occur before the war in the telephone monitoring or other intercept units. 

D. Summary 

Looking back over the history of the FA one cannot regard the overall 
results of the security measures as unsatisfactory. Taking into account the 
large number of people who dropped out in the course of the years it is 
probable that the Agency had some 5,000 people. Of these 5,000 only one 
delivered FA information to a foreign {rarer - at least so far as became 
known! This was the well known SCHMIDT case. The case of Oberregierungsrat 
PLAAS in 1944 was quite different. FLAAS also came from the Navy. He 
started as head of the Section ''England" in Division 11 (Foreign Affairs 
Evaluation) , and later became branch head and deputy division chief. After 
the beginning of the war he became chief of Division 13 (internal Affairs). 

He had close personal relations with Admiral CANARIS, 0STER and other leading 
personalities of the Abwehr . The R B S«H.A. intimated in various ways that it 
did not like PLAAS at* all. The then Director, Prince Christof von HESSEN, 
who fell in Italy, never drew the proper conclusion from these hints; ere 
factor was that the Prince disliked HEYDKICH just as much as HEYDRXCH did the 
Prince. Among the eases which the R„S.B*A. asked to have monitored in 1944 
was an officer (i.e. his telephone) who belonged to the group involved in the 
plot of 20 July. Whether this man ms known to PLAAS personally or only 
indirectly through the CANARIS circle I can no longer say, in any case 
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PLAAS warned him directly or indirectly against being incautious at the 
telephone because the police was having him watched The officer fled 
but was arrested some time in May 1944 and revealed that it was PLAAS who 
tipped him off. PLAAS was arrested in Hartleib near Breslau, the then 
temporary quarters of the FA, and was shot in Buchenwald a few weeks later. 
PLAAS, whom the writer had proposed as group head and then as his deputy 
and finally as chief of Division 13, was a thoroughly honorable man and a 
£pod patriot. He acted only after a severe inner struggle between oath and his 
convictions. Thus he represents a special case which cannot be fitted in to 
the present topic. 

Thus we may say that the percentage of - known - infractions of the 
obligation to preserve secrecy was very small. This is striking if we 
consider the political composition of the Agency. Incredible as it may 
sound, this was - after it had been flooded with personel - approximately 
&s follows: at most five percent were fanatical National Socialists; at least 
ten percent were at heart bitter opponents of the system. The eighty-five 
percent lying between ranged from National Socialists with some reservations 
through those who are politically indifferent to those who were half opposed 
and in course of time became more critical. As for these latter and the 
absolute opponents of the system, they were made up of former officers and 
former trade union officials, Parlor-Bolshevists and members of the 
Confessional Church. Nevertheless all of them worked correctly and loyally, 
as became apparent from many conversations after the collapse. Their 
motives for so doing were various . For some the prime consideration was the 
thougjht; an oath is an oath! Either I ask for my dismissal, (which would 
have been granted without any report to the po ' ire if a frank reason had 
been given) or I must do my duty faithfully - after all Germany is at war. 
Others told themselves: in the FA X am probably safe until the very end 
from being sent to the front. With both groups the fear that surveillance 
in end outside the office would be extensive probably had some effect. 

Actually this was not the case: there was very little supervision within 
the agency and none at all on the outside! But of course they didn't trust 
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this peace in 'which they were living* From Office V alone at least 200 
to 300 male and female employees resigned during the twelve years of 
the Agency’s existence - not one of them was watched in anyway after 
he left. Moreover there was the fact that the work in the FA was 
regarded as very interesting and entirely honorable, except perhaps two 
or three sections in Division 13 where they monitored telephones at 
the behest of the police - people who had to do that sort of thing were 
pitied. However in the final years the only ones engaged for this work 
were people regarded as reliable National Socialists. Apart from that, 
it was possible to hope - even though generally in vain - that working up 
objective, unadorned intelligence material would have a beneficial influence 
on those agencies which determined policy. 

Fina l ly , i'tva fact that in most divisions of the FA working conditions 
were pleasant was not without influence. The tone was definitely courteous 
there was laughter and student pranks. Political jokes, even bitter ones 
which "outside” might have put one in a concentration c amp, were passed around 
with glee. Provision for social welfare was extensive; for aid in family 
crises a considerable fund was available. The pay, due to a relatively liberal 
grading and a ministerial supplement, was ten to twenty percent above that in 
comparable offices. The divisions were generally so amply manned that there 
was no question of overtaxing the individual . The only complaints were about 
the really limited possibilities for advancement . 

To sum up, the success of the FA's security had the following reasons; 

Fear of the consequences of violations; 

The organizational security measures; 

National loyalty, which in the case of opponents of the system was 
often stronger than their aversion to National Socialism; 

Consideration of personal advantage. 
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Question 28 : What was involved in the so-called "Security Coiso^/fetee?" C Kr8gerJ 

r fhe events leading up to the founding of the Security Committee were as 
follows: 

During the war, due particularly to certain Swedish reactions, the High 
Command of the Army began to suspect that the German cipher teleprinters 
were being read currently either by the Swedes themselves or by one of the 
enemy countries. 

3he cryptologic agency of the High Command of the Army (OKH) was then 
charged with subjecting the Siemens cipher teleprinters SEM-52 Types ab 

t« 

and c to a careful test. These studies were made by Dr. Wilhelm D0RXJ2G 
who arrived at the conclusion that T 52 ab could be solved on the basis of 
a cipher text of 500 letters and that the T 52 c with the exisiting wiring was 
not much more secure. When the startling results of this investigation by 

if 

Dr. DQKDU became known, the very active head of the Signal Corps at the 
Headquarters of the Air Force, the then Major &a& later Lieutenant Colonel 
SCHULZS , took . the initiative and called a conference somewhere around 
October 19*«-2 at the headquarters of the Supreme Commander of the Air Force 
then located near Voronitsa in the Ukraine, to which representatives of all 
branches of the Armed Forces were invited insofar as they used, or supplied 
teleprinters or were responsible for their security. Consequently this 
gathering was attended by more than 60 people although most of the 
representatives could only state where and in what number cipher tele- 
printers of this and that type were in use or were available. 

During this meeting there was agreement that immediate measures must 

be taken and that only an improvement on existing machines , not & possibility 

of some new construction, could be taken into account at the moment. After 

setting forth the reasons for the solvability of cipher texts produced by 

these machines, it was decided that another meeting should be held in Berlin 

and that meanwhile the Technical Experimental Cosg>eny in Kdthen should check 

the possibilities of installing an irregular wheel movement in the two types and 
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if possible, should display experimental machines in Berlin, and that the 
cryptanalytic specialists on their part should consider additional 
suggestions for improvement, and finally that the experts of Siemens, as 
the manufacturing firm, should be invited to the meetings „ 

At the next meeting in Berlin the possibility of an irregular ufreel 
movement caused by installing a magnet was demonstrated with an experimental 
machine. This magnet could, under certain conditions, keep the wheel opposite 
it from stepping while the other wheels advanced one step. 

The proposals by cryptanalysts to have these magnets controlled by the plain 
text had to be dropped for practical, reasons because the liability of cipher 
teleprinters to interference when operating over long distances, especially 
in the East and Eorth, was so great that if the wheel movements were 
influenced by the plain text one must certainly expect that the transmitting 
and receiving machines would soon be out of synchronization and that the 
result would be unpredictable difficulties in operation. 

The question of re-wiring the cipher teleprinters for different radio 
alphabets, which had been made up along cryptanalytic principles, was also 
discussed and it was decided that this called for a reconstruction of the 
machines xdiich was to o far reaching and time consuming for it to be carried 
out during the war. 

Consequently the only practical possibility was to influence the course 
of the wheels by magnets which would be controlled by lugs on several 
other wheels. 

Although this did not abolish the regular character of the stepping 
of the wheels, even though a certain irregularity could be Introduced, it 
was necessary to accept this stop-gap solution as the only possible one which 
could be carried out in a fairly quick and simple manner. 

Moreover T 52 c was provided with a new wiring which avoided the weakness 
of the old wiring, which split the letters up into two separate groups, so that 
now plain elements could be converted into any cipher element. 
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Finally, at a final meeting in the Siemens factory, a program was 
adopted setting forth the order in which the conversions were to be made* 
Subsequently representatives of the various military and civil 
cryptanalytic units met several times under the chairmanship of 
Dr. HUTTEDHAllI of OiOrJ in order to subject all other cryptographic 
systems of the various agencies to a careful check on the basis of 
experience with the security of the cipher teleprinters. But since - 
as it came out in the course of time - most of the agencies refused 
for this or that reason to reveal the systems they had developed and to 
have them tested by the committee, the work of the committee was In 
reality limited to hearing some reports about other systems used by the 
Army after which if did not meet again. 
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DF 241, Part V. 

CRITICAL EVALUATION [ Kurtzbach] 

FOREWORD 

In the following an attempt is made six years after the dissolution 
of the "Forschungsamt " to give a critical evaluation of its actual intel- 
ligence value measured against its task of providing the then German 
government and numerous central agencies of a political, economic and 
military nature with all secret communications which could be intercepted 
by technical me a ns . This evaluation is written primarily from the stand- 
point of the evaluation service. 

I. Basic Weakness of the German Intelligence 

Service from 1933 to 1935 « 

The basic weakness of the German intelligence service lay in the fact 
that there were many intelligence services but no one ufoich was centrally 
organized and centrally directed to which all secret (and open) sources 
and means of intelligence were available! Why no centralization of the 
intelligence work resulted under a system of government, which otherwise 
centralized everything possible and iBg>ossible, probably is still a 
mystery to all those who were then engaged in the work. In democracies 
it may prove difficult to combine intelligence agencies which have grown 
up organically and to overcome their desire for independence and their 
jealousies in questions of competence. Under the dictatorship, which 
made an absolutely fresh start in this field - apar* from the old ^Abwehr " 
which was primarily military - it would only have required a word from 
HITLER to prevent any splitting up from the very start or to have corrected 
the condition overnight. 

HITLER never spoke this word although it was suggested to him often 
enough. The reasons can only be surmised; 

\ 
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In the first place he never understood the value of a really good, 
properly functioning, secret service. Regarding the VN's of the FA, -which 
were often dry but were absolutely reliable and objective, he is said 
to have remarked shortly before the war started; "they disturbed his 
intuition" . Apparently he liked sensational secret reports and show 
pieces, he probably showed CHAMBERLAIN in Godesberg the FA reproduction of 
the telephone conversations of HERBS in Prague with Masaryk in London in 
which they criticized the English Government very sharply. By so doing, 
he did something for which any member of the FA would have been hanged. 

But the content of the messages must have fitted in with his thinking in 
order to meet his approval. Moreover he never visited the FA or any of 
the other signal intelligence agencies. 

The second reason may have been that he desired competition even 
in this field. 

Thus it was possible that in a centralized dictatorship such as the 
**Qritte Reich' 4 was at least the following agencies were doing intelligence 
work: 

•Counterintelligence (Abwehr) - primarily military, at least officially, 


because CANARIS certainly picked up political information 


wherever he could get it; agents. 


Fors ckungsamt - political, economic and as a by-product military; 

only by technical means of Interception. 

Main Security Office (R.S.H.A. ) Office VI - originally only internal 


affairs, state police with agents inside the country, later 
abroad, then making increased use of technical means; 
political, economic and military. 


Security Service (SD) - Type and extent of foreign operations not known. 
" Auslands organisation" - Reconnaissance abroad through the Party Organization. 
German Post Office Department - Interception of messages by technical 
equipment in collaboration with Office VI. 

Cryptanalysis: High Command of the Armed Forces (0K&) and the several 


branches of the Armed Forces; Foreign Office; FA; at the last 

pretty surely Office Ml as well. 
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This enumeration is by no means complete. RIBBSMKOP and son® active 
ambassadors like von PAPEN had their special sources of intelligence. 

The author recalls that once during the war it was calculated at the PA 
that there were almost twenty agencies dealing with intelligence work. 

H. Basic Weaknesses of the FA 

1. The main weakness lay in the fact that after the unsuccessful 
attempt under Captain SCHIMPFF to set up an agent apparatus in 1935/1936 
(see Question 26 ), only technical means of interception were permitted. 

The possibilities of purely technical intercepts are great, as is well 
known, but they do have the serious disadvantage that their use is 
dependent on geographic and meteorological conditions; consequently their 
effect corresponds a ore to that of scattered artillery fire than to 
concentrated fire at a carefully plotted target. It is dependent in large 
measure upon chance and good fortune. 

If the PA was denied the possibility of trying to fill in significant 
gaps in its situation reports by using agents of its own and if it could not 
attack those sectors which can only be reconnoitered by bumnn means, yet 
theoretically it should have been possible to fill in these gaps by using 
the potential of the Abwehr and the R.S.H.A. In practice this was not the 
case. Appropriate agreements had been made, to be sure, in 1935/1936 and 
were repeated later on but they were never observed seriously. As has 
been shown in Question 26, the Abwehr did supply the SA with a substantial 
amount of material but most of it, say ninety percent, was economic material 
of minor importance, mostly months old Ho one in the PA doubted for a 
moment that the Abwehr was keeping its "good" material to itself. However, 
the R.S.H.A. simply gave nothing at all! An attempt was made to ask for 
the employment of agents by both agencies, but this led to no results in 
either case. 

34 


TOP SECRET 


TOP SECRET 


What could be and was obtained from the R.S.H.A. consisted of data 
regarding names, addresses, telephone numbers etc. of people living in 
Germany, in other words of data that could have been gotten from any 
Registration Office of the Police, but which could not be requested 
directly by the Porgchungsamt of the German Air Ministry without 
endangering its secrecy. 

2. The second weakness lay in the fact that the PA was not a 
political power. Behind the R.S.H.A. stood HIMMLER and the SS. Behind 
the Abwehr stood OKW and the Armed Forces. Behind the FA was only 

Tt 

GORING. From 1933 to 1938 that meant a great deal but from then on 

If 

it meant less and less. But all the while GORING 's erratic conduct 
left it undertain whether and to what extent irae would back the FA in 
individual cases. 

These facts have to be considered if we are to attenpt to estimate 
the value of the FA* What has been said under 2 above meant that the FA 
had no information whatsoever regarding German intentions, impending 
action etc . or was informed very late end inadequately. 

On the other hand the FA had quite ample financial resources. It 
began in 1933/193^ with a budget of approximately one million EM which 
was increased from year to year and in the end amounted to some 10 to 12 
millions . 


IH. Evaluation of the Sources 

1. Telephone 

From the standpoint of the evaluation units and thus indirectly from 

the standpoint of the recipients of the VN’s the results of telephone 

monitoring held a special place. For one thing the FA had a monopoly 

here which in many respects outweighed the lack of an agent set-up and 

consequently of possibilities open to the Abwehr and R.S.H.A. The 

intelligence value of telephone monitoring, noted in the FA by the 

source designation Z, varied very much with the subject and the time. 
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As far as the portion dealing with internal politics, police and counter- 
espionage was concerned, the leeway was much less than has been assumed by 
the German public and doubtless by interested circles abroad. Telephone 
monitoring in the FA began with about 100 possible connections (drops); it 
ended up in Berlin - which of course was the focal point - with about one 
thousand. For these 100, 300, 700 and finally 1000 drops there was a 
constant struggle between the evaluation sections for foreign affairs, 
economic affairs and Gestapo matters such as would be found in the 
editorial rooms of a newspaper for space. The maximum ever available 
for Division 13 may have been two-fifths of the number of drops assigned 
to the agency at the time, i.e. in Berlin from 1933 to 1935 some kO to 
120 telephone connections could be monitored simultaneously for Gestapo or 
counterintelligence purposes; from 1935 to 1937 some 200 to 300 connections, 
and from 1938 on some 400 confections. A not inconsiderable part was 
devoted to routine monitoring of foreign journalists in Berlin. I do not 
recall the number of telephone connections in Berlin but it surely amounted 
to many tens of thousands so that the telephone monitoring covered only a tiny 
fraction of them. Of the remaining drops some 120 were used for monitor ing 
foreign diplomatic missions in Berlin and about 100 for lines running out of 
Germany and through connneetions . During the war these later were monitored 
one hundred percent. The only way out of the chronic lack of drops was to 
keep perhaps ten percent free and use them for swiftly changing sampling. 

Since the writer was engaged only in the Division for Foreign Affairs 
from the very start and merely assisted in directing the Division for 
Economic Affairs for about a year during the war, he can give only general 
statements regarding the value of the telephone monitoring tone for the 
Abwehr and the B c S e HoAo From the point of view of evaluation this called 
for no special skill and consisted in reality of copying verbatim and 
condensing the rest* Their value to tins and the R 0 S,El t cannot 

have been slight because they contained material which these two agencies 
could not obtain by their own instrumntalities and which was absolutely 
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authentic, objective and reliable to the hipest degree . I do not recall 
any particular sensational results, they my have occurred but it is doubtful 
Whether the R.S.H.A., at least, would have reported this to the FA- 

For the evaluation of foreign affairs the telephone intercepts doubtless 
had very great value down to the beginning of the ear. The FA 9 s experience 
was doubtless the ease as that abroad: it is astonishing shat an accurate 
picture can be obtained in saay cases of people with whoa one hn j, never 
becosee personally acquainted if copies of their telephone conversations are 
laid on on e*s desk day in and day out fear months or even years! Division 11 
did, in any event, have a very good picture of all, the important foreign 
diplomats in Berlin covering their personality, their peculiarities, their 
stethod ©f work, their relations with their superiors and inferiors, with 
their families, friends, acquaintances end colleagues. This was confirmed 
again and again. Moreover in general their political views could be fairly 
accurately assessed (particularly when the decrypts sugplaaentea the 
telephone monitoring) . On the other hand the results with respect to their 
current official affairs differed greatly according to nationality. 

(See Question 15, Part HI, pages 50 and 51). 

For the economic evaluation the results of telephone BM>iTf-faF> yttig played 
a lesser role, s$ert frea commercial negotiations with foreign countries 
which took place on German soil. In these later cases the results, often 
supplemented from other sources, were of great financial ispertsace. In 
one of the years before the war Germany saved eighty mill lows through the 
efforts of the Fa, a sub ten times the FA budget. 

2. Cryptanalysis 

Decrypted radio and wire messages naturally were of rsast use to those 

evaluating foreign affairs . Of course one greatly regretted the fact that 

the systems of the great powers, at least of the more important ones, were 

sewer solved, nevertheless what was learned fro® French, Italian, Belgian 

aid. above all from Turkish diplomatic traffic afforded a certain substitute, 

which » c cabined with other sources - sufficed for an estimate of the 
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SKJEent&ry situation which was essentially correct. This is where one 
especially regretted the absence of valuable end reliable agent reports 
which Bight have filled in Esany a gap . 

For the economic units the decrypts were of ssoderat® value. Division 13 
received practically none. 

S®Be sources afforded valuable material on foreign affairs only in 
the press reports. On the other hands tahen in connecticn with the intercepts 
of Russian internal radio traffic, they supplied the chief material for the 
eeonossic sections which found here such of intelligence value. For Division 13 
they were of very little value. 

b. Broadcasts 

For Divisions 11 and 13 Cl2?J broadcasts signified only an auxiliary 
source, apart frca the observation of foreign propaganda in Division 11. For 
Division 13 and its observation of the propaganda directed against Geraany 
this °R B Material was naturally rather important. 

5. Press and periodicals 

Special attention was paid to the press in all three divisions, 
press and nuaarous periodicals afforded very valuable supplementary 
Material for 11 and 12. 
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IV. Evaluation of the VN's 

1. Foreign affairs 

During the first years the results of the FA in all fields, except 
telephone monitoring for the Police, were necessarily very small. In 
foreign affairs and economics they were intentionally utilized to train 
new helpers, mostly absolute novices, and to pump the archive and card 
file full of material. Then a little accidental success brought the new 
agency somewhat more into the lime light; this was whan it was possible 
to report the results of the Saar Plebescite before it was publicly 
announced. As I recall it, the League of Nations Commissioner reported 
the result from Saarbrficlen to Geneva in an Indonesian dialect and it 
Just happened that an operator was available who understood this dialect. 

It was not until 1937 or thereabouts that the VN's were taken as 
a serious source of information by the Foreign Office and others . In all 
phases of the -tense situations from 1937 to 1939 the work of Division 11 
probably represented tee most important material in tee field of foreign 
affairs available to tee German Government - at least it might have been. 

As stated under Question 15, tee FA was forbidden to express its deductions 
from tee material or to offer recommendations or advice. Hie efforts of 
England and France down to tee Jfcnich talks to avoid a new World War by 
asking concessions to HITLER could be seen here as could tee British 
determination to accept all consequences of its guarantees to Poland. 

Under Question 15 rsentioa is mad® of tee fact teat Division 11 currently, 
and without being requested to by tee Foreign Office, evaluated and passed 
on all messages indicating a possibility or probability teat the USA would 
enter tee war early. At tee beginning of tee war - tee impending invasion of 
Poland was announced to tee FA only a few hours before it began so teat there 
was hardly time to organize for an emergency - tee traffic receipts for 
Id-vision 11 dropped off at first quantitatively and qualitatively; 
then there was a gradual improvement, but the pre-war state was never' 
again attained. The Division teen paid increased attention to British 
propaganda which must be regarded as rather clumsy and innefeetive during 
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tiie first two years of the war hut improved during the third year and 
from then on was excellent. Since the cryptanalytic units were able to 
solve the secret propaganda instructions to the British secret diplomatic 
missions in allied and neutral countries during the first two or three 
years, it was easy for tbs Germans to counteract them. Later these 
instructions could no longer be read and it was necessary to reconstruct 
them from the propaganda itself, with which task we had adequate success. 

As a particular sensation one regarded the interception of a conversation 
between the Finnish ambassador in Paris in the spring of 19*f0 and his 
foreign minister in Helsinki in which the ambassador reported on the 
official announcement of Great Britain and France, which had just been 
made, to the effect that troops would land in the near future in Norway 
and would establish a connection with Finland. 

The intelligence picture of Division 11 for the USSR was decidedly 
inadequate from first to last. The Soviet systems were not solved; the Russian 
diplomats did not use the telephone for official communications of even slight 
intelligence value either in Berlin or other places within reach. If there 
were any serious agent reports in Germany on Russian Foreign and military 
policy, the FA never received them; however, it was doubtful if any were 
available, unless perhaps some dealing with military matters and equipment. 

Thus the FA and Division II had to rely on indirect information, e.g. 
reports of the Turkish Ambassador in Moscow who apparently was less well 
informed than his colleagues in Berlin, Paris, London, Washington, etc. The 
picture of the situation in Japan was not much better and that of the USA 
left much to be desired. It was somewhat better in respect to London. In 
the case of other European countries, the small states in the East and in 
the Balkans, the picture -sms adequate to good, it was poorer in regard to 
Scandanivanian countries. South America was not of great interest. 

The value of the FA evaluation in the field of foreign affairs 
declined steadily in the second half of the war. According to the 
documents available to Bivision 11 no doubt could exist that the alliance 
of the Western Powers with Moscow would last until the end of the War - 
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questions on this point cause in rather often from the Foreign Office and 
other agencies - but details regarding the relations and type of 
collaboration between East and West could rarely be obtained. The 
meetings of ROOSEVELT and CHIJHJHILL with STALIN during the war became 
known to the FA only from the official Allied communiques . Only the 
secret journey of MOLOTOV to London could be announced about a week in 
advance; as an official in the Foreign Office told Division 11 
confidentially , RXBBENTROP paid no attention to it or to the suggestion 
to use it for propaganda purposes In advance of the conversations. 

Although the documents made it not unlikely that the Italian Monarch and 
BABOGLIO would desert, the arrest of MUSSOLINI came as a surprise to the 
FA. The defection of other allies could not be detected in advance with the 
technical instrumentalities of the FA. 

,Tb sum up, we may say that the exploration of foreign affairs by 
the FA produced worth-while results down to the beginning of the war, 
except for the countries above noted, and was fully confirmed by events; 
during the first half of the war the results were fair to unsatisfactory 
and in that second half of the war were predominately unsatisfactory. 

2. Economics. 

Ihe results of the explorations of Division 12 in the field of 
economics, economic and commercial policy, and the armament industry 
must be characterized as very good. 

The fact that the cooperation of the FA in connection with commercial 
negotiations on Gers&n soil led to very considerable savings of exchange 
etc . , both for the government and private industry, has already been 
mentioned. Moreover German exports were assisted by very useful and 
profitable hints provided by the FA. The control of the war economy was 
likewise facilitated materially. 

In contrast to the subscribers of Division 11, the Ministry of 
Economics, Ministry of Transportation, Offices of the Four Year Plan, 
and Offices of the Armed Forces dealing with the Armament Industry, 
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all dealt with the FA without prejudice and soon with outspoken confidence $ 
as a rule they on their part kept Division 12 informed on major and minor 
matters ♦ 

In point of tiise the effectiveness of Division 12 began later than 
that of 11 but it lasted longer and reached its climax only after the war 
began. One factor was that the picture of the economic situation in the 
USSR and especially the supply of raw materials and war equipment, was 
far better in Division 12 than was the picture in the field of foreign 
policy . Of course Berlin was not completely informed regarding production 
capacities and bottle necks of the Russian war economy, but still it had 
very good informtion. The picture of American iend-lease deliveries was 
much poorer. 
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HP 22a, Part V. 


iSOMSARY 

"Sie leading officials of the evaluation units of the FA had the 
feeling regarding their own results sad the results of all the German 
intelligence services that a little was good, soiaevhat more was not so 
had, but that most of the work was poor and needlessly so. Hiey saw the 
principal reason for this in the fact that there was no unified German 
intelligence service which combined all personnel, technical and financial 
resources . 

3iey vers convinced that the Russian, American and British service 
was better, both in respect to cryptanalysis and in the use of agents; 
they regarded the French as poorer. 

As far as the FA itself is concerned, they regretted the limitations 
imposed by the administration which, after Captain SCHBSPFF, was less 
concerned with intelligence than with an organizational bureaucracy. 

Within the bounds of reasonable possibility, they consider the card file 
and archives as fairly perfect, the results of the work of Division 12 
were considered good, those of Division 11 were thought to vary between 
good and bad. Sis results of Division 13 could hot be properly compared 
with the others since this Division was concerned primarily with supplying 
raw material for the Abwehr and the R.S.H.A. 

And finally they were of the opinion that among th® evaluators, 
cryptanalysts (in particular the gifted son of the eos^oser von EESNICEK, 
who died prematurely) and technicians there were not a few specialists 
of outstanding ability who might have produced much more favorable 
intelligence results under better organizational conditions. 
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IV 16 

card files. System 

IV 31 

card files, telephone monitoring 

V 20 
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IV 31 
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IV 19 

e&88 of loss 

V 24 
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V 25 
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V 14 

centralisation 

IV 17 
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IV 29 

Central Information Bureau 

I 13,, 13, 15 
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IV 5? V 33 
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I 25 
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V 25 

China 

I 3.6, III 8 
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I 17 

CHURCHILL 

V 41 

cipher teleprinter, German 

V 29 

classification 
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I 16 

code 

I 22, 23, 24 
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V 4, 11, 13 

committee, security 

¥ 29 
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I 17 
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V 29 

conditions, working 

V 28 
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counterintelligence 

I 14; V 8, 15 

Counterintelligencs (Abwehr) 

I 11; V 12, 13 

course, training 

V 6 

cryptanalysis 

1 7; V 33, 37 

cryptographic system 
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cryptologic research 

I 7 

cryptologic units, other-' Gorman 

V 3 
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II 8,9; IV 11 

C-Stellen 

IV 4, 6 
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I 10; III 13 

DGCG System 

IV 33 

decentralisation 

IV 28 

decimal system 

IV 23, 2? 

De Gaulle Government 

X 22; III 10 

Denmark 

I 16 

devices, special 

IV 33 

devices, voice 

IV 34 

dialect, Indonesian 

V 39 

DIMS 

V 8,9 

diplomatic codes 
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diplomatic missions 

V 40 

diplomatic systems 

IV 31 

diplomats in Berlin 

V 37 

diplomats, Huaaian 

V 40 
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disk records 
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distribution 
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I 7 
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Division 4 (intercept control) 
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II 3, 6 
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DSrING, Dr. Wilhelm 

V 29 
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IV 33 
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II 9, I? 11 
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East 

V 40 

EGKHAKD, Dr. 

II 28 
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economic traffic 

I 10 
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V 41 
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enigma 

equipment 
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espionage 
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? 42 

IV 36 

III 50 

I 17 

IV 7, 12 
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v 4 
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financial resources 
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foreign journalists in Germany 

Foreign Office 
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foms 
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France 
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IV 29 
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V 35 

IV 13, 14 
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I 26 
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Holland end Colonies 
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I 16; III 10 


7 


TOP SECRET 


TOP 

SECRET 

Japan 

Japanese 

Japanese cipher machine 
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journalists, foreign 

JUNG 
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in 50 

1 23 

I 24 

1 17 
in 43 
¥ 36 

II 17 
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KS55P3 s 

KLINGmDlIiER, Br® 

Konstanz 

Z@ln 
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II 28 
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¥ 39 
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¥ 42 
¥ 24;. 

I 11, 15 
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V 40 
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¥ 24 
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Main Security Agency 
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meters, high-fidelity frequency 
MS®, Dr® 
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¥ 42 
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multi- channel systems 
multi-channel teleprinters 
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National Socialists 
National Socialists, Reliable 
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Near Bast 
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M depository and distribution 

Netherlands 

new workers 
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non-ferrous metals 
North America 

Northern and Eastern Europe 
Norway 
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Office II Personnel and Administration 

Office III 
Office IV 

Office V Evaluation 
Office VI 
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OK If (Abwehr) 
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operational reports 
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out-stations 
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I 16 

I 16? V 40 

V 18 


II 19, 21 
I 14 
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PAETZEL, Dr* Martin (OBS) 

I 18; IX 27 

Palestine 

I 16 

panoramic frequency receivers 

X? 14 

PAPJ2N von 

¥ 34 

parallel passage seeker 

III 27 

Parlor-Bclschevists 

V 27 

Party KSEtbers 

V 16 

Party politics 

V 15, 16 

patrols 

V 25 
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V 28 

personality sard file 

I 10; IV 17 

personality centralised, file 

I¥ 29 
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plain text mdiograas 

V 38 

Plebeaelte, Smx 

V 39 
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IV 7 
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politics, Party 

¥ 15 
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Portugal 
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X 7 
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X? 9 
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¥ 33 
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President of the United States 

IV 40 
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III 3 

propaganda 

X 17 
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V 39 

property of POD 

IV 7 

Propo Min 0 (Ministry of [Propaganda) 

X 11 
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V S 

radio caaseunleations 

II 6 

radio operations bocks 

in 5 

radios Russian rauXti~ckan iel 

IV 38 

radio' teleprinter system 

XI 18 

radio traffic, interception of 

IV 5 
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II 8; V 42 

reactionary organisations 

X 17 

receipting 

V 23 

receivers 

IV 9 

receivers, long- vsve 

IV 11 

receivers, mdiusuwave 

IV 13, 

receivers, panoramic frequency 

IV 14 

receivers, short- wave 

XV 13 

receivers, ultra-short -mve 

XV 13 

reception, diversity 

IV 12 

recipients of the VH*s 

III 43 

recorders 

XV 10 

recruits 

V 16 

reference works, foreign 

IV 28 

reliable Mationkl Socialists 

V 28 

HS3TSCHL3E 

11 28 

reports, agents 

¥ 33 

Research Control Center 

X 10 

HESHICEK 

V 43 

results 

V 41 

results, sensational 

V 37 \ 
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rhombic antennas 
RIBBSSMTROP 
n H n material 
ROM, Dro Yv 
Romance languages 
FcOCSEVELT 
RQSENHAHN 

rotasy coaaautators for multiplex telegraph 17 9 
systems 

routing of incoming rat? irateriai 
routing of traffic 
RoSoHoAo(Main Security Agency) 


Rumania 

Russian 

Russians 

Russian bands 

Russian Chief of State 

Russian diplomatic systems 

Russian diplomats 

Russian equipment (Huppsrtsbarg) 

Russian multi«ehann@l rscio 

Russian radio 9~ehannel cipher machine 

Russian tsar economy 

RoWoioMo (Ministry of Iccnon&as) 


II 18; I¥ 3 
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¥ 38 
II 28 

I 7 

17 18; 7 41 

II 27 
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II 11 

I 11; in 43, 44} 7 9} 10 , 11 , X 2 ? / 
I 16 13, IQ, 26, 34, 35} 36 s / 

I 25; 7 43 37} 43® 

in 50 

IV 3 

IV 40 

17 3 

¥ 40 

17 36 

IV 38 

I 25 

7 42 
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Saar Plebcscits 
sample cards 
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17 19 
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SCHAPEEE, Gottfried 
SCHAUB 
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SCHMIDT 

SCHRGBDER, Georg ( Mini st&rialdirigent) 
SCHULTZ, Dro (ORE) 


II 27 
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I 6; 7 8} 9} 10} 12} 15, 16, 43 
7 26 

I 18; II 27 
I 18; H 28 


SCHULZE, Lto Col 3 7 29 

SCHUMANN, Dr, II 27 

-search ranges 17 33 

secrecy 7 20 

secret diplomatic mission 7 40 

Section 1® I 9, 10 

Section 2„ I 9, 10 

Section 3® I 9, 10 

security 17 40; V 20 

security, breaches of 17 41 

security committee V 29 

security discipline at the telephone III 50 

Security Office, Main 7 33 

security measures V 26 

Security of the State I 14} 17 

Security of the State and Defense I 17 

Security of the State and Internal Affairs X 11 

Security Service (SB) V 12, 33 

SEIFERT, Walther XI 28 


SEESS-INQUART 
selenium cells 
sensational results 
Service, Security 
SFH-52 Types A B and C 
shifts 
shipping 
shipping codes 
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7 25 
7 37 
7 12 
V 29 
7 25 
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short-wave receivers 

IV 13 

short-wave receivers 

XV 33 

short-wave transmitter 

IV 13 

Siemens 

V 30 

single aide»hand receivers or apralimie imilsIV 9 

Slavic countries 

X 7 

social welfare 

V 28 

Socialists, national 

V 27 

sorting 

X 8, 11; IX 8 

South America, 

I 15, 16; V 40 

South American States 

in 15 

Soviet systems 

V 40 

Spain 

I 16; III 12 

Spanish 

X 7 

Spanish 4=4igit codes 

I 24 

Spanish eastern 

X 25 

special devices 

IV 33 

special files for csypt&rialysis 

IV 29 

apeeeh~band inverters 

IV 34 

speech inverters 

IV 11 

ss 

V 35 

STABENdif, Frits 

II 12, 29 

STAUN 

V 41 

standard equipment for each position 

IV 9 

Station A3 

XX 9 

Stations 33. C, D and S 

XI 8 

Steel 

X 17 

STSPPA2 

II 28 

STXCIILMJ 

II 28 

sms 

IX 13 

strip system 

m 34 

STDBHSMUCH, v» (ORR) 

I 18 

STUIPNACxHL, General 

III 44 

subject areas 

I 16 

supervision 

¥ 27 

survey charts 

in 5 

Sweden 

I 16; IV 39; V 29 

Sides digit codes 

I 23 

Swiss Enigma Type K 

I 23 

Swiss substitution system’s 

I 23 

Switzerland 

X 10; rn 31; IV 39 

Switzerland Colonics 

I 16 

Syria 

I 16 

system, card fils 

IV 31 

system, cryptographic 

IV 31 

system, decrial 

IV 23, 27 

systems, diplomatic 

XV 31 

£yst«E3, multiplex 

I? 33 

systems, Soviet 

V 40 

T 52c 

IV 12, 13; V 30 

technical equipsaent 

IV 8, 12 

technical expexdjaantal company 

¥ 29 

technical files 

IV 29 

technical intercepts 

V 34 

technical matters 

II 5 

technical operations 

II 3 

technical reports 

II 10 

telephone 

V 35 

telephone monitoring 

V 22, 20 

telephone ssenitoring, card fils 

V 20 
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teleprinters, cipher German 

teleprinter^ multi-channel 

Templin 

TERBOVM 

test 

Thailand 
topical archives 
traffic 

traffic of Yugoslav Government in Exile 

training 

training course 

training of replacements 

translation station 

transmissions broadcast 

transmitters 

transmitters, short wave 

transmitters, unlicensed, 

treason 

TRfe8BACH 

T -Unit of Division ¥ 

Turkey 

Turkish 

Turkish Ambassador 
I^pes ab, o SFM-52 
types of source employed 


¥ 29 
I¥ 36 
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USSR 


I¥ 5 
IV 13 
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II 9 
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Vatican 

vertrauliche Nachrichten (W) 

visitors 

¥N 

VOGEL 

voice devices 
V-eorting 
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I 11 
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I H, 14? Ill 34, 40, 42, 46, 51;/ 

II 14 IV 29, 41; ¥ 4, 23, 33,/ 

IT 34 35, 39, 
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WAECHTER (0RS) I 18 
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welfare, social ¥ 28 

WENZEL, Maximilian (OER) I 18; II 27 

Western and Southern Europe I 16 

Western Powers ¥ 40 

wire communications IX 6 

workers, new ¥ 6 

working conditions V 28 
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